Georgia State University

ScholarWorks @ Georgia State University

EBCS Presentations Evidence-Based Cybersecurity Research Group

2019

An Evidence Based Cybersecurity Approach to Risk Management:
Risk Management and "Market for Lemons"

David Maimon
Georgia State University

Follow this and additional works at: https://scholarworks.gsu.edu/ebcs_presentations

b Part of the Criminology Commons, Criminology and Criminal Justice Commons, and the Information
Security Commons

Recommended Citation

Maimon, David, "An Evidence Based Cybersecurity Approach to Risk Management: Risk Management and
"Market for Lemons™ (2019). EBCS Presentations. 1.

https://scholarworks.gsu.edu/ebcs_presentations/1

This Article is brought to you for free and open access by the Evidence-Based Cybersecurity Research Group at
ScholarWorks @ Georgia State University. It has been accepted for inclusion in EBCS Presentations by an
authorized administrator of ScholarWorks @ Georgia State University. For more information, please contact
scholarworks@gsu.edu.


https://scholarworks.gsu.edu/
https://scholarworks.gsu.edu/ebcs_presentations
https://scholarworks.gsu.edu/ebcs
https://scholarworks.gsu.edu/ebcs_presentations?utm_source=scholarworks.gsu.edu%2Febcs_presentations%2F1&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/417?utm_source=scholarworks.gsu.edu%2Febcs_presentations%2F1&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/367?utm_source=scholarworks.gsu.edu%2Febcs_presentations%2F1&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1247?utm_source=scholarworks.gsu.edu%2Febcs_presentations%2F1&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/1247?utm_source=scholarworks.gsu.edu%2Febcs_presentations%2F1&utm_medium=PDF&utm_campaign=PDFCoverPages
https://scholarworks.gsu.edu/ebcs_presentations/1?utm_source=scholarworks.gsu.edu%2Febcs_presentations%2F1&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:scholarworks@gsu.edu

An Evidence Based Cybersecurity
Approach to Risk Management

A R LLP
o GrantThomton ~ ———- Hﬁ\’ ANDREW YouNG Sciool

University OF POLICY STUDIES



Agenda

« 9:00 -10:30 Keynotes

10:30 Break

10:45 Group discussions

12:00 Lunch

1:00 Group discussions

2:15 Group discussions summaries
« 2:45 Conclusions



Risk Management and “Market for
Lemons”

Dr. David Maimon

Andrew Young School of Policy \SS’

Criminology and Criminal Justice GGOl‘glaState
Center for Evidence Based Cybersecurity Unlvel‘SIt}«’




Risk

* The extent to which an entity is threatened by a
potential circumstance or event.

 Risk is typically a function of:

« The adverse impacts that would arise if the circumstance
or event occurs;

 The likelihood of occurrence.



Information Security Risks

* Those risks that arise from loss of confidentiality,
integrity, or availability of information or
information systems and reflect the potential

adverse impacts to organizational operations,
organizational assets, and individuals.



Risk Management

* The process of ldenftifying , assessing and
evaluating the level of risk facing the organization,
and then deciding what countermeasures to take
INn reducing risk to an acceptable level



Risk Management Process (NIST)

Information and
Communications Flows

Information and
Communications Flow
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 |dentify

» Threats to organizations (i.e., operations, assefts, or
individuals)

» Vulnerabllities intfernal and external to organizations;
 The harm (i.e., adverse impact) that may occur
* The likelihood that harm will occur.

« The end result is a determination of risk



Respond

» Developing alternative courses of action for
responding to risk

« Evaluating the alternative courses of action

« Determining appropriate courses of action
consistent with organizational risk tolerance;

« Implementing risk responses based on selected
courses of action


















