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ABSTRACT
ESSAYS ON THE RATIONALITY OF ONLINE ROMANCE SCAMMERS
By
FANGZHOU WANG

May 2023
Committee Chair: Dr. David Maimon
Major Department: Criminal Justice and Criminology

The rapid development of the internet has served an essential role in providing

communication platforms for people to choose to have personal interactions. One manifestation
is using social media platforms and dating services to establish social relationships. The use of
online platforms has also provided unscrupulous individuals with malicious intent the ability to
target vulnerable victims using bogus romantic intent to obtain money from them. This type of
newly evolved cybercrime is called an online romance scamming. To date, online romance
scams have spread to every part of the world (i.e., mainly in the United States, China, Canada,

Australia, and the UK) and caused considerable financial and emotional damage to victims.

Prior research on online romance fraudsters provides a preliminary understanding of the
operational features (stages and persuasive techniques) and their modus operandi. However, the
objectivity and relevance of the victimization data in explaining offenders' behaviors may render
those studies may represent significant drawbacks. To overcome the limitations, it is important to
use actual offender data to generate meaningful analyses of romance fraudsters' behaviors.
Consequently, this dissertation aims to use experimental data similar to that applied in my
previous work (Wang et al., 2021), combined with existing criminological and communication

theories, to promote a better understanding of romance fraudsters' behaviors in the online world.



This dissertation begins with a scoping review of the current online romance scam
literature, intending to use a scientific strategy to address the existing scholarly gap in this field
of research. Derived from rational choice theory, the criminal events perspective, interpersonal
deception theory, and neutralization theory, the second and third paper uses an experimental
approach to assess the influence of rewards on romance fraudsters' behaviors. The three papers'
results demonstrate the rationality of online romance fraudsters when facing rewards. Moreover,
such rationality can be explicitly seen from their uses of different linguistic cues. Finally, the
outcomes provided in the current project also provide policymakers the information about the
rationality and modus operandi of fraudsters which can be used to identify the behavioral

patterns at an early phase to prevent significant harm to the victim.
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Chapter I: Introduction
Abstract

An online romance scams is a newly evolved serious cybercrime, causing billions of
dollars in losses to individuals. Understanding the behavioral patterns of the individuals
perpetrating the online romance scams behavior should be the first step in developing evidence-
based policies and strategies to protect Internet users. Acknowledging the preliminary
background information on online romance scams is vital to unravel offenders' behaviors.
Therefore, chapter 1 will introduce the definition, complexity, seriousness, and significance of
online romance scams. Subsequently, this section will briefly overview the main components in
the following three papers, including the theoretical frameworks, research questions, and
methodology. The introduction will end with a summary of the general structure of this

dissertation and a reference list.

Introduction

Cyberattacks have grown in number, sophistication, and impact—in 2021, the global cost
of cybercrime exceeded $6 trillion (France-Presse, 2022). Specifically, following a recent survey
report by Experian (2022), more than half the surveyed consumers expressed that they are
concerned about online transactions, and 40% say that concern has increased over the past year.
In addition, 58% of consumers have been a victim of online fraud. The Federal Trade
Commission additionally revealed that consumer losses related to online fraud increased by 70%
in 2021 to more than $5.8 billion, and the tactics employed by fraudsters continue to evolve
(FTC, 2022).

In the United States, as reported by Internet Crime Complaint Center (2022), business

email compromise, online investment, and confidence fraud/romance made up the first three



types of online fraud that cost the most victim loss in 2021. Among them, IC3 (2022) accounts
for online romance scams as the third highest losses of cybercrime reported by victims. This type
of crime engages the fraud tactics involving the most human psychology among other types of
online fraud. In 2021 alone, the agency received 24,299 victim complaints due to online romance
scams, with losses totaling more than $956 million. Specifically, this report demonstrated the
complexity of this type of scam as it can involve investment (i.e., cryptocurrency), sextortion,
and blackmail (IC3, 2022). As a result, the prevalence for this type of crime is likely to be
underestimated, as there could potentially be more victims with even higher amounts of monitory
losses (e.g., Potter, 2022). As such, independent of the metric or report used, it is evident that
more individuals are falling victim to online fraud in general, and online romance scams in
particular (Maimon & Louderback, 2019).

In brief, online romance scams occur when a criminal adopts a fake online identity to
gain a victim's affection and trust. The scammer then uses the illusion of a romantic or close
relationship to manipulate and/or steal from the victim (FBI, n.d.). Online romance scams are a
newly evolved cyber-enabled form of crime that appeared roughly around 2014 and became
rampant in the United States and around the globe starting around 2016 (Whitty, 2013a). During
the fraud process, romance scammers either ask victims to send money directly to their bank
accounts or persuade them to make advance payments in exchange for other emotional or
financial benefits. Whitty (2013a) investigated the anatomy of fraudsters’ operations and found
that romance fraudsters generally maneuver their operations through five main stages, including
the profile, the grooming, the sting, sexual abuse, and the revelation stage. In some cases,
romance scammers have even involved victims in money laundering schemes by convincing

them to transfer funds or goods without acknowledging the whole situation. In non-English



speaking countries, online romance scams deployed by offenders have a unique name due to a
different cultural context and the deployment of a different swindling technique. This type of

scam is named Sha Zhu Pan  (32%#%) in Chinese or Pig-Butchering scam in English. It

originates in Asian countries, specifically China, then extends its scamming territory to other
foreign countries. In general, Sha Zhu Pan is defined as "a form of online fraud, in which
scammers gain the trust of the victim through making friends and dating online. Through gaining
victims' trust, scammers then wait for the opportunity to pull victims into scams such as
gambling or financial management to defraud their money. The main feature of the Sha Zhu

Pan scam is to cast a long-term plan for a major return. This process is like fattening the pig and
then slaughtering it" (China News, 2019).

Despite different cultural contexts, online romance scams, in general, devastate the lives
of millions of victims globally (Cross, 2018). A victim who reported her experience to Stop-
scammers.com, a private online romance scams reporting platform, described that "I didn't know
what a hideous and vile worldwide scam this has become, and how many unfortunate, and
trusting, people have fallen victim to their traps™ (Stop-Scammers.com, 2022 victim report). Such
a quote exactly describes the aftermath of the victims' emotions. By exploiting victims online
and denoting the emotional component, offenders aim to ask victims to "fund" their financial
needs (Cross, 2020).

Most online romance scams incidents happen online. Fraudsters are observed to follow a
five-stage operation to swindle their victims (Whitty, 2013a), involving the use of attractive but
fraudulent profiles to engage in romantic conversation with the victim until they are ready to part
with the money. In rare circumstances, some romance scammers choose victims on the internet

and pursue their victims in the physical world. For example, John Meehan (dubbed "Dirty John™



in the media) was a well-known romance scammers. He misrepresented various aspects of his
identity and developed a physical relationship with the victim to facilitate his access to various
aspects of her personal and financial life, which later manifested in the form of physical threats
and abuse (Dibdin, 2019). Similar experiences are described in Cross and colleagues' (2016a)
study, where two romance scams victims constantly received physical threats from fraudsters
even after moving to new locations. In some extreme cases, fraudsters would even come to
victims' houses to collect their requested money face-to-face (Nothling, 2019) or even kill the
victim after they meet up (ABC, 2014).

Regardless of the magnitude and seriousness of this type of scam, there are limited
practical and consistent initiatives from the government and private sectors to combat online
romance scams (e.g., Whitty and Buchanan, 2016; Cross et al., 2018). In addition, insufficient
scholarly papers are able to collect first-hand datasets and use advanced methodologies to
present a better understanding on this type of cybercrime, particularly the modus operandi of
online romance scammers. While an emerging body of work addresses the romance scams, there
are still significant gaps left to explore. As a result, this dissertation aims to demonstrate the
current state of scholarships on studying romance scams, and explore the rationality of romance
scammers' behaviors through deploying an experimental approach. In doing this, this work
presents what we do not know about romance scams and the need for future scholarships in this

area.

Definition of Online Romance Scams
Numerous definitions are offered to determine what constitutes fraud. Webster's Ninth
New Collegiate Dictionary defines fraud as an "intentional perversion of truth in order to induce

another to part with something of value or to surrender a legal right” or as "an act of deceiving or



misrepresenting™ (1990). Later, common law states that there are four main components in the
definitions for “fraud”: (1) a materially false statement, (2) knowledge that the statement was
false when it was uttered, (3) reliance on that false statement by the victim, (4) damages resulting
from the victim's reliance on the false statement (Medallion, Inc. v. Clorox Co. (1996) 44 Cal.
App.4th 1807, 1816). In legal terms, as described by Smith and colleagues, fraud is "a generic
category of criminal conduct that involves the use of dishonest or deceitful means in order to
obtain some unjust advantage or gain over another” (Smith et al., 2001, p.195).

As the presentation of fraud diversified, academics, professional investigators, and
accountants have added more elements to the definition of fraud. Specifically, with the
maturation of the internet, criminals started to displace their activities from the physical world to
cyberspace to avoid detection and surveillance, causing more harm to victims. As a result, the
U.S. Computer Fraud and Abuse Act (18 U.S.C. 1030) offers a clear definition of "computer
fraud" as:

(a) Whoever ... (4) knowingly and with intent to defraud, accesses a protected computer
without authorization, or exceeds authorized access, and by means of such conduct furthers the
intended fraud and obtains anything of value, unless the object of the fraud and the thing
obtained consists only of the use of the computer and the value of such use is not more than
$5000 in any 1-year period...

Further, criminologists, such as Cross and colleagues (2014), have developed a new
scholarly definition for online fraud: "the experience of an individual who has responded through
the use of the Internet to a dishonest invitation, request, notification or offer by providing
personal information or money which has led to the suffering of a financial or non-financial loss

of some kind." Considering these varied fraud definitions, Smith and colleagues (2010) stated



that these proposed definitions are based on the central concept suggesting that “the criminal
activities based on deception and/or dishonesty alongside the achievement of some kind of
financial gain.” Rather than deciding a fixed terminology for fraud, Smith and colleagues (2010)
further pointed out that distinguishing between its legal (narrower definition) and theoretical

concept (broader definition) also matters (Smith et al., 2010).

The Complexity of Online Romance Scams

In online romance scams, offenders employ a variety of social engineering! techniques to
deceive victims. The modern conceptualization of social engineering is related to technologically
facilitated psychological techniques designed to influence or control the behaviors of other
people. Although the term is value-neutral, it is most often referenced as a technique of
deception and coercion. As the term “social engineering” first appeared in the early hacker
magazine 2600, it continued to evolve and generalized its core principles from human
psychology and behavioral susceptibility (Cialdini, 2001; Hatfield, 2017). For example,
fraudsters in advance fee fraud would use social engineering techniques to persuade victims to
pay money to someone in anticipation of receiving something of more excellent value—such as a

loan, contract, investment, or gift—and then receive little or nothing in return (FBI, n.d.).

Similarly, con artists in online romance scams would also use all kinds of triggers or

influences, such as urging victims to make decisions in a short period in exchange for the

1 The term "social engineer" first came into use in an 1842 book, entitled An Efficient Remedy
for the Distress of Nations written by the British economist John Gray. Similar to mechanical
engineers, social engineers knew how to fix social ills, however only with intelligence and expert
knowledge of human behavior in society (Gray, 1842). From its coinage in 1842 to the 1960s,
the term "social engineering” was used in not only political and social planning but also beyond
its scope to historical analysis (Harper, 1939), cultural policy (Conkin, 1960), family counseling
(Goode, 1950), technology (Weinberg, 1966), and more.

6



promised reward or using authoritative figures to enforce psychological stress on victims.
However, an important antecedent of deploying these swindling strategies is by initially
establishing a romantic and trusted relationship. To do so, fraudsters will send romantic letters
and enjoyable poems to victims every day and give them all kinds of promises after their
meetups, such as buying a big house or traveling around the world. The rationale of such
manipulative behaviors can be explained by the Mood-Congruent Judgment theory (e.g.,
Berkowitz, 2000). Accordingly, human judgment is impacted largely by the mood when the
judgment is taken (Mayer et al., 1992). In other word, the mood-congruent judgment effect refers
to the fact that when a mood and an idea are similar in pleasantness, the idea will generally seem
better in some way. For example, when people are happy, they will judge pleasant concepts as
richer in their associations, pleasant attributes as more applicable, and pleasant examples of
categories as more typical (Mayer and Hanson, 1995). In online romance scams, Whitty (2013)
presented the fact that positive mood can lead to judgment errors, and such errors in decision
making can be a major catalyst of successful persuasion from scammers (pp. 666-667). Thus,
such an observation is consistent with Mood-Congruent Theory and explains why nearly all
scammers attempt to establish a romantic and trusted relationship with victims in their initial

encounters.

A number of consistent themes are prevalent and can be incorporated into specified
models. For example, to better understand the modus operandi of romance scammers' operations,
Whitty (2015) proposed a five-stages anatomy of the romance scams. The first stage involves
baiting victims: fraudsters may use bogus profile pictures to obscure their identity (e.g., with
low-quality graphics) or present a more amenable persona (e.g., the use of physically attractive

faces). Scammers can use photos that range from low quality to high-quality shots — multiple



shots of the same model are often used. This approach can strengthen the credibility of the
fraudulent personas by providing a limitless supply of photographic evidence upon victims'
request (Ghana-pedia.org, 2009). In the second stage, fraudsters will groom victims to increase
the intimacy of the relationship. Scammers will establish a strong bond with their victims
through frequent online communications during this process. By generating confidence,
romance, and trust between with victims, scammers set the stage for later financial exploitation.
Specifically, O'key (2008) reported that this stage could last from six to eight months until a
requisite amount of trust is established (as cited in Rege, 2009). The third stage is the sting,
wherein fraudsters execute their plan to get money from their victims, typically by sharing a
crisis story (e.g., bankruptcy, death of a parent, unable to purchase flight tickets to meetup). Rege
(2009) noticed that these tragic circumstances are often conducted in succession; that is to say,
offenders typically make up more crises to gain financial assistance from victims as
circumstances intensify. The fourth stage is sexual abuse, which may or may not factor into the
execution of financial fraud. Here, fraudsters may manipulate victims into performing sexual acts
online (i.e., in front of webcams) for sexual gratification or as the basis for extortion. The final
stage is the revelation, where victims discover they have been defrauded and decide how to

respond.

Whitty's (2015) model demonstrates the time-intensive complexity and interactive nature
of romance scams (see also, (Cross, 2020). The model also demonstrates the disparity between
perpetrators and victims regarding deceptive practices and experiences. Offenders may have
executed scores of such offenses and bring with them a wealth of offending knowledge they can
bring to bear in manipulating and deceiving victims for whom the offending situation is novel

(Cross, 2020). This asymmetric relationship between scammers and victims is a staple of other



deception-based online scams and schemes and is intensified in efficacy by built-in advantages
of the internet and online communication platforms (see Topalli and Nikolovska, 2020). These
offenses demonstrate powerful, lasting effects on the emotional and cognitive processing of the
victims' lived experiences. In some cases, victims have difficulty accepting the objective details
and outcomes of these events and may deny or reevaluate their victimization, even after the
revelation of fraud.

In addition to the use of social engineering techniques, the complexity of online romance
scams can also be demonstrated from its complicated supply chain. Notably, as Lemieux (2003)
identified, a large-scale scamming network also exists, with a more precise division of labor. At
the core of a criminal network is an organizer, who determines the nature and scope of activities.
The extender is responsible for extending the scam operation by recruiting more individuals and
achieving collaborations. The executor/enforcers, who fulfill the third role in the syndicate, are
responsible for communicating with victims by composing and sending them love
letters/emails. Money movers collect money from victims and return it to the syndicates.
Typically, a money mule will move money from one bank to another.

One example of an organizer ORF syndicate, namely "Sha Zhu Pan," exists and
continues to evolve in China. Up to date, it has posed substantial harm to victims and
government interests. This syndicate is famous for its strict business-like operation and romantic
schemes to lure victims into investing in fraudulent apps. A few main heads form the Sha Zhu
Pan syndicate through recruiting individuals, especially those young individuals without a stable
job but want quick money. Recruited individuals are assigned into four main groups: the "host,"
"resources,” "IT/Telecom,” and "money-laundering.” The host is the most critical group

responsible for communicating daily with victims. The rest of the groups offer varied resources



to the host group, such as creating fake investment apps/websites and offering customer service,
offering victims' personal information, and exploring the channels that can be used to secretly

launder their profits (The 315 Consumer Association, 2020).

The Seriousness of the Online Romance Scams

To date, romance fraud has involved millions of victims worldwide, many of whom were
targeted because they were seeking companionship or social interaction through online services.
In the United Kingdom, the amount lost to romance scams, which involves a criminal
befriending the victim on an online dating site before asking for money, soared by 73% during
2021. In total, victims of such scams lost £30.9m (approximately $36,898,926) and case numbers
were up 41% at 3,270 in 2022 (Clark, 2022). In the United States, the Federal Trade Commission
(2021) reported losses via romance scams reached a record $304 million, up about 50% from
2019. For an individual, that meant an average dollar loss of $2,500. From 2016 to 2020,
reported total dollar losses increased more than fourfold, and the number of reports nearly
tripled. The recent cybercrime report published by the Federal Bureau of Investigation (2022)
additionally conveyed that financial losses accruing to online romance fraud in 2021 have
skyrocketed in recent years to approximately $956 million, ranking third among other
cybercrimes and more than any other fraud category (e.g., advance fee fraud and identity theft).
In 2021, the Canadian Anti-Fraud Centre received 1,928 reports of romance scams totaling
$64,604,718 in losses, compared to 1,546 reports and $28,989,750 in losses in 2020 (Canadian
Anti-Fraud Centre, 2022). Importantly, these statistics are representative of a small fraction of
total cases, keeping in mind that many victims refrain from reporting their victimizations due to
embarrassment or fear of self-incrimination. Moreover, these statistics are gleaned from western

governments, which have dedicated resources to monitor, measure, and prevent romance scams.
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There is little doubt that hundreds of thousands, perhaps millions, of other victims are
unrepresented in these kinds of statistics because of the resources and cultural proscriptions
regarding such offenses in their home countries (Wang and Topalli, 2022).

Victimization from online romance scams is reported in non-western countries as well.
For example, online romance scams were first reported to Chinese law enforcement as early as
the 2010s, and its incidents have reached a surprisingly high frequency in mainland China in
2022. As reported by the Anti-Fraud center in Hangzhou, China, there were more than 1,200 Sha
Zhu Pan cases involving 230 million CNY ($33,067,836). The average amount involved in a
particular case was close to 200,000 CNY ($28,752) in the first half of 2020 alone. Expanding
the scope to the nation, only from January to August 2021, the national capital loss caused
by Sha Zhu Pan had reached 3.88 billion CNY, accounting for 21.3% of the total loss of the
national online fraud cases. Among them, the average loss was 181,000 CNY, which was 4.8
times the average loss of other cases (Sina Tech, 2021). While this scam was initially focused on
victims speaking Chinese, the recent documentation indicated its expansion globally, and
fraudsters were observed using both Chinese and English to target different ethnic groups (Zuo,

2021).

In addition to financial harm, online romance scams victims around the world also
experience substantial psychological trauma (Buchanan & Whitty, 2014; Whitty, 2018). They
may undergo distress upon learning that they are deceived, leading victims to blame themselves
constantly (Cross, 2020, p. 10). Many victims reported the emotional burden as more challenging
than the loss of funds (FX110, 2021). For example, Whitty and Buchanan (2016) found that most

victims narrate their experience with fraudsters as traumatic, as these victims perceived the loss
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of the relationship more upsetting than the financial loss. In addition to the distressed event,

victims sometimes are blamed for “facilitating” the scam incident.

Specifically, romance scams victims are subsequently believed to be actively involved in
the fraud discourse and are responsible for the consequence (Cross et.al, 2016). Such a statement
can be reasoned from the perspective of the “ideal victim.” This concept was first proposed by
Christie (1986). Ideal victim refers to “a person or category of individual who — when hit by
crime — most readily given the complete and legitimate status of victims”. For example, an old
lady who is robbed on the street on her way to the shopping center. In this case, she should never
be held responsible for what happened to her because she acts as a complete passive role when
crime occurs. Fraud victims, however, are not typically considered as “ideal victim” but rather a
“culprit” because majority of them voluntarily send money or personal details to offenders,
however under false persuasion (e.g., Christie, 1986 and Fox & Cook, 2011). In money
laundering, fraudsters engage victims into transferring illegal money or goods with the purpose
of holding victims responsible for partial legal culpability. In this way, victims may reduce their
likelihood of reporting their fraud experience to law enforcement, or even their families/friends,

as they are afraid of being betrayed, revenged and prosecuted (Cross et.al, 2016).

In sum, victims of romance scams can experience immense pressure resulting from being
blamed for their “active participation” in the scam. Such pressure, coupled with their emotional
and financial losses from the scam, can exacerbate the fraud impact. This can manifest from
victims’ reluctance to report incidents to police because they may think police will blame them
for “facilitating” the scam. Moreover, victims may refuse to disclose their fraud experiences to
their families or friends in consideration of the anticipated blame, embarrassment, and even the

isolation from their loved ones (Cross, 2015). Without getting enough assistance, victims are
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unlikely to have a fast recovery and return to a normal life. Additionally, victims’ inclination of
not raising attention from law enforcement can potentially result in their revictimization (Whitty,

2018).

The Significance of Studying Online Romance Scams

Acknowledging the substantial harm brought by online romance scams requires attention
from law enforcement and businesses (e.g., banking and online dating applications). Despite its
seriousness, current initiatives in curtailing online romance scams center mainly on raising
public awareness. Few online romance scam cases or transactions are prevented or stopped. For
those cases that are brought to trial, they are often sentenced under organized crime or white-
collar crime statutes. With considerable attention drawn to the financial aspects of online
romance scams, little weight is given in sentencing to the psychological and emotional damages
to victims (Cross & Blackshaw, 2014). Notably, the negativity directed toward romance scams
victims (i.e., victim-blame attitude) can add additional impediments to timely responses from
police and victims' services. Specifically, the inability of law enforcement agencies to respond
promptly to victims' romance scams cases can result in additional trauma, anger, and frustration
among victims in the aftermath of the scam (Cross, 2018). As a result, victims may refrain from
reporting or collaborating with agencies (Cross, Richards, and Smith, 2016).

Fortunately, the business/financial sector made progress in taking a few steps to prevent
online romance scams, such as forming an Online Dating Association (ODA), creating a "Safety
Center" for victims on dating apps, and uniting bank branches to refund money to scam victims.
However, due to insufficient resources (e.g., human resources and financial support), those
measures currently cannot be fulfilled in whole. Other third-party organizations actively utilize

online platforms to provide data fraud detection tools. ScamAlytics provides machine learning,
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real-time detection, and shared blocked lists to detect suspicious activities and personnel (2018).
Moreover, scam research websites like stop-scammers.com and scamdigger.com are based on
victims' reports. They organize the reports to provide free or upgraded services for victims to
search for potential fraudulent photos, names, letters, and even documents. Regardless, the
anonymous and transnational nature of the romance scams require additional heightened
attention from society (specifically law enforcement and businesses). This can be done by
deepening the understanding of offenders' modus operandi and initiating focused anti-scam
strategies that are pertinent to offenders' specific behaviors/techniques.

Likewise, there needs to be more academic attention paid to the particularities of online
romance scams. In China, most information on the general operation and structure of online
romance scams/Sha Zhu Pan can only be obtained from government reports or posts from social
media platforms or news outlets (e.g., WeChat Blogs, Sina News). Only a small body of research
is written by Chinese scholars focusing on describing the general characteristics or legal issues
of Sha Zhu Pan (e.g., He, 2018; Lyu, 2018; Shi, 2018; Wang, 2009; Wang, 2020; Yuan, 2020;
Zhang & Wu, 2020). A few attempts have been made to understand the scam from the
criminological perspective using a qualitative approach (e.g., Wu & Jian, 2014; Ye & Duan,
2020). However, scholars need to use empirical datasets and a rigorous methodology to explore
critical issues pertaining to online romance scams offending and victimization patterns. Further,
scholars in non-Chinese contexts tend to use interviews, surveys, or secondary data for research
focusing almost exclusively on victimization and scam operations (or both) (e.g., Whitty, 2015;
Rege, 2009; Cross and Holt, 2021; Whitty, 2013; Carter, 2021; Wang and Topalli, 2022).

Still, there is insufficient research using unique first-hand datasets to dive deeper into

fraudsters' behaviors and their rationality during the commission of the crime by deploying

14



criminological theories. It should be acknowledged that such a research methodology is useful
for answering a wide range of questions that could not be answered using survey research
designs that focus on romance fraudsters. For example, studies seeking to understand the
rationality of romance fraudsters by presenting risk and reward cues, or studies seeking to
understand the actual linguistic characteristics when fraudsters chat with victims. To overcome
the addressed limitations, and answer necessary research questions, additional online romance
scams research should be conducted using an evidence-based approach to thoroughly examine

online scammers' rationality in their interactions with victims during the progression of the scam.

A Brief Review of Theoretical Perspectives

To guide this research, | draw on four theoretical frameworks: rational choice theory
(Clarke and Cornish, 1985), criminal event perspective (Meier, Kennedy, and Sacco 2001),
interpersonal deception theory (Buller and Burgoon, 1996), and neutralization theory (Sykes and
Matz, 1957). Rational choice theory states that offenders are rational actors who base their
crime-related decisions on assessments of risk and reward (Clarke and Cornish 1985). As
perceived risks increase, they are less likely to pursue contemplated crimes (e.g., Nagin 1998;
Paternoster 1987); as perceived rewards inflate, they are more likely to undertake them (e.g.,

Baumer and Guastafson, 2007; Goldstein 1985; Cressey 1953; Loughran et al. 2016).

Derived from RCT, the second paper speculates that similar to robbers and drug dealers,
romance scammers operating in cyberspace are rational decision makers who exhibit similar
risk-avoidance and reward-maximization strategies (Jacques et al., 2014; Wright and Decker,
2004). In support of RCT, the second paper explores whether fraudsters modify their behavior

with a fluctuation in reward. Similarly, the core concepts of RCT are used in the third paper to
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support the deployment of neutralization theory, aiming to examine whether fraudsters employ a

series of accounts and neutralization techniques to justify their need for money.

Originating from the symbolic interactionist perspective (Goffman, 1955), the purpose of
the criminal event perspective is to explain the microsocial level of illegal behaviors, specifically
emphasizing the way offenders and victims present themselves and interact, and the context of
interest (i.e., environment) that may potentially shape the interactions between actors (Meier,
Kennedy, and Sacco, 2001; see also, Wang and Topalli, 2022). When situated in cyberspace,
CEP stresses on the convergence between offenders (senders), victims (receivers), and the
channels in which crime happens (e.g., online platforms or cyberspace). Specifically, when
attempting to understand the detailed interactions between offenders and victims, as well as the
progression of the criminal event, interpersonal deception theory helps explain the fraudulent
communication happening in cyberspace (Maimon et al., 2019). However, as pointed out by
Maimon and colleagues (2019), the CEP itself is not sufficient for developing clear research
hypotheses regarding the interaction between offenders and victims, and the progression of
criminal event. To fill this theoretical lacuna, interpersonal deception theory proposed by Buller
and Burgoon in 1996 can be used to further understand the interaction between fraudsters and

targets during a criminal event.

Interpersonal deception theory (IDT) holds that deceivers exhibit strategic behaviors
when attempting to swindle their targets (Buller and Burgoon, 1996). Depending on receivers’
responses, deceivers modify their behaviors accordingly to further their deception, for example
changing the emotions and number of words contained in the conversation (see also Buller &
Burgoon, 1996; Maimon et al., 2020). Such strategic behaviors are goal-oriented in nature and

aim to achieve multiple functions (Buller & Burgoon, 1996). Such recursive and iterative
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patterns of communication/behaviors established between two participants can be used to
inductively generate micro level research hypotheses examining behavioral changes during
interactions between fraudsters and victims (Buller and Burgoon, 1996). Based on this
theoretical construct, IDT will be used in the second paper to support the specifications of the
expected type of responses/changes that fraudsters will deploy during the live interactions,
suggesting that deceivers (fraudsters) will change their course of behaviors with the development
of trust or, conversely, suspicion. In particular, IDT supports the empirical explorations
concerning whether those changed behaviors/responses fluctuate as the reward fluctuates
simultaneously, and if such fluctuation is consistent with the level of reward offered by the

“victim.”

Neutralization theory are used as a main theoretical framework in the third paper. This
theory is originally used to explain a paradox for why juvenile delinquents violate norms that
they believe in, while experiencing seemingly little guilt after the offense (Sykes & Matz, 1957).
Sykes and Matz (1957) identified five techniques at work when offenders attempt to rationalize
their illegal behaviors. The first technique is the denial of responsibility. This is a technique
offenders use when they claim that outside forces beyond their control cause deviant acts. A
second technique, denial of injury, views the illegal behaviors as not causing any significant
harm despite being against the law. Denial of the victim is the third technique. The offenders
accept responsibility for the deviant actions but insist that the injury is not wrong but rather a
form of proper retaliation or punishment. The fourth technique, the condemnation of the
condemned, attempts to shift the focus of attention from his deviant behavior to the motives and
behaviors of those who disapprove of the violations. Finally, violators would appeal to higher

loyalties to prioritize the needs of family and friends over abiding by the law. Following Sykes
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and Matza (1957), a few other scholars introduced six additional neutralization techniques. They
are the metaphor of the ledger (Klockars, 1974), defense of necessity (Minor, 1981), the denial of
the necessity of the law (Coleman, 1994), the claim of entitlement (Coleman, 1994), and the
justification by comparison (Cromwell and Thurman, 2003)

Sykes and Matza (1957) argued that neutralizations do not necessarily motivate
individuals to commit crimes. However, they facilitate the offending process by “lessening the
effectiveness of internal and external social controls,” (see also Dickinson and Jacques, 2009).
Matza (1964) describes this process as “drift,” in which offenders vacillate between criminal and
non-criminal activities (see also Jacobs and Copes, 2015). The use of linguistic devices (i.e.,
neutralization techniques) permitted such drift and offered self-rationalization for
offenders/delinquents to neutralize the guilt (Matza, 1964).

Over the past decade, techniques of neutralization have been found to be associated with
a wide variety of drug, property, and violent offenses (Maruna & Copes, 2005). Despite its
variation, Sykes and Matza (1957) identified that neutralizations are crime-specific, implying
that offenders could deploy contrasted neutralization techniques in different situations and
contexts. In light of this, interrogators adopt the Reid Technique of Interviewing and
Interrogation, largely informed by the common neutralization techniques used by specific
suspects to elicit confessions from offenders (Copes et al., 2007). In cybercrime, criminologists
have only recently started to explore offenders’ use of neutralization techniques. In the study of
digital piracy, previous research has concluded that several neutralization techniques were
correlated with individuals’ propensity to engage in online deviant behaviors (Higgins et al.,
2008; Moore & McMullan, 2009; Morris & Higgins, 2009; Marcum et al., 2011). However,

majority of these research focuses on offenders’ use of neutralizations after the criminal
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behaviors. Thus, questions remain if neutralizations can be used during the commission of crime
as the major approach to obtain their illegal aims. As a result, this serves as the main focus of the

third paper.

Research Goals

My three-paper dissertation aims to contribute to the body of knowledge by addressing
two main gaps that currently existed in the online romance scams literature. The first gap is that
there needs to be an updated/extended review study by incorporating additional missing studies
that are not in the prior ORF scoping review carried out by Coluccia and colleagues (2021). The
aim is to provide a comprehensive overview of the current body of literature around the issue of
online romance scams. Previous scoping review study carried out by Coluccia and colleagues
(2021) outlined general characteristics of ORF offending and victimization, however a few
existing limitations concerning the study collection strategy and result presentation have
rendered this review from presenting a complete picture of current works of ORF. This current
review is a further building and extensions from that prior work, which serves as a well-designed

scoping review study that examined research output across multiple languages.

The second gap points at the insufficient research on fraudsters’ rational decision-
making, particularly when they were communicating with the potential victim. As previously
noted, the current body of ORF literature focuses heavily on using either secondary data or
interview data to speculate fraudsters’ modus operandi or delineate the characteristics of
victimizations (i.e., vulnerability factors). Although those approaches have multiple advantages
especially when the ORF studies are still at the nascent stage, however the analysis of those
datasets may refrain research outcomes from extending to other aspects of online romance

scams. One of the major limitations with using secondary data concern with the issue of
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objectivity. Although it is feasible to use victim data to infer offenders’ operations, however the
use of those datasets may exaggerate certain facts and not accurately capture fraudsters
authenticate behaviors to carry out certain illegal behaviors. Considering such an aspect, to
overcome such a limitation posed by secondary victimization data, scholars, like me, should be
encouraged to collect first-hand dataset gathered from the live interaction between offenders and

the victim.

Against those backdrops, the first paper of this dissertation aims to fill the main gap by
attempting to update and extend the current database containing all the current existing literature
around ORF by incorporating additional studies from both Western and non-Western contexts.
By using the rigorous criteria ruled by the scoping review, this study will initiate a series of
rigorous data coding and analysis processes to generate a comprehensive review on the research
outcomes. The main research questions are (1) what are the current updated online romance
scams literature database, and (2) how can we categorize based on the results of each identified

study?

The composition of the second paper aims to further understand fraudsters’ behavioral
changes when facing rewards instead of sanctions (Wang et al., 2021). Through identifying
myself as the potential victim, | predesigned probing questions and held distinct communications
with identified groups of fraudsters located through a fraudsters-exposure website (stop-
scammers.com). The experiment followed rigorous and scientific protocols by taking fraudsters’
intentions into considerations---the incentives/rewards. Following the series of probing questions
and the operationalization of rewards, | collected responses from fraudsters and used a mix-
methods approach to generate analysis. By extracting the main concepts per the CEP, RCT, and

IDT perspectives, this dataset containing fraudsters’ responses is used to answer two main

20



research questions: (1) what are the main strategies fraudsters use when attempting to obtain
rewards from the victim, (2) do fraudsters change the use of those strategies per the variations in

the presented likelihood of receiving the reward?

The third paper, which draws its inspiration from the outcomes of the second paper, aims
to further understand fraudsters’ use of neutralizations when presenting with reward cues. By
using exactly the same research design used in second paper, the third paper used the
neutralization theory (Sykes and Matz, 1957) to answer two research questions: (1) can the use
of neutralization technique observe from a group of active online romance scammers, (2) what
are the purposes of using those neutralizations, (3) can additional neutralizations and accounts
or other relevant observations reveal from the conversation? To answer these questions, the
response data | collected will be qualitatively analyzed using thematic analytical approach. Main

research and practical implications will be addressed accordingly in chapter 4.

A Brief Note on the Research Methodology

A scoping review methodology is employed in the first paper, aiming to map out the
current existed literature in online romance scams, identifying several key concepts, overcoming
priori limitations exposed by the first scoping review on ORF (Coluccia et al., 2021) and
pointing out the existed gaps in the research. With the support from the initial search of existing
studies on this topic, this methodology is selected because the size of relevant studies is small
and the majority of researchers employ a qualitative approach. This paper follows the rigorous
process proposed by PRISMA Extensions for Scoping Reviews (Tricco et al., 2018). The set-up
of the paper is constructed in a six-stage process (see also, Arksey and O’Malley, 2005): (1)

identifying the research background, (2) identifying the research questions, (3) identifying
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relevant studies, (4) study selection, (5) charting the data, (6) collating, summarizing and

reporting the results, (7) discussion of results and potential implications.

The primary methodology used in the second and third paper is experiment. Mainly, the
second paper uses a mixed method approach to better utilize the database I collect through the
live interaction with fraudsters. The third paper deploys the qualitative approach to explore
additional accounts and neutralizations used by romance scammers during the interaction. Notice
that this research uses a combination of inductive and deductive approaches to form the research
questions and hypotheses. In other word, | firstly use the theory to derive a few preliminary
research questions based on the existed theoretical constructs. Additional research questions may
be brought up after observing responses from active fraudsters. In this way, | am not simply
testing hypotheses derived from the theory but instead evaluating the happening of the whole

criminal event.

Importantly, my three papers are related with each other and are in a progressive
relationship. First, they are related as the focus of both is online romance scams and both aim to
answer different research questions around it. Second, the composition and sequence of these
three papers are in a progressive relationship. Specifically, the first paper in this project is a
scoping review. And one of the implications drawn from this review can reveal one of the
knowledge gaps in online romance scams, namely using the firsthand dataset to generate analysis
towards rationality of fraudsters. In order to fill this gap, the second and third papers attempt to
overcome the proposed limitation by gathering conversational date using randomized
experimental design by holding live chats with fraudsters. Third, paper two and paper three are
interrelated as the results generated in paper two provides insights and guidance in formatting

paper three. The result of paper two inform on how offenders modify their behaviors as there are
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fluctuations of rewards. One of the strategies observed consistently from fraudsters’ responses is
their use of different justifications on their needs of money. As a result, the idea of paper three is
formulated as | suspect that offenders may use different types of neutralizations that currently
exist in the framework. In addition, as online romance scams are largely different from the crime
happening in the physical world, | expect to observe additional neutralizations or accounts used
by ORF offenders. In echo with the prior observation in paper two, paper three lastly aim to

explore the ultimate purposes of fraudsters using those neutralization and accounts.

Organization of the Study

This dissertation is divided into five chapters. Chapter 1 presents the introduction, which
includes a description of the phenomenon, its significance and purpose of the study (including
research aims, research questions and how three papers will be linked together). Chapter 2
demonstrates the presentation of my first paper, a scoping review on the current status of
romance scams literature. This chapter includes an introduction, a review of relevant literature,
methods, results and conclusion. A reference and an appendix list are incorporated in this
chapter. Chapter 3 follows the exact format as chapter 2, and presents the second paper focusing
on conducting the first experiment studying how the presentation of reward may affect
fraudsters’ behaviors. Chapter 4 presents the third paper, which also uses an experimental
approach to entice fraudsters’ responses and analyze their linguistic characteristics from
neutralization perspective. This chapter again follows the same format as chapter 2 and 3.
Finally, Chapter 5 presents a discussion and conclusion based on the above findings and provides

suggestions for future research and policy practices.
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Chapter I1: Online Romance Scammers and Victims: A Scoping Review

Abstract

Computer-mediated communication (CMC) provides myriad opportunities for online
daters to seek their ideal partners online. However, the anonymous and asynchronous nature of
CMC also allows malicious cybercriminals to manipulate their verbal and non-verbal cues to
establish fictitious romantic relationships with victims. Through building a solid emotional bond,
the ultimate purpose is to extort economic resources from targets. To better understand the
current literature on online romance scams, this chapter presents a scoping review of the
qualitative and quantitative evidence on this scam, focusing mainly on the offenders’ aspects.
Through following the rigorous scoping review steps outlined by Tricco and colleagues (2018),
thirty-five studies are included and reviewed by both authors. The review outcomes reveal
several themes focused on previously by prior studies from both offenders' and victims'

perspectives. Implications for future research and practices are discussed.

Introduction

With the rapid development of digital communication technology, individuals have
increased their social interactions through online social media and peer-to-peer platforms. Dating
apps represent a major segment of this fast-growing industry. According to the Business of Apps,
the number of dating app users increased 63%, from 198 million to 323 million, between 2017
and 2020 (Curry, 2022). In North America alone, Wise (2022) reported that approximately 1500
dating sites and chats were created over the last decade. The emergence and growth of the online
dating industry has provided fertile ground for a new type of crime: online romance scams
(ORF). Compared to other forms of fraud, ORF is relatively new and has a unique emotional

component (Cross and Holt, 2021), characterized by “cybercriminals pretending to initiate a
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relationship through online dating sites and then defrauding their victims of a large sum of
money” (Whitty & Buchanan, 2012). These relationships are sought via email, websites, and
apps, including both dating-specific and more general apps (e.g., Facebook, Twitter, Instagram,
Google Hangout) (Federal Trade Commission, 2022).

The FBI’s Internet Crime Complaint Center (IC3) documented approximately $6.9
billion in internet-enabled theft, fraud, and exploitation losses in 2021 (IC3, 2021). Online
confidence/romance scams, which accounts for the third highest losses reported by victims,
caused more than $956 million in losses in 2021 based on 24,299 victim reports (FBI, 2020). In
the UK, more than £97.2 million was reported stolen in 2021 from nearly 9000 victims of online
romance scams (Clark, 2022). Similarly, the Canadian Anti-Fraud Centre registered losses of
nearly $64 million due to romance scams in 2021 (Duhatschek, 2022). Importantly, these
statistics represent but a small fraction of total cases because many victims refrain from reporting
their losses due to embarrassment and self-incrimination. Moreover, these statistics are sourced
from western governments that have dedicated resources to monitor, measure, and prevent
romance scams. It is therefore likely that hundreds of thousands, perhaps millions, of other
victims are unrepresented in these kinds of reports because of limited enforcement resources and
cultural proscriptions against online dating in their home countries.

Despite ongoing education and prevention efforts, the number of individuals who fall
prey to these scams continues to grow. EXisting research suggests that fraudsters follow a
common yet effective modus operandi. Initially, they start a conversation with victims through
online dating or social networking sites (Whitty, 2013a). Once contact is established, scammers
initiate a romantic relationship with victims by using romantic illusions (e.g., love letters or

poems). After this stage, fraudsters formulate their financial requests using various techniques,
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such as appealing to authority, emphasizing shared interests, and deploying visceral triggers and
social proofs (Lea et al., 2009a). To simplify, visceral triggers are deployed when scams exploit
basic human desires and needs — such as greed, fear, or desire to be liked. Moreover, fraudsters
would also use social proofs when they present fraudulent offers to victims claiming that other
people have already benefited or reacted in order to increase perceptions of legitimacy and the
probability of a successful swindle (Lea et al., 2009a).

Romance scammers often target middle-aged women through social media platforms. In
the United States, for instance, both women and those aged 55 to 65 are reportedly more
susceptible to romance scams (e.g., Whitty, 2018). In addition, victims with certain types of
personality and psychological traits are more likely to attract fraudsters and increase their
vulnerability to the scam. For example, victims who are more likely to score high on romantic
beliefs and idealization are more likely to be scammed (Buchanan and Whitty, 2014; Kopp et al.,
2016). Whitty (2018) also observed that romance scams victims are typically middle-aged, well-
educated women. Moreover, these individuals tended to be more impulsive and trusting of
others, while also lacking self-control and restraint.

Academic researchers have been instrumental in bringing greater attention to the problem
of online romance scams. They have introduced formal definitions of the problem, highlighted
the scale and scope of the phenomenon, documented the anatomy of a scam, identified common
psychological traits of offenders and victims, and identified the obstacles and aids to helping
online romance scams victims (Buchanan and Whitty, 2014; Whitty and Buchanan, 2012, 2016;
Sorell and Whitty, 2019; Whitty, 2013a; Whitty 2018). Still, with the exception of a recent
scoping review by Coluccia and colleagues (2020), scant attention has been given to

documenting the current state of knowledge regarding ORF.
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Coluccia et al.’s (2020) seminal scoping review presents quantitative and qualitative
evidence on ORF victimization, focusing on epidemiological characteristics (e.g.,
sociodemographics), relationship dynamics (e.g., luring strategies, coping mechanisms), and the
psychological characteristics of targets, victims, and fraudsters. The review employs a systematic
approach to document current knowledge and gaps in understanding ORF. Specifically, the
authors included 12 studies in their scoping review, drawing several core conclusions. First, they
found that 63% of social media users and 3% of the general population reported having ever
been victimized. Second, females and middle-aged individuals experience a relatively higher risk
of victimization. Third, certain psychological traits, such as neuroticism, romantic idealization,
sensation-seeking, impulsivity, and susceptibility to addiction heighten vulnerability to online

romance scams.

Despite its original contribution, Coluccia et al.’s (2020) scoping review was limited in
several respects. For example, they only searched three academic databases, which may increase
the likelihood of missing relevant studies. Moreover, although their eligibility criteria included
studies published in multiple languages (i.e., English, Italian, Spanish, and German), all
ultimately selected studies were written in English. Lastly, Coluccia and colleagues (2020) used
only online romance scams descriptors connected by the Boolean operator OR and searched
them in only three electronic databases: PubMed, Scopus and Google Scholar. As a result, the
search strategy they developed could not be comprehensive enough to be able to locate all

relevant literature.

This current review extends Coluccia et al.’s study (2020) in several ways. First, we

query a much larger number of databases, including grey literature sources, to reduce the
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likelihood of missing relevant studies. Second, we used an expanded list of search terms and
query the databases using both natural language and controlled vocabulary terms. Third, we
incorporate studies written in Chinese in addition to English. In sum, this scoping review aims to
update and extend prior work by collecting and summarizing additional available evidence,
presenting a comprehensive picture of the current body of literature on ORF. The ultimate

purpose is to serve decision-makers and identify opportunities for future knowledge generation.

Methods

This scoping review will collect and summarize the empirical literature on ORF. This

review has several key objectives:

Highlight the characteristics, tactics, and modus operandi of online romance

scammers and their criminal schemes.

- Identify the main characteristics of ORF victims and the various risk factors for
victimization.

- Summarize the outcomes, context, design, quality, and main findings of included

studies; and

- Surface both practice and policy implications of academic research on ORF.

We use PRISMA Extension for Scoping Reviews (Tricco et al., 2018), Moher et al.’s

(2009) recommendations for conducting scoping reviews, and Coluccia et al.’s (2020) scoping

review to guide our methodology for the current review.
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Inclusion and Exclusion Criteria

Studies were included if they a) examined any aspect of ORF, b) employed a social
science research method, c) were preprinted or published in a peer-reviewed journal, or available
from grey literature sources, d) were written in either Chinese or English, and e) reported either
quantitative or qualitative findings. In addition, we applied no geographic or time period

restrictions.

The following types of publications were excluded from this review: commentaries,
general studies of online fraud that do not focus specifically on romance scams, studies
investigating romance scams only in an offline setting, cost-benefit analyses, and papers

examining the legal aspects of this crime.

Bibliographic Search Strategy

The initial bibliographic search was conducted from January 8-10, 2022, using the
following 7 academic vendors: (1) EBSCO (Academic Search Complete, APA PsycINFO,
Criminal Justice Abstracts, HeinOnline), (2) ProQuest (ASSIA, ProQuest Criminal Justice
Database, Sociological Abstracts, Social Science Database, Dissertation & Theses A&I, Social
Science Database) (3) Elsevier (Embase, ScienceDirect, Scopus), (4) IEEE, (5) JSTOR, (6)
PubMed, and (7) Clarivate (Web of Science). The following 5 grey literature databases were also
searched: Criminology Open (https://www.criminologyopen.com/), Evidence-based
Cybersecurity Group (https://ebcs.gsu.edu/projects/), Google Scholar
(https://scholar.google.com/), ScholarWorks (https://scholarworks.gsu.edu/). In addition,
academic researchers in China primarily use the search aggregator Zhi Wang
(https://i.cnki.net/#/) to access bibliographic databases in both China and foreign countries. Thus,

Zhi Wang was the main search portal used to identify ORF studies written in Chinese.

29


https://i.cnki.net/#/

Table 1. Search Results

Search Source Number Duplicates Total
of Items removed before screening
Academic Search Complete 39 13 26
APAPsyinfo 17 1 16
ASSIA 26 8 18
Criminal justice Abstract 20 16 4
Embase 5 0 5
HeinOnline 96 6 90
IEEE 6 0 6
ProQuest Criminal Justice 39 13 26
Database
Pub Med 19 3 16
Science Direct 118 1 117
Sociology Abstract 163 6 157
Web of Science 62 11 51
Zhi Wang 82 13 69
Open Society Framework 0 0 0
ScholarWorks 0 0 0
Google Scholar 47 25 22
Social Sciences Research Network | 6 0 6
Criminology Open 1 1 0
Dissertation & Theses A & | 4 0 4
Evidence Based Cybersecurity 1 1 0
Group
Total 751 118 633

Our search strategy used Boolean logic to find studies with title, abstract, or keyword hits
across all three of the following domains: online (e.g., internet, online), romance (e.g., dating,
relationship), and fraud (e.g., victim, fraudster). We employed both natural and controlled
vocabulary search terms, using wild cards where appropriate to capture word variants. Similar
Chinese words were used to search Zhi Wang. See Table 2 for our complete English language
search strategy. Bibliographic records were downloaded into EndNote X9 for management and

review.
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Table 2. Search Terms and Boolean Logic

Domain Natural Vocabulary Controlled Vocabulary

Online Internet* OR Computer* OR “Internet crime” OR “Cybercrime” OR
Mass marketing * OR Fraud* OR “Crime” OR “International crime” OR
Online deception* OR Online “Financial loss” OR ‘“Marketing” OR
identity theft* OR “Catfishing” OR “Computer security” OR  “Internet
OR “Security” OR “Identity security”  OR  “Computer-mediated
theft” communication” OR “Social media” OR
“Network security” OR “Hyperpersonal

internet use”

AND

Romance Love* OR Intimacy OR Dating* “Romantic love” OR “Dating services” OR
OR Online* OR Internet* OR “Dating” OR “Dating (social customs)”
Online dating fraud* OR Online OR “Social dating” OR “Romance
romance scams* OR “Advance OR cybercrime” OR “Human relation” OR
fee fraud” OR “Relationship” “Social  network”  OR  “Personal
relationship” OR “Romantic beliefs” OR

“Love story”

AND

3. Fraud Victim* OR Target* OR Mark* “Psychology” OR “Psychological abuse”
OR Scammer* OR Fraudster* OR “Coping” OR “Violence” OR
OR Social engineer* OR “Emotions” OR “Vulnerability” OR
Deceiver* OR Con artist* OR “Susceptibility” OR “Impulsiveness” OR
Swindler* OR “Wine hustler” “Persuasive communication” OR “Social
engineering” OR “Influence” OR “Error of
OR Judgement” OR  “Personality” OR

“Cognition” OR  “Persuasions” OR
“Swindling” OR “Decision making” OR
“Elaboration” OR “Manipulation” OR
“Swindle” OR “Neutralization technique”
OR “Rationalization” OR “Psychological
capital” OR “Victimization fear”

Study Selection Procedure

We used a two-stage screening process to assess the eligibility of studies retrieved during

the bibliographic search. In the initial stage, the first author reviewed the titles and abstracts of

the retrieved studies, flagging potentially eligible studies for second-stage screening. During the

second stage, the first author reviewed the full text of all of potentially eligible studies, with dual

31



screening performed by the second author for a random 20% subset of English-language studies.

Per protocol, any discrepancies in the inclusion decision were resolved by consensus discussion.

Data Abstraction and Synthesis

Both quantitative and qualitative information from eligible studies was coded by the first
author, with quality control provided by the second author. The following information was
extracted into an Excel spreadsheet for subsequent analysis: (a) data collection year, (b)
publication language, (c) publication type, (d) target country or countries in which the study was
performed, (e) study objective, (f) research design, (g) target or reference population, (h) sample
size, (i) unit of analysis, and (j) main findings. In addition to extracting structured codes, we
thematically analyzed the qualitative content of each included study according to a modified
“crime triangle” framework based on routine activity theory. Using this framework, we analyzed
study context across three theoretical domains: offender, victim, and crime opportunity. The
latter domain was modified to an online setting to focus on organizational structures and the

stages of ORF.

The following thematic analysis process was conducted in three stages based on the
target population and main finding. Based on the theoretical structure provided by the crime
triangle theory (CTT) (Cressey, 1953), the primary author first read all eligible articles and
categorized those studies into the three grand domains provided by the CTT. Following this
stage, the primary author went over the main finding of each article and identified subcategories
under the three domains. During this process, the primary author identified the main finding first
and then reviewed the results section of each article to minimize any deviations. Study
summaries were composed and written by the first author, which were then reviewed by the

second author to obtain mutual agreement on the selected themes and findings. All themes
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emerging from these studies were labeled and conceptualized following in-depth discussion and
agreement between both authors. Once data analysis was complete, themes were checked again

to ensure they were distinct with no duplication.
Results

Study Screening and Selection

The study screening and selections results are presented in the PRISMA graph in Figure
1. The initial literature search yielded 751 studies, of which 118 were duplicate records, leaving
633 potentially eligible studies. During the initial title and abstract review, 512 studies were
excluded as ineligible. During the next-stage full-text screening of the remaining 121 potentially

eligible studies, 20% (n = 24) were dual screened. We achieved 100% agreement between both

screeners, similarly categorizing 15 of the 24 studies as eligible. The remaining studies,

including 47 written in Chinese, were single screened by the first author.

Table 3. Summary of Included Studies in the Review (N=35)

Author/s Year Location Method

Rege 2009 | United States | Qualitative (content analysis)

Koon and Yoong | 2013 | Malaysia Qualitative (case study analysis)

Rege 2013 | United States | Qualitative (content analysis)

Whitty 2013a | United Mixed (content analysis and cross-sectional
Kingdom survey)

Whitty 2013b | United Qualitative (Semi-structured interviews)
Kingdom

Buchanan and 2014 | United Survey based quantitative analysis

Whitty Kingdom

Garrett 2014 | United States | Survey based quantitative analysis

Wu and Jian 2014 | United Qualitative (interviews)
Kingdom

Huang et al 2015 | United Qualitative
Kingdom

Kopp et al 2015 | Australia Qualitative (case study analysis)

Kopp et al 2016a | Australia Qualitative (case study analysis)

Kopp et al 2016b | Australia Qualitative (case study analysis)
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Table 3. Summary of Included Studies in the Review (N=35) (continued)

Whitty and 2016 | United Qualitative analysis
Buchanan Kingdom
Archer 2017 | United States | Qualitative (content thematic analysis)
Cross, Dragiewicz | 2018 | Australia Qualitative
and Richard (semi-structured interviews)
Edward et al 2018 | United Quantitative
Kingdom
Saad et al 2018 | Malaysia Survey based quantitative analysis
Whitty 2018 | United Survey based quantitative analysis
Kingdom
Qiu 2019 | China Qualitative (case study analysis)
Shaari et al 2019 | Malaysia Qualitative
Whitty 2019 | United Survey based quantitative analysis
Kingdom
Anesa 2020 | ltaly Qualitative (content thematic analysis)
Barnor et al 2020 | Ghana Qualitative (semi-structured interviews)
Dreijers and 2020 | Latvia Qualitative
Rudzisa
Offei et al 2020 | Ghana Quantitative (cross-sectional survey)
Ye and Duan 2020 | China Mixed (experiment and case study analysis)
Wang and Pan 2020 | China Qualitative
(case study analysis)
Carter 2021 | United Qualitative (case-study approach)
Kingdom
Cross and Holt 2021 | Australia Mixed (quantitative analysis and content
thematic analysis)
Cross & Layt 2021 | Australia Qualitative analysis
Offei 2021 | Ghana Survey based quantitative analysis
Wang et al 2021 | United States | Mixed (experiment and qualitative analysis)
Cross and Lee 2022 | Australia Qualitative analysis (thematic)
Wang and Topalli | 2022 | United States | Qualitative analysis (thematic analysis)
Wang and Zhou 2022 | United States | Qualitative (thematic analysis)

Overall, of the 121 studies flagged for retrieval (See table 3), we could not locate the full

text for 5 reports through either library or direct author requests. Of the remaining 116 studies,

we included 35 primary studies for online romance scams assessments (see below table 1). The
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81 ineligible studies were excluded for the following reasons: scoping review (1), examined
issues other than ORF (27), employed non-social science research method (15), no
quantitative/qualitative results reported (11), commentaries, news, opinions (14), discussed only

legal aspects (12), and discussed only economic aspects (1).

Figure 1. PRISMA Flow Diagram for Identifying Relevant Online Romance Scams

751 articles identified through
electronic search with databases (e.g.,
PubMed, APAPsyinfo, ASSIA,
Google Scholar)

\ 4

118 records excluded as duplicates

l

,
[ DUIUSAIIS ] [ uoIedI4IuUdP|
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m 633 unique records screened for | S12articles excluded by titles
=3 inclusion and abstracts
=3
= < 86 articles excluded by the

121 articles assessed for eligibilit : -
gibriity exclusion criteria
_ \ 4
§ 35 articles included in the final
§ scoping review

General Characteristics of Included Studies

Table 4 displays the characteristics of studies included in this scoping review. All studies
were published between 2009 and 2022, with most (48.6%) published between 2016 and 2020.
Almost three-quarters of eligible studies appeared in peer-reviewed journals, followed by
conference proceedings and dissertations/theses. Notably, three studies included in this scoping
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review were published in Chinese, which primarily use a qualitative approach to characterize
online romance scams in China. Concerning the analytic approach, 65.7% of studies used a
qualitative method, 22.9% used a quantitative method, and 11.4% used a mixed method
approach. Concerning geographic location, most studies were conducted in the United Kingdom
(28.6%), with sizable numbers also conducted in the United States (20%) and Australia (20%).
Lastly, we included three studies each from Malaysia, Ghana and China, with one study each set

in two other countries (Italy, Latvia).

From those statistics, we can observe some intriguing patterns. First, almost all studies
are published after 2010, specifically a substantial increase from 2016 to 2020. This statistic is
congruent with the increased societal attention on the ORF worldwide. For example, approaching
the end of 2019, the Chinese government started to enforce a "tough on telecommunication
crime” policy, aiming to increase control over domestic and cross-board cyber-fraud such as
online romance scams (Huang and Paez, 2019). In the United Kingdom, Online Dating
Association (ODA) was established to create a safer online dating environment for daters and the
general public. Moreover, during that same year, seven major banks in the UK joined forces to
refund money to ORF victims (Peachey, 2019). Second, most located studies were conducted in
English-speaking countries. One of the speculations behind this phenomenon could be the lack of
availability and accessibility of relevant datasets in different countries. However, it should be
noted that this current review only looked at ORF literature in Chinese and English, thus it could
be possible that other studies exist in different languages. Lastly, most studies in this subfield are
qualitative, often based on interviews and victim testimonials. Nevertheless, ORF is still a new

research field that remains ripe for further quantitative research in the future.
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Table 4. General Characteristics of Included Study for Scoping Review (N=35)

Characteristic Number Percentage (%)
Publication year
<2010 1 2.9%
2010-2015 9 25.7%
2016-2020 17 48.6%
>2020 8 22.9%
Publication Type
Conference proceeding 7 20.0%
Journal Article 26 74.3%
Thesis dissertation 2 5.7%
Language
Chinese 3 8.6%
English 32 91.4%
Analytic Approach
Qualitative 23 65.7%
Quantitative 8 22.9%
Mixed method 4 11.4%
Geography
Australia 7 20.0%
China 3 8.6%
Ghana 3 8.6%
Italy 1 2.9%
Latvia 1 2.9%
Malaysia 3 8.6%
United Kingdom 10 28.6%
United States 7 20.0%

Thematic Analysis Process
The thematic analysis in this section draws upon the “crime triangle” perspective
highlighting three main domains: (1) the modus operandi of ORF, (2) characteristics of

offenders, and (3) characteristics of victims.

Stages and Organizational Structure of ORF
Overall, eight studies address aspects of ORF operations and organization. Four papers
characterized ORF as occurring in distinct stages or phases (Whitty, 2013a and 2013b; Qiu,

2019; Wang & Zhou, 2022). We also identified another four studies that discuss ORF group
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structure (Rege, 2009 & 2013; Qiu, 2019; Wang and Pan, 2020), focusing on the operational

characteristics and skills of ORF criminal groups.

Stages of ORF. Table 5 indicates that four studies empirically describe ORF sequencing
or stages of action. Whitty (2013a) proposed the first model, consisting of five stages, based on
research with UK victims. Stage 1 involves the initial baiting of victims based on a false online
dating profile. Stage 2 entails grooming victims with intimate communications. When the timing
is right to exploit or “sting” the victim, stage 3 engages the victim with a crisis story. In stage 4,
fraudsters manipulate victims into performing sex acts online, supporting extortion. Stage 5, the
revelation, occurs when victims discover they have been defrauded and decide how to respond.
Whitty's (2013b) follow-up work revised her original model. Stage 1 emphasizes victims' strong
motivations to find ideal partners, which increases the targets' vulnerability to scams. Stage 2
involves fraudsters' presentation of the ideal profile, presenting a false narrative and attractive
pictures to bait victims. After gaining a favorable first impression, fraudsters initiate stage 3, the
grooming stage, which focuses on establishing sufficient trust with victims. Stage 4 is the sting
process, in which fraudsters usually deploy two essential techniques to request money from
victims: (i) the foot-in-the-door technique that starts with requesting small sums of money and
(ii) the presentation of a personal financial crisis. During stage 5, Whitty further described that
both financial and non-financial victims would experience the continuation of the scam. In
essence, fraudsters deploy the foot-in-the-face technique on those victims who did not comply
with the foot-in-door techniques. This new technique involves asking for an extreme favor and
then reducing this to more reasonable requests (see also Cialdini, 1984). This process involves
the presentation of a new crisis until the victims are ready to part with the money. Stage 6

involves sexual extortion and blackmail. Stage 7 engages in revictimization, where either (i) the
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original scammer admits fault but claims to have fallen in love with the victim to continue the
scam or (ii) new fraudsters emerge claiming to be law enforcement needing assistance to

apprehend the original scammers.

Two more recent papers establish ORF stage models in the Chinese context. Qiu (2019)
observes that the operation of ORF in China follows a scripted design in which fraudsters
identify themselves as "real people" by fabricating personal backgrounds and stories to enhance
their legitimacy. Qiu (2019) identified seven general stages fraudsters usually deploy to bilk their
victims. Typically, fraudsters initiate stage 1 by identifying potential victims based on their
online profiles. They often used web-crawling techniques to target victims who label themselves
as "longing for love" or "seeking a partner/love." Stage 2 happens when fraudsters make initial
contact, chatting with targets on dating apps before inviting them to more private messenger apps
such as WeChat or QQ. Stage 3 initiates the grooming process, where fraudsters use pre-
established scripts and pictures/videos to impress potential victims and establish trust. Once trust
and affection are established, fraudsters move to stage 4, mentioning potential mutual investment
opportunities. Stage 5, the harvesting stage, involves swindling larger amounts of money. Stage
6 involves laundering the illicit gains. Stage 7 is the revelation followed by a scammer exit or

attempt at revictimization.

Following Qiu (2019), Wang and Zhou (2022) further explored the modus operandi of
OREF offenders in China by developing a persuasive model using the ‘seven principles of
persuasion’ proposed by Gardner (2006). Wang and Zhou (2022) observed that ORF in China
followed a process of swindling like those used in Western countries. In brief, there are three
main stages of persuasion—the hunting stage, nurturing/grooming stage, and harvesting stage.

The authors observed that fraudsters search for ideal victims during the hunting stage. In the
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nurturing/grooming stage, fraudsters use visceral factors, precisely resonance and sharing
fabricated personal life stories with victims to increase intimacy and trust. In the harvesting
stages, fraudsters appeal to visceral factors to convince victims to invest money in legitimate
looking but fraudulent schemes. Moreover, they often employed the “redescription” technique in
which other fraud group members pose as customer service behind the app/platform to further
the charade by seeking payments and investments. Lastly, fraudsters will use real-world events

to facilitate the persuasions or exits from the scam.

Stages models of ORF have been developed in Western and non-Western contexts. There
are similarities between models developed from UK and Chinese samples. For example, the
offenders are skilled at using romantic schemes to manipulate victims psychologically.
Moreover, the anatomy of the ORF operation in China is much like the online romance scams in
Western countries, involving initial searching, grooming/trust-building, and the sting. Despite
these resemblances, ORF in China tends to employ fraudulent investment or gambling schemes
rather than direct appeals for cash. Moreover, ORF in China uses more complicated strategies to
present themselves as "real"” people looking for a relationship or wanting to benefit the victim
financially (Qiu, 2019). For example, scammers often instruct victims how to maneuver the
fraudulent investment app and ply victims by fronting initial investment capital. Concerning the
deployment of the crisis, as inferred from Qiu (2019) and Whitty (2013b), ORF in China would
follow investment schemes (either stock, online gambling, or cryptocurrency) to engage victims
to invest in the fraudulent app developed by scammers. In contrast, non-Chinese romance
scammers mainly choose to fabricate urgent scenarios and ask for money directly from victims —
the death of family, car accident, illness; or request them to pay an advanced fee — inheritance,

package delivery, and recipient of a certificate.

40



Table 5. Stages of ORF (N=4)

Author/s | Year | Location Method Target Population Key findings
Whitty 2013a | United Mixed (1) 200 posts Five stages of ORF operation
Kingdom | (content online identified:
analysis (2) 20 victims of (1) ideal profile presentation
and cross- online romance | (2) grooming
sectional scams (3) the sting
survey) (3) One interview | (4) sexual extortion
with Organized | (5) scam revelation
Crime Agency
officer
Whitty 2013b | United Qualitative | 20 romance scams | The persuasive technique model is
Kingdom | (Semi- victims established:
structured (1) motivated target to find the
interviews) ideal partner
(2) ideal profile presentation
(3) grooming
(4) the sting
(5) scam continuation
(6) sexual extortion,
(7) revictimization
Qiu 2019 | China Qualitative | One convicted ORF | Seven stages of operation were
(case study | case identified for ORF in China
analysis) (1) filtering potential victim
profiles
(2) initiate contact and privatize
messaging,
(3) grooming
(4) highlight fraudulent
investment opportunities
(5) the harvesting
(6) money laundering,
(7) revelation
Wang 2022 | United Qualitative | (1) 40 publicly A persuasive technique model is
and States (thematic available established for ORF in China:
Zhou analysis) victim (1) hunting stage
testimonials in | (2) nurturing/grooming stage
Chinese (3) harvesting stage
(2) Four victims’
report obtained
from Chinese
law
enforcement

Organizational Structure of ORF. Table 6 provides information on the four studies that

explored the organizational structure of ORF. Two studies were conducted in the United States
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(Rege, 2009, 2013) and two in China (Qiu, 2019; Wang and Pan, 2020). Rege (2013) mentioned
that the operation of online romance scams requires scammers to be competent social engineers
instead of advanced computer hackers. Equipped with their “scam culture,” Rege (2009) noted
that large criminal syndicates do not predominate; many ORF scams were committed by
individuals working alone or in small groups. Two main similarities can be observed among
small and large-scale criminal groups. First, fraudsters working in small or large-scale criminal
networks would treat the scamming businesses like a job requiring them to work at least six-hour
shifts (Rege, 2009). Second, Rege (2009) found that those individuals working in a cohort,
despite the size of the group, do not have a networked structure. In other words, fraudsters have
no head authority, operating instead in a loosely organized way (Rege, 2009). Moreover, the
networked structure of these criminal groups would enable fraudsters to shield other group
components from law enforcement surveillance (Rege, 2009). Despite the similarities, several
differences prevail. Compared to large criminal groups, small-scale groups are less hierarchical
and therefore operate with greater ease and speed. Such a mode of operation paves the way for a
rather loosely structured network that is "transitory and goal-specific in nature” (Rege, 2009). In
most cases, small-scale groups are less likely to be detected by law enforcement as they coalesce

to commit certain crimes and disband upon task completion (Rege, 2009).

Table 6. Organizational Structure of ORF (N=4)

Author/s | Year | Location Method Target Population Key findings
Rege 2009 | United Qualitative | 170 online documents | (1) Offenders have a clear
States (content relevant to online roles assignment for both
analysis) romance scams individual, small group,
and large-scale criminal
networks

(2) Fraudsters heavily rely on
fabricating crisis and
excuses to ask money
from victims.
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Table 6. Organizational Structure of ORF (N=4) (continued)

Rege 2013 | United Qualitative | 72 online documents (1) Scammers are patient in
States (content relevant to online grooming their victims
analysis) romance scams (2) Scammers require only

basic computer skills and
sufficient social skills
(3) Scammers followed
established routines and
worked in six-hour shifts
(4) Scam networks
subscribed to a ‘scam-

culture’
Qiu 2019 | China Qualitative | One convicted ORF (1) ORF offenders in China
(case study | case usually operate as a
analysis) group

(2) Four types of sub-groups
existed under the head:
resource-providing
group, conversation
group, IT group, and
money-laundering group

Wang 2020 | China Qualitative | 37 ORF criminal cases | There are three categories for
and Pan (Case study | in China OREF in China: investment,
analysis) gambling, and money
extortion

For fraud groups operating in China, Qiu (2019) found that ORF offenders usually
operate within a group, with members operating in different cells and assuming specialized roles
(see also Wang and Pan, 2020). Criminal syndicates, not individuals, typically undertake ORF in
China. Across nearly all ORF cases, Wang and Pan (2020) observed that ORF syndicates
operating in China typically engaged in three swindling schemes: investment, gambling, and
money extortion. These schemes can be operated independently by group members depending on
the perceived situation or the type of victims. On a few occasions, these three schemes are
implemented simultaneously to enhance the legitimacy of the crisis and excuses. In addition, Qiu
(2019) specifically identified a joint group operational structure across nearly all ORF syndicates
in China. Typically, four cells operate under the group head: resource-providing group,

conversation group, IT group, and money-laundering group (Qiu, 2019). In particular, resource-
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providing group is exceptionally vital to the criminal syndicate as they provide necessary
materials and supplies to the members, including pre-written scripts, fraudulent pictures/videos,
social media accounts as well as daily essentials (i.e., food and housing for fraudsters).
Conversation group, or the “host” group is to contact victims online and establish a romantic
relationship with them before encouraging them to invest large amounts of money in an online
investment platform. IT group is the one providing technical supports, mainly the maintenance of
the websites or applications. This group of fraudsters would also be manipulating the numbers
for the invested money on the fraudulent platforms. Last, the money laundering group will be

responsible for laundering the swindled money (Qiu, 2019).

Based on current research, ORF operating in Western countries has a less well-defined
group structure, whereas ORF in China is group-oriented and structured with clear divisions of
labor. By operating as a business with a hierarchical structure, offenders work collaboratively to

increase scam legitimacy and reduce potential victim wariness.

Online Romance Scammers

Tables 7 to 12 reported studies examining online romance scammers, primarily
identifying the criminogenic etiology of their criminal careers, the strategies they use to swindle
victims, and the techniques they use to avoid detection by law enforcement. This section first
discusses the factors that draw individuals (offenders) in and out of ORF perpetration. We
categorize strategies used to perpetrate ORF into four groups: presentation of false profiles,
fabrication of love stories, deployment of neutralization techniques, and use of manipulative
strategies. Lastly, we describe the self-protective mechanism fraudsters use to minimize

enforcement risks and detection.
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Why Do People Fall into and out of ORF. Exploring the causes of crime with active
offenders can be difficult, specifically for those operating online. For those who were
apprehended, researchers can have a challenging time interacting with these fraudsters in a face-
to-face setting as most of them were sentenced to felonies (i.e., money laundering) and kept in
federal prison. For those who were not arrested, such a circumstance adds another layer of
challenge for researchers to locate offenders as they tend to scatter in different countries and
continue their scamming businesses anonymously in cyberspace. Table 7 indicates that only two
studies gained the opportunity to interview online romance scammers: the first was conducted in
China (Wu and Jian, 2014) and the second in Ghana (Barnor et al., 2020). They investigated why
individuals fall in and out of online romance scams offending. In particular, Wu and Jian’s
(2014) study emphasized the reasons for both offender desistance and persistence in the fraud
business. They located the study subjects from a group of rural young fraudsters operating on
China's southeast coast. Only six individuals were selected because they satisfied the selection
criteria, that is, individuals who participated and later desisted from ORF perpetration. Barnor
and colleagues’ (2020) study stressed only the factors that have drawn individuals into
committing online romance scams. They interviewed ten persistent fraudsters who operated in
internet cafés and consented to participate in the study (Barnor et al., 2020). These two studies

addressed at least one of three main research questions:

1. What factors drive individuals to become fraudsters?

2. What causes fraudsters to desist?

3. What motivates offenders to commit ORF rather than other forms of online fraud?
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Research suggests that individual-level socioeconomic vulnerabilities such as financial
strains and low educational attainment increase the propensity to initiate or join in fraud
operations. Wu and Jian (2014) pointed out that the vast financial benefits of romance scams
play the most significant role in incentivizing people to commit fraud. Moreover, they further
concluded that the choice of personal fraudulent behavior is influenced by instrumental
rationality (money as the goal, various defrauding strategies as the means), emotional factors
(considerations over family members), and moral factors (the corrupt nature of romance scams
and the risks of being apprehended). During the early stage of fraud, when the main incentive is
to earn enough money to support themselves and their families, participants confessed that their
instrumental rationalities usually prevailed over emotional and traditional boundaries. At later
stages in the fraud, when enforcement risks become higher, emotional and moral factors weigh
more heavily on the fraudster's decisions. Ultimately, this group of desisted offenders chose to
change their careers (i.e., self-employed or business) to achieve harmony between the pursuit of

money and the concern for family (Wu and Jian, 2014).

In Barnor and colleagues (2020) study, recruited fraudsters emphasized the two main
reasons they chose romance scams over other types of online fraud: fewer constraints (i.e., space,
time, and resources) and less risk of exposure. With those benefits, fraudsters can potentially
swindle money more efficiently from a large group of victims. To maximize profits, some
fraudsters choose to join together when there is a convergence between opportunity and ability.
Specifically, opportunity is the prerequisite for a group-based fraud operation. Fraudsters in the
study alluded that opportunity referred to the current weakness in national cybercrime legislation
and the lack of technical knowledge and skills among law enforcement officers. With the

presentation of an opportunity and the potential incentives, social and technical abilities further
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solidify criminal group formation. In detail, social ability points to fraudsters' ability to function
as a group and understand the duties of all group members. It also emphasizes fraudsters'
abilities to maintain high-frequent interactions with victims. Fraudsters are also required to
possess particular technical abilities (i.e., VPN, SOCK?, RDP) before joining a group. These
technical skills help them to stay in the 'shadows' while offering extra leverage of outpacing their
victims at certain stages in the fraud (i.e., extortion or blackmail). With the interplay between
these factors, fraudsters were drawn into the criminal group and stayed persistent throughout

their criminal careers.

Despite ORF operating in cyberspace, individuals' propensity to join fraud networks
depends mainly on the factors existing in the physical world. Both studies showed that fraudsters
are often defined by vulnerable socioeconomic backgrounds. Aside from those individualized
factors, operating romance scams in online space offers offenders maximized rewards at minimal
risk compared to other forms of fraud. In addition, the convergence of opportunity and skill can
facilitate the formation of criminal syndicates (Wu and Jian, 2014; Barnor et al., 2020).
Furthermore, Wu and Jian (2014) emphasized that fraudsters' likelihood of persisting in or
desisting from ORF is influenced by the relative weight they place on monetary versus ethical
considerations. Lastly, perceived risks of detection and sanction influence individuals' choices to

enter and remain in this illegal business.

2 Socks (or "SOCKS") is a protocol that a proxy server can use to accept requests from client users in a
company's network so that it can forward them across the Internet. Socks use sockets to represent and keep
track of individual connections.

With the RDP, it is easy to access someone's computer in the US and use it. In other words, by using
RDP, you will access the person's user ID and password and browse on the person's laptop without his/her
knowledge.
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Table 7. Factors Influencing Fraudsters’ Choices (N=2)

Author/s | Year | Location Method Target Population Key findings
Wu and 2014 | United Qualitative | 6 online romance | (1) Individuals in poverty,
Jian Kingdom | (interviews) | scammers unemployed, with a low

level of education, or with
low income are more likely
to become fraudsters

(2) Fraudsters' continuation
and desistance from
fraudulent behaviors is a
process of seeking balance
between monetary desires
and traditional attachment
towards family and society

(3) The seriousness of
sanctions and the risk of
exposure can influence
fraudsters’ decisions
between monetary reward,
moral and emotional factors

Barnoret | 2020 | Ghana Qualitative | 10 romance scams | (1) The interplay of various
al (semi- perpetrators who socioeconomic factors is a
structured operated as a major driving force behind
interviews) | group and six the commission of
independent cybercrime
cybercrimes (2) The lack of confidence in
perpetrators law enforcement grants

cybercriminals the
opportunity to commit
crimes

(3) Societal and technical
abilities that individualized
fraudster possess help to
formulate a criminal
syndicate.

Strategies to Perpetrate ORF. The following three sections focus on reviewing studies
researching the three main steps of ORF: the presentation of profiles, the fabrication of love

stories, and the deployment of manipulative techniques.

Presentation of Profiles. During the initial contact stage, fraudsters strategically

formulate their fraudulent profiles on dating or social media sites. Table 8 presents six studies on
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fraudsters' strategies to formulate fake online profiles (Koon and Yoong, 2013; Huang et al.,

2015; Kopp et al., 2015 and 2016b; Edward et al., 2018; Cross and Holt, 2021).

Edward and colleagues (2018) observed that the source location of most ORF profiles
originates in West Africa, Malaysia, and South Africa, with Nigeria the most significant single
contributor. In addition, profiles that appear to have been created in the United States often share
text or images with scam profiles created elsewhere (Edward et al., 2018). Concerning the
content of the fabricated profiles, fraudsters project a positive self-image to cater to victims'
preferences (Koon and Yoong, 2013). For example, male scammer profiles often use fantasy
traits to attract female victims (Kopp et al., 2016b). In particular, fraudsters' formulations of
specific profiles are often intertwined to fabricate appropriate love stories or crises. For example,
two studies by Kopp and colleagues (2015, 2016b) found that romance scammers often build
personal love stories into fraudulent profiles, appealing to higher emotional stability among

victims.

Huang and colleagues (2015) and Cross and Holt (2021) observed that fraudsters can also
use different profiles to pander to their own "businesses.” Huang and colleagues (2015) found
four types of scammers frequently operate on dating sites: "escort service advertisements,” "dates
for profit,” "swindlers,” and "matchmaking services.” Fraudsters sending escort services use
unsolicited ads to promote their fraudulent businesses to attract users on dating apps. Moreover,
by meeting victims in person, fraudsters who use dates for profits will exploit in-person meetings
by asking for expensive gifts, drinks, or meals from victims. By conducting these scams in
collusion with the owner of a restaurant or bar, fraudsters can potentially gain profits from the
initial contact. Instead of deceiving victims in real life, some fraudsters prefer to hide their

identities and swindle money in cyberspace by creating initial trust and then asking victims to
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send them money to help in some task (i.e., buy a plane ticket, support the operation of
businesses). These types of fraudsters are called “swindlers.” Lastly, romance scammers will also
create fake profiles of attractive people, lure users into handing out contact information, and then
contact them directly, posing as the matchmaking agency. After receiving the deposit, the
fraudster may disappear. Cross and Holt (2021) additionally observed that fraudsters'
fabrications of military profiles serve two distinct but deliberate strategies—establishing an
initial connection with victims through military identity or continuing storylines into financial
requests. In sum, online romance scammers present different self-narrations on their

profiles/accounts, attracting different types of victims/customers.

Table 8. Presentation of Fraudsters’ Profiles (N=6)

Author/s Year | Location Method Target Population Key findings
Koon and 2013 | Malaysia | Qualitative 21 email (1) Scammers will project
Yoong (case study interactions between positive self-image
analysis) fraudsters and (2) Scammers will tailor
victims their online identity
according to victims’
preferences
Koppetal | 2015 | Australia | Qualitative 37 fraudulent (1) The fraudulent profile
(case study profiles needs to be seen in
analysis) relation to the
personal love story of
the victim

(2) Scam techniques
appeal to strong
emotions when
involving in romantic

relationship
Kopp et al 2016b | Australia | Qualitative 345 fraudulent (1) Personal love stories
(case study profiles are built into
analysis) fraudulent profiles of

online romance scams
(2) Male scammer
profiles are more
likely to use fantasy
traits to attract victims
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Table 8. Presentation of Fraudsters’ Profiles (N=6) (continued)

Edward et
al

2018

United
Kingdom

Quantitative

5402 fraudulent
profiles

(1) The origin of most
online dating fraud
profiles is in West
African, Malaysian or
South Africa, with
Nigeria the largest
single contributor

(2) Profiles which appear
to have been created
from the United States
can often share text or
images with scam
profiles being created
from elsewhere

Huang et al

2015

United
Kingdom

Qualitative

510503 scam
accounts

Four types of scammers
that are identified on site:
(1) Escort service

(2) Dates for profit

(3) Swindlers

(4) Matchmaking services

Cross and
Holt

2021

Australia

Mixed
(quantitative
analysis and
content
thematic
analysis)

375 online victim
reports

The deployment of
military narrative serves
two general purposes:
(1) Initiate the
conversation (2) Further
the storyline to support
financial requests

Fabrication of Love Stories. Table 9 identifies four articles discussing a common

strategy that fraudsters use in the initial stage of a scam to fabricate fraudulent love stories (Kopp

et al., 2016a and 2016b; Archer, 2017; Anesa, 2020). In general, the purposes of such a strategy

are to: (1) camouflage the real intentions by coinciding with the desires and dreams of victims,

(2) facilitate the romantic relationship, (3) facilitate the request of funds, and (4) win victims’

trust and maximize the emotional connections. In addition, we also observed that fraudsters also

strategically deployed love stories in ways that pander to victims’ gender and cultural

backgrounds.




Specifically, Anesa (2020) observed that fraudsters frequently fabricated love stories to
camouflage their real intentions during the grooming stage. The purpose of using these fictional
stories is to coincide with the desires and dreams of victims (Anesa, 2020). Specifically, Kopp
and colleagues (2016) identified that fraudsters use two parallel stories—relationship and
funding narratives—to facilitate relationship development and the request for funds. Borrowing
from the "five main groups of stories “proposed by Sternberg (1999), this study further
identified four groups of "relationship development™ stories used frequently by fraudsters during
the initial stage of a scam. These five groups incorporate object stories (recovery, religion, and
house/home), asymmetry stories (finding solutions to legal problems to gain 'real’ family
properties and fraudsters giving instructions to victims on what to do), coordination stories
(business-related issues), and narrative strategies (using established fantasy stories). The most
frequently used stories are fantasy and recovery stories, followed by religion (Kopp et al.,
2016b). Notably, victims' self-reports also identified that fraudsters frequently "speak about the

relationship as being permanent” to gain victims' trust in the relationship (Archer, 2017).

Fraudsters often study information that potential victims share online and then use this
information to strategically fabricate stories to maximize the emotional connection (Anesa,
2020). Kopp and colleagues (2016b) noticed that fraudsters use different love stories based on
the gender of victims. For example, the fantasy story is frequently used by female scammers in
combination with religion, recovery, and traveler stories. In particular, the fantasy story follows
the classic scenario of a "beauty" in need of help, with the victim identified as one who can

rescue the situation (with payments) (Kopp et al., 2016b). The purpose of “female” fraudsters

3 Five main groups of stories: asymmetrical stories, object stories, coordination stories, narrative stories, and genre
stories.
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doing this is to show the vulnerability of a young female who needs help from the male victims
(who are typically older) to deal with “crisis.” Such an approach plays on themes of masculinity
and engendering empathy to increase chances of getting the requested monetary assistance
(Kopp et al., 2016b). Last, there are differences in the deployment of love stories according to
the origins of the scam. African profiles appear to be more confident and demanding, whereas
Russian profiles suggest a preference for softer and humbler presentations. Such differences may
originate from the different cultural backgrounds and values held by scammers (Kopp et al.,

2016D).

Table 9. Characteristics of the Fabricated Stories/Crisis (N=4)

Author/s Year Location Method Target Population Key findings

Koppet | 2016a Australia | Qualitative | 17 online victim (1) Identified two parallel
al (case study reports stories deployed most
analysis) often.

(2) Among these two types
of stories, five types of
story categories are
proposed.

Koppet | 2016b Australia | Qualitative | 345fraudulent (1) The most frequently

al (case study profiles used stories are fantasy

analysis) and recovery story
followed by religion and
history story

(2) There are differences in
terms of the deployment
of love stories by
genders

(3) There are differences in
term of the deployment
of love stories according
to the origins of scam

Anesa 2020 Italy Qualitative | 26 online (1) Frauds are camouflaged
(content interactions between as love stories and
thematic fraudsters and various mechanisms are
analysis) victims adopted to enhance
involvement.

(2) Fraudsters will study
victims’ preferences
posted online or draw
the hints from their
shared photos or videos.
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Table 9. Characteristics of the Fabricated Stories/Crisis (N=4) (continued)

Archer 2017 USA Qualitative | 82online victim Three key themes were

(content report identified in the stories of

thematic the victims:

analysis) (1) “Speaking about the
relationship as being
permanent”

(2) “Tragic biographic
narratives”

(3) “Deadline” the scammer
imposes deadlines on the
victim to comply with

The Deployment of Manipulative Strategies. Following the use of fabricated profiles and
love/romantic stories, Table 10 summarizes seven studies that identified fraudsters’
psychologically manipulative strategies used during the commission of online romance scams
(Whitty, 2013b; Cross, Dragiewicz and Richard, 2018; Shaari et al., 2019; Ye and Duan, 2020;

Drejiers and Rudzisa, 2020; Carter, 2021; Wang and Topalli, 2022).

Whitty (2013) interviewed victims and identified seven persuasive techniques used by
romance scammers. The techniques include using "person of authority," activating "norms,"
deploying "scarce deal/emergency/crisis," using "reciprocation," appealing to "commitment and
consistency," emphasizing "love, liking, and similarity," and employing "visceral influences"
(Whitty, 2013b). Her study further pointed out that these seven techniques often trigger victim
motivational and cognitive errors, increasing susceptibility to scams (Whitty, 2013b). In
furtherance of those observations, Wang and Topalli (2022) additionally revealed that fraudsters
would also entice victims guilts and use specific fraud scenarios (i.e., time sensitive emergency
funds, medical funds, business funds, package delivery scam, banking scam and inheritance
scam) to swindle their victims. Further, Drejiers and Rudzisa (2020) revealed that fraudsters'
conversations with victims have manipulative effects, mainly in their written letters. This study

identified that fraudsters frequently use flattering language appealing to trust and romance,
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engendering emotions of attachment, bonding, and altruism among victims (Drejier and

Rudizisa. 2020).

Shaari and colleagues (2019) reported that scammers are polite and patient with victims
during the grooming stage. The most frequent strategy fraudsters use to groom victims is
deploying visceral influences by expressing love and commitment to the relationship (Cross,
Dragiewicz and Richard, 2018; Ye and Duan, 2020; Carter, 2020). For example, fraudsters used
intimate personal indicators/pet names (e.g., sweetheart, my love, husband/wife) to denote their
commitment (Ye and Duan, 2020). As mentioned, using narrative love stories is another strategy
fraudsters use to facilitate the development of romantic relationships with victims (Ye and Duan,
2020). Through this initial set-up, the fraudster presents himself as being powerful, authoritative,

financially needy, romantically vulnerable, and desperate for help (Carter, 2020).

Following the grooming stage, Shaari and colleagues (2019) also found that fraudsters'
attitude shifts from positive to negative during the money-asking stage, involving acts such as
direct claims, statements, and requests. During this process, Cross, Dragiewicz and Richard
(2018) identified that some manipulative psychological techniques are like those used by
domestic violence offenders. These strategies include economic abuse, isolation,
monopolization, degradation, psychological destabilization, and emotional or interpersonal
withdrawal. Fraudsters also attempt to ensure complete manipulation and obedience by isolating
victims from outside supports. By deploying such tactics, fraudsters seek to deprive victims of
access to reality checks and make victims think they will be lonely forever without the

fraudsters, and that any intervention from friends or family will create an obstacle (Carter, 2020).
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Table 10. Manipulative Strategies Used by Fraudsters (N=7)

Author/s Year | Location Method Target Key findings
Population
Whitty 2013b | London Qualitative | 20 romance (1) Fraudsters deploy 7
(Semi- scams victims potential persuasive
structured techniques to influence
interviews) victims’ rational
judgements.

(2) A scammers’ persuasive
technique model is
established.

Cross, 2018 Australia | Qualitative 25 romance There are some similarities in
Dragiewicz (semi- scams victims terms of offending strategies
and Richard structured deployed by DV offenders and
interviews) romance scammers.
Shaarietal | 2019 | Malaysia | Qualitative | 60 online (1) Scammers will use some
interactions politeness strategies to
between establish relationship with
fraudsters and victims before executing
victims scamming activities.

(2) Towards the end of scam,
the entire politeness
strategy basically shifts
from positive to negative
and this involves acts such
as direct claims,
statements, and requests

Ye and 2020 | China Mixed (1) 10RF Fraudsters' use of personal
Duan (experiment criminal indicators, narrative strategies
and case case and turn-taking strategies may
study (2) 30 recruited | facilitate the formation of
analysis) general romantic relationship with
population victims
Dreijersand | 2020 | Latvia Qualitative | 7 email (1) There is a manipulative
Rudzisa interactions effect observed among
between scammers’ interactions
fraudsters and with victims
victims (2) The interactions revealed
similar lexical and
macrostructural patterns
common in online romance
scams
Carter 2021 | United Qualitative | a conversation Through the set-up and drip
Kingdom | (case-study | between feed, the use of visceral
approach) the victim responses and isolating the
(Mandy) and victim, the fraudster can
offender present himself as rich,

powerful and authoritative, as
well as financially needy and
need helps.
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Table 10. Manipulative Strategies Used by Fraudsters (N=7) (continued)

Wang and 2022 | United Qualitative | 52 Victim (1) Fraudsters are observed to
Topalli States (thematic testimonials use seven different social
analysis) collected from engineering techniques
five main (2) Fraudsters are observed to
websites use six different fraud
scenarios

Fraudsters’ Self-Protective Mechanisms. The last part of this section identified four

studies addressing two self-protective mechanisms fraudsters commonly use when they face

heightened risk of exposure (Wang et al., 2021; Rege, 2013; Offei et al., 2020; Barnor et al.,

2020). The first mechanism is behavior modification, which was presented in Wang and

colleagues’ (2021) experimental study. As summarized in Table 11, the study used an innovative
experimental approach to send warning messages to fraudsters directly pointing to the fraudulent
behavior and the potential legal sanctions. To make the experimental results stand out, Wang and
colleagues sent two additional types of messages to fraudsters, namely ambiguous (i.e., simply a
“hi”) and “promising” messages (i.e., willing to offer them money to visit the victim). This
research demonstrated that romance scammers can indeed be restrictively deterred. Precisely,
fraudsters who were sent a deterrence message, instead of a promising or ambiguous message,
replied less often, used fewer words in their replies, and replied less frequently without denying

wrongdoing (Wang et al., 2021).

Table 11. The Effects of the Sanction on Altering Fraudsters’ Behaviors (N=1)

Author/s | Year | Location Method Target Key findings
Population
Wanget | 2021 | USA Mixed 546 female e The results show that
al (experiment and | romance romance scammers can be
qualitative scammers restrictively deterred.
analysis) e Romance scammers can
be deterred in various
ways, in terms of their
change of behaviors.
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The second mechanism is the use of neutralization techniques. Three studies presented in

Table 12 examined this tactic. As indicated previously, the deployment of neutralization

techniques is one of the self-protective mechanisms that fraudsters adopt when non-affiliated

individuals inquire about their illegal operations. In order to release themselves from moral guilt,

Rege (2013) found that three types of neutralization techniques are used frequently by a group of

Nigerian scammers: “denial of a victim,” “denial of injury,” and “apply to higher authority”

techniques (see also Brulliard, 2009; Dixon, 2005). Consistent with previous observations,

Barnor and colleagues (2020) provide further empirical support for use of both “denial of injury”

and “denial of a victim” neutralizations. To further explore empirical support for the prior

observations, Offei (2020) surveyed a group of active romance scammers operating in an internet

café. The quantitative evidence revealed that only “denial of a victim” is used to justify the

intention to defraud victims. Additionally, fraudsters were observed to use “denial of risk” to

reason that involvement in online romance scams is less risky than other predatory crimes (Offei,

2020).
Table 12. Neutralization Techniques Used by Offenders (N=3)
Author/s | Year | Location Method Target Key findings
Population
Rege 2013 | USA Qualitative 72 online Online scammers engaged in
documents three main neutralization
relevant to online | techniques to rationalize their
romance scams activities before bilking their
victims.
Barnor etal | 2020 | Ghana Qualitative 4 romance e Fraudsters find
(semi- scammers who justifications to make
structured operated as a sense of their unlawful
interviews) group and six behaviors, specifically the
independent use of “denial of injury”
cybercrime and “denial of a victim”.
perpetrators
Offei et al 2020 | Ghana Quantitative 350 individuals e Only denial of victims is

(cross-
sectional
survey)

with knowledge
Or committed
crimes

used to justify
e The findings about denial
of risk is consistent
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Online Romance Scams and its Victims

The previous section reviewed the studies focusing on the stages and organizational
structure of ORF as well as the characteristics of online romance scammers. The following
section provides additional review that emerged during the analysis process, seeking to address
(1) the severe negative influences of ORF on victims, (2) vulnerable characteristics of victims
(demographic, psychological, personality, and behavioral traits), (3) the potential self-protective
approaches victims can use when chatting with strangers in cyberspace. Specifically, we have
identified two studies revealing the negative impact of ORF on victims’ overall physical and
emotional well-being (Whitty and Buchanan, 2016; Ye and Duan, 2020). In addition, seven
studies identify vulnerable risk factors for ORF victimization, including demographic,
psychological, personality, and behavioral traits (Garrett, 2014; Buchanan and Whitty, 2014;
Whitty, 2018; Whitty, 2019; Saad et al., 2018; Cross and Holt, 2021; Offei, 2021). Last, two
studies proposed self-protective mechanism that victims can use when they interact with

strangers in online space (Whitty, 2019; Cross and Holt, 2021; Cross and Layt, 2021).

Negative Influence of ORF. Table 13 presented three studies that stressed the
vulnerability of victims and the pervasive negative effects of ORF victimization (Whitty and
Buchanan, 2016; Ye and Duan, 2020; Cross and Lee, 2022). Victim-centered research on ORF
suggests that victims have higher risk tolerance for investing in opportunities, maintaining new
relationships, and engaging in new experiences (Ye and Duan, 2020). During the post-
victimization stage, Whitty and Buchanan (2016) highlighted several ways victims negatively
experience their victimization. First, victims can suffer from shame, embarrassment, and
depression, feelings that can be exacerbated by lack of family and social support. Moreover,

victims often experience negative personal and social changes due to financial and emotional
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losses. Notably, despite these impacts, some individuals maintain trust in future relationships and

continue to use online dating sites (Whitty and Buchanan, 2016).

Our review suggests that the consequences of ORF for victims can be devastating.

Understanding potential vulnerabilities for victims falling into these “romantic” traps is therefore

critical. This section reviews research focusing on the aspects of victims that result in their

vulnerability and imprudence, including demographic, psychological, personality, and behavioral

aspects of victims.

Table 13. Background of ORF Victimization (N= 3)

Author/s Year | Location Method Target Key findings
Population
Whitty and 2016 | United Qualitative 20 individuals | 8 key themes relating to the
Buchanan Kingdom | analysis are recruited aftermath impact of online
from an romance scams are identified
introduction
from law
enforcement or
participants in
a survey study
conducted by
the author
Ye and Duan | 2020 | China Mixed 1 Sha Zhu Pan | (1) When in a romantic
(experiment criminal case relationship, victims are
and case study | and 30 general more likely to make
analysis) population decisions that are involved

with higher risks.

When victims are making
decisions to offer money
to offenders, their
decision-making process
involves with three
aspects: investment,
maintaining relationship
with offenders and
attempting to try new
things.

(2)

60




Table 13. Background of ORF Victimization (N= 3) (continued)

Cross and 2022 | Australia | Qualitative 3259 (1) Fear of crime can be
Lee analysis victimization observed among those
(thematic) reports from victims who reported their
ACCC crimes

(2) An interaction between
the themes of affect,
behaviors and cognition
can be observed among
victims with fear of crime
mentality

(3) Fear of crime can be
evident across both online
and offline context

Factors Influencing the Victimization Propensity: Demographic. Four studies
presented in Table 14 identified the characteristics of online romance scams victims' age, gender,
language, income, education, and marital status. It should be emphasized that current research on
the demographic characteristics of ORF victims is not designed to be representative of the
general or even victim population, but available studies indicate young to middle aged
individuals are often the targets of online romance scams (Garret, 2014; Whitty, 2018; Saad et
al., 2019; Cross and Holt, 2021). Moreover, females and English speakers are likely to be
targeted (Garret, 2014; Cross and Holt, 2021). Garrett (2014) and Saad and colleagues (2018)
found that individuals' propensity to be targeted by online romance scams is inversely related to
income. In other words, individuals with little income or who work part-time are more likely to
be defrauded by online romance scammers. Interestingly, people with higher education have a
greater chance of being victimized (Whitty, 2018; Saad et al., 2018), which contradicts the belief
that less educated individuals are more likely to fall victim to ORF (Whitty, 2018). It has been

hypothesized that better-educated people are overconfident in detecting scams (Whitty, 2018).
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Table 14. Demographic Characteristics of ORF Victimization (N= 4)

Author/s | Year | Location Method Target Key findings
Population
Garrett 2014 | United Survey based 300 internet (1) Individuals between age
States guantitative users who 30-39, 40-49 and 50-59
analysis visited tend to be more likely to
the be victimized
www.Russian- | (2) Majority of victims are
Dating- coming from English-
Scams.com speaking countries
between January | (3) Study participants who
2009 to March worked part time (“part
2014 time” and “employed with
two jobs”) show
significantly higher
victimization rates and
higher mean loss amounts
Whitty 2018 | United Survey based 11780 general Individuals at higher risk of
Kingdom | guantitative population being scammed are female,
analysis recruited middle-aged, having a high
through online | education level
““‘Qualtrics™’

Saad et al | 2018 | Malaysia | Survey based 280 romance (1) Between the ages of 25
guantitative scams victims in and 45 years were likely to
analysis Malaysia be the victims of cyber-

love scams

(2) The majority of the
victims are educated with
the majority having a
diploma

(3) Individuals with no
income are also vulnerable
to being the victims

Cross & | 2021 | Australia | Mixed 73 online victim | There were multiple

Holt (quantitative report significant predictors
analysis and identified for reporting a
content thematic military narrative, including
analysis) being female, being younger in

age, being an English speaker

Factors Influencing the Victimization Propensity: Psychological. Table 15 shows

three victim-centered studies that explore the psychological traits that may lead to higher

likelihood of being victimized by ORF (Garrett, 2014; Buchanan and Whitty, 2014; Whitty,

2019). Specifically, these studies identify two psychological characteristics that increase the
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likelihood of online romance scams victimization. First, from a psychological perspective, the

studies suggest that a strong desire for a romantic partner increases victimization risk. This risk

seems to increase for individuals with highly idealized romantic beliefs (Garret, 2014). For

example, two studies found that individuals with highly idealized romantic beliefs are less

diligent in detecting online romance scams (Buchanan and Whitty, 2014; Whitty, 2019). Second,

having amenability to long-distance dating is associated with a higher likelihood of victimization

(Garret, 2014). Such individuals appear to be more easily be convinced by fraudsters’ various

monetary requests.

Table 15. Psychological Characteristics of ORF Victimization (N = 3)

Author/s | Year | Location Method Target Key findings
Population
Garrett 2014 | United Survey based 300 internet (1) The higher number of
States quantitative users who respondents with an
analysis visited interest in finding a
the romantic partner
www.Russian- positively correlates
Dating- with the higher
Scams.com likelihood of
between January victimization
2009 to March (2) Users with no interest in
2014 long-distance dating
prior to the scam appear
the least likely to go
along with scammers
requests for travel
expenses, or to send
large amounts of money
for such expenditures
Buchanan | 2014 | United Survey based e Study 1: 853 | High scores on the
and Kingdom | quantitative users of a romantic belief of
Whitty analysis European idealization was associated
dating with likelihood of being a
website romance scams victim
e Study 2: 397
victims
recruited
from online
support site

63




Table 15. Psychological Characteristics of ORF Victimization (N = 3) (continued)

Whitty

2019

United
Kingdom

Survey based
quantitative
analysis

261 general
population in
UK

Those who scored high on
romantic beliefs are less
likely to spot online romance
scams

Factors Influencing Victimization Propensity: Personality. As indicated in Table 16,

Whitty and colleagues conducted three major studies (Buchanan and Whitty, 2014; Whitty,

2018, 2019) revealing personality characteristics of online romance scams victims. Notably,

individuals at higher risk of being defrauded have higher scores on various personality traits,

including urgency, sensation seeking, unkindness, trustworthiness, and addictive disposition

(Whitty, 2018). Moreover, individuals who scored low on factors measuring consideration of

future consequences, impulsivity, and openness to new experiences were less likely to be

scammed by fraudsters (Buchanan and Whitty, 2014; Whitty, 2019). As most scam victims

experience certain levels of distress, victims with high neuroticism and high loneliness tend to

suffer from high levels of emotional distress compared to those who score low on these

personality traits (Buchanan and Whitty, 2014).

Table 16. Personality Characteristics of ORF Victimization (N = 3)

Author/s | Year | Location Method Target Key findings
Population
Buchanan | 2014 | United Survey based (1) Study 1: (1) Level of emotional distress
and Kingdom | quantitative 853 users of was associated with high
Whitty analysis a European neuroticism, and also with
dating high loneliness
website (2) Victims who did not lose
(2) Study 2: money are associated with
397 victims low openness to
recruited experience
from online
support site
Whitty 2018 | United Survey based 11780 General | Individuals at higher risk of
Kingdom | quantitative population being scammed are high on
analysis recruited urgency and sensation seeking,
through online less kind, trustworthy, and
‘Qualtrics”’ have an addictive disposition
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Table 16. Personality Characteristics of ORF Victimization (N = 3) (continued)

Whitty 2019 | United Survey based 261 general Those who scored low in
Kingdom | quantitative population in consideration of future
analysis UK consequences and low

impulsivity are less likely to
spot online romance scams

Factors Influencing Victimization Propensity: Behavioral. As presented in Table 17,
four victim-centered studies highlight three major behavioral characteristics of online romance
victims: prior experiences, cybercrime awareness, and behavioral presentation during the scam.
Garrett (2014) and Whitty (2019) found that individuals with no international dating experiences
and who have not previously spotted romance scams are more susceptible to fraudulent
narratives. Concerning the role of cyber awareness, potential victims are more likely to respond
to money solicitations if they use the internet as the primary medium to search for romantic
partners (Garrett, 2014). Moreover, Saad and colleagues (2018) also revealed that lack of
computer skills and cybercrime awareness is associated with a higher probability of being
scammed. Admittedly, most research suggests that scam victims' behaviors are provoked
substantially by the psychological, behavioral, and emotional influences of offenders. As a result,
observers note that victims should not be held unduly responsible for the outcomes of the
fraudulent events (Sorrell and Whitty, 2019; Cross, 2015 and 2018). Based on observations from
offender data, Offei (2021) explored the types of victims' responses facilitating offenders'
rationalization of their offending behaviors. His study found that scam offenders rely heavily on
victim precipitation to perpetuate their criminal activities: All the three dimensions of victim
precipitation theory (facilitation, provocation, and openness) were used by these criminals as

justification techniques for engaging in online romance scams.
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Table 17. Behavioral Characteristics of ORF Victimization (N = 4)

Author/s | Year | Location Method Target Key findings
Population
Garrett 2014 | United Survey based 300 internet (1) Participants that use the
States quantitative users who visited | (2) Internet in their search for
analysis the a romantic partner were
www.Russian- twice as likely to respond
Dating- to money solicitation as
Scams.com those searching for a
between January partner offline.
2009 to March (3) Participants who had no
2014 prior experience with
international dating had
high victimization rates
and the highest mean loss
amounts.

(4) Prior IT training seems to
have little effect on the
likelihood of victimization
or the mean loss amount,
but users with no IT
training have the highest
victimization rate

Saad etal | 2018 | Malaysia | Survey based 280 romance Those who lack computer
quantitative scams victims in | skills and less levels of
analysis Malaysia cybercrime awareness are

more likely to be a victims of
online romance scams

Whitty 2019 | United Survey based 261 general Those who had previously

Kingdom | quantitative population in spotted a romance scam were
analysis UK more likely to accurately
distinguish scams from
genuine profiles

Offei 2021 | Ghana Survey based 320 online (1) Victims’ facilitation
quantitative romance positively influences their
analysis scammers relationship with the

intention to commit
internet romance scams

(2) Victim’s provocation
positively influences their
intention to commit
internet romance scams.

(3) Victim openness
positively influences the
relationship between the
victim and the intention to
commit internet romance
scams
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Victims’ Self-Protection Behaviors. Lastly, three studies in Table 18 use empirical
evidence to discuss how potential scam victims can avoid being swindled. Cross and Holt (2021)
found that victims who lost their details and financial information are more likely to be targeted
by military narrative offenders. Cross and Layt (2021) also found that victims can use internet
searches such as reverse image searches to verify the legitimacy of the strangers’ identities.
Moreover, the information provided on fraud detection websites can help detect inauthentic
profiles (Cross and Layt, 2021). Finally, Whitty (2019) found that individuals who spend more
time assessing a profile's authenticity are more likely to detect a scam profile. In sum, individuals
are less likely to be victimized if they 1) use the internet to search specific profiles for evidence
of scamming, 2) take steps to protect their identity and financial information, and 3) are patient

and rational when encountering an ideal profile on dating apps.

Table 18. Protection Behaviors of ORF Victimization (N = 3)

Author/s | Year | Location Method Target Key findings
Population
Cross & | 2021 | Australia | Mixed 375 online e Complainants who lost
Holt (quantitative victim report their personal details
analysis and were also more likely to
content thematic involve military
analysis) narratives

e Those who did not report
abuse in their narrative,
did not lose personal
details, but lost their
banking details were also
more likely to report
financial losses

Cross & | 2021 | Australia | Qualitative 2671 reports of | (1) Use of a reverse image
Layt analysis romance scams search on the profile
lodged to the picture or other photo
ACCC during (2) The potential
July 1, 2018, to effectiveness of internet
July 31, 2019 searching as a strategy to

confirm or deny the
legitimacy of a profile
(3) The use of fraud websites
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Table 18. Protection Behaviors of ORF Victimization (N = 3) (continued)

Whitty 2019 | United Survey based 261 general Individuals use longer time in
Kingdom | quantitative population in their responses to a profile
analysis UK have higher possibility of
getting the correct fraudulent
profiles.

General Discussion of Evidence

As an emerging phenomenon, online romance scams did not catch the attention of
policymakers or researchers until it began to cause substantial harms to individuals and society.
Since the seminal article by Rege (2009) noted the dynamic features of online romance scams
operations, a number of scholars shifted their attention to this unique type of cyber-enabled
crime, focusing on understanding the modus operandi of offenders and vulnerabilities of victims.
As research on ORF is still emergent, scoping reviews are a valuable methodology for

understanding the current theory and evidence in online romance scams literatures.

This scoping review increased current understandings of this phenomenon by reviewing
current ORF literature analyzing the nature of the event itself, as well as the characteristics of
fraudsters and victims. By following the PRISMA Extension for Scoping Reviews (Tricco et al.,

2019), we identified 36 relevant articles for this review.

In comparison to the previous scoping review conducted by Coluccia and colleagues
(2020), this review made several advancements in data collection and analysis. First, in addition
to the three databases Coluccia and colleagues (2020) included in their review, we searched 9
additional databases (1 database is in Chinese), leading us to find additional ORF-related studies.
Note that our 35 included studies contain the 12 studies from the earlier scoping review
(Coluccia et al., 2021). Second, the current review expanded the search terms and fields used in

the academic database searches. Third, the current review accommodates additional aspects of
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online romance scams. The previous review focuses primarily on the epidemiological aspects,
relational dynamics, and the psychological characteristics of victims and scammers. This current
review expanded this purview to ORF stages and operations, fraudster decision-making,

fraudster self-protective behaviors, and victim vulnerabilities.

We framed our analysis of the ORF literature using the “crime triangle” perspective,
which focused our attention on (i) how scammers operate, (ii) the characteristic of these

fraudsters, and (iii) the traits of victims.

In the first domain, we highlighted the stages and organizational structure of ORF across
cultural contexts. In detail, four studies revealed that the general stages of ORF differ across
Western and non-Western contexts. In both contexts, fraudster profiles seek to connect online
with ideal victims, bait them by deploying various grooming techniques (e.g., using romantic
schemes), and then exploit the victim before disappearing (Whitty, 2013a and 2013b; Qiu, 2009;
Wang and Zhou, 2022). Despite these resemblances, differences prevail across contexts. ORF in
non-Western settings, specifically China, tend to use more complicated “sting” techniques. For
example, most scammers in China typically follow “money-making” schemes that promise
considerable profits to lure victims onto a fraudulent investment platform (Qiu, 2009; Wang and
Zhou, 2022). In comparison, fraudsters in Western settings tend to use urgent crises or advanced
payment scenarios to solicit cash payments directly from victims (Whitty, 2013a and 2013b). As
for the different organizational structures of ORF, four studies confirmed that ORF operating in
Western countries have less defined group structure when comparing to the more centralized and
business-alike group operations in China (Rege, 2009 and 2013, Qiu, 2019; Wang and Pan,

2020). Specifically, online romance scams syndicates in China typically divide themselves into
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cells with different functions. Recruited fraudsters will be assigned to a cell based on their

specialized skills (Qiu, 2019).

In the second domain, we also presented findings on why fraudsters fall in and out of
ORF, strategies to perpetrate ORF, and fraudsters’ self -protective mechanisms. Two studies
found that individuals prone to be drawn into the criminal syndicate because they are more
socioeconomically vulnerable (Wu and Jian, 2014) and think that participating in romance scams
can give them quick cash with fewer constraints and less risk of exposure (Barnor et al., 2020).
Moreover, individuals can persist in or desist from the scam when there is a change on the
weight they place on monetary versus ethical considerations. Lastly, fraudsters can be deterred
from continuing the fraud businesses due to external forces—seriousness of sanctions and risk of

exposure (Wu and Jian, 2014).

Seventeen studies (not unique) summarized the characteristics of three main strategies
that fraudsters deploy to perpetrate ORF: presentation of profiles, fabrication of love stories and
deployment of manipulative strategies. Mainly, most fabricated profiles have certain features, for
example, concentrating in certain regions (Edward et al., 2018), catering towards gender
differences (Koon and Yoong, 2013), appealing to emotional stability among victims (Kopp et
al., 2015 and 2016b) and catering towards different fraudulent online businesses (Huang et al.,
2015; Cross and Holt, 2015). Moreover, researchers revealed some common traits existed within
the fabricated love stories, that is to say the frequent deployment of two parallel stories (i.e.,
relationship and funding stories) (Kopp et al., 2016), the focuses of love stories based on
personal shared information online (e.g., lifestyle, country origins and gender) (Anesa, 2020,
Kopp et al., 2016a; Archer, 2017; Kopp et al., 2016b). In addition, fraudsters are also observed to

deploy manipulative strategies, for example, deploying “scarce deal/emergency/crisis” (Whitty,
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2013; Wang and Topalli, 2022) and “isolation” or “monopolization” (Cross and Richard, 2019).
the use of flattering languages (Drejiers and Rudzisa, 2020), the establishment of reliable figure
through romantic relationship (Ye and Duan, 2020; Nabid, 2021; Cater, 2020; Wang and Topalli,
2022), the presentation of contrasted attitudes (positive and negative) before and after the

money-asking stage (Shaari et al., 2019).

Lastly, four studies identified two common self-protective mechanisms that fraudsters
frequently employ when there are threats of being exposed. The first is the behavioral
modification (Wang et al., 2021). And the second one is the use of neutralizations (Rege, 2013;

Offei, 2020; Barnor et al., 2020).

In the third domain, studies revealed the negative influence of ORF on victims, major
vulnerable factors leading to the victimization, and the potential self-protection behaviors among
potential victims. In general, online romance scams can result in tremendous emotional,
psychological and even physical traumas along with the financial loss (Whitty and Buchanan,
2016; Sorrell and Whitty, 2018; Ye & Duan, 2020). Pertaining to answer the question on what
traits make an indiivudal more likely to fall into the scam, studies found that both demographic
(Garrett, 2014; Whitty, 2018; Saad et al., 2018), psychological (Buchanan & Whitty, 2013;
Whitty, 2019), personality (Buchanan & Whitty, 2014) and behavioral traits (Offei, 2021,
Whitty, 2019) could influence the propensity of being victimized or revictimized in the future.
Lastly, victims are also recommended using certain self-protection behaviors to victims or
potential targets when talking to strangers online, such as learning to protect their personal or
financial information and frequently doing reverse image checks. (Cross and Holt, 2021; Cross

and Layt, 2021; Whitty, 2019).
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Limitations

There are three major limitations of this scoping review. Methodologically, scoping
reviews have a broad focus by definition (Peterson et al., 2017). Nevertheless, a scoping review
remains appropriate for investigating the state-of-knowledge regarding online romance scams
because the evidence remains emergent. Moreover, by following established guidelines for
reporting scoping review results, we followed best methodological and reporting practices

(Tricco et al., 2018).

In a typical scoping review, two reviewers will dually screen and code all studies. Due to
personnel and time constraints, dual screening and coding was feasible for a subset of studies.

Despite this drawback, coders achieved perfect match on studies that were dually screened.

The third limitation is the inclusion of online romance scams studies in Chinese. Potential
selection and translation bias may be present, even with a first author whose native language is
Chinese. Moreover, there could be other ORF literature in other languages. Future research

should expand search protocols to additional languages.

Conclusions and Implications

Our review highlights three main research gaps concerning online romance scams: (1)
homogenous content for most ORF offender and victim studies, (2) homogenous data collection
and analytic methods for most ORF offender and victims’ studies, and (3) an absence of ORF
studies exploring criminal justice system responses. Taken together, these research gaps suggest
that additional data outlets are needed to enable researchers to explore diverse perspectives

concerning offending, victimization, and law enforcement. Recommendations for future research
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are suggested below to increase communications between researchers and law enforcement and

enhance theoretically driven ORF research.

First, collaborating with criminal justice agencies may allow researchers to obtain
primary interview data from offenders who are, for instance, detained in state or federal prisons.
Several previous studies have interviewed offenders of physical crimes locked in prison and
generated meaningful outcomes on the patterns of criminal behaviors and implications for
criminal justice practices (Fendrich et al., 1995; Cheah et al., 2020; Jeffries and Chuenurah,
2019; Liu et al., 2021). Although it should be admitted that talking to detained offenders may
bias the responses to a certain extent compared to communicating directly with active offenders
(e.g., Copes et al., 2015), such an approach is ideal to obtain direct ORF offender data as
cybercriminals are hard to locate in anonymous space. As a result, through interviewing,
researchers may be able to gain additional insights compared to those revealed through

anonymous online sources.

Furthermore, collaborations with law enforcement can also enable researchers to obtain
victimization data. Multiple studies done by Cross are suitable exemplifiers for such an
approach. For example, Cross and Layt (2021) used the victim complaint data gathered from a
federal Australian governmental agency to analyze victims’ responses to bogus profiles and
generate insights for how individuals can protect themselves from ORF. Thus, by establishing
relationships with law enforcement and government agencies, researchers may be able to
leverage new data for understanding ORF. For instance, in the United States the Internet Crime
Complaint Center (IC3) collects data from victims’ self-reports, which could be a fruitful data

source for future academic research.
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Establishing a connection with law enforcement can also facilitate research-practitioner
collaborations into online romance scams. Whitty (2013a) used multiple sources to investigate
the early anatomy of online romance offending, including interviews with law enforcement
experts on cyber-fraud (Whitty, 2013a). As previously stated, there are no studies in online
romance scams exploring the performance of law enforcement agencies in investigating online
romance cases. Future researchers should learn from Whitty’s 2013(a) study to collect responses
from different law enforcement agencies concerning their performance in the investigation and

prosecution of online romance scams offenders.

Lastly, future studies in ORF should be theoretically driven. To date, ORF studies have
tended to rely on researchers' interpretation without support from existing criminological
theories. Future research into ORF should use appropriate theoretical orientations, such as

rational choice theory or routine activity theory, to explain offender and/or victim behaviors.

Theory-informed research will have stronger implications for developing policy and
practices, including crime prevention and intervention efforts. Although online romance
scammers strategically plan their operations (Whitty 2013a and 2013b), they are deterrable
(Wang et al., 2021). As a result, a proactive approach to mitigating online romance scams should
be deployed by online service providers and law enforcement actors. Dating platforms operators
could develop algorithms to identify likely offenders and then send them automated deterrence
messages, which can be stopped by passing a screening protocol. Such a proactive approach can
also incorporate screening tools that assist in identifying at-risk victims. Admittedly, such a
proposal may involve with the privacy or freedom of speech disputes, however private industry
and law enforcement agencies can collaborate to come up with solutions to overcome such a

concern.
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At a societal level, although online romance scammers have caused substantial harm to
both victims and government finance, ORF fraudsters tend to be burdened by poverty,
unemployment, low education, and other social inequities (Wu and Jian, 2018; Barnor et al.,
2020). Consequently, government agencies might consider developing specialized reentry

programming for convicted fraudsters to prevent the return to crime and enhance reintegration.

Importantly, to avoid victim-blaming and the associated long-lasting negative effects
(Buchanan and Whitty, 2014; Cross et al., 2018), the development of government-based victim
assistance and support programs could prove beneficial (Cross et al., 2014). Victims are rarely
made whole, even after successful prosecution and asset recovery. Effective counseling and self-

protection programs may assist scam victims and prevent future revictimization.

In summary, this review provides a comprehensive review of online romance scams
studies examining some offending and victimization characteristics. With increased amounts of
empirical online romance scams studies, future review study should continue in current rigorous
tradition, however overcoming existed limitations, to generate updated review studies using
advanced methodologies (i.e., systematic review or meta-analysis) where possible. Moreover,
based on the research and practical implications drawn from current review study, future scholars
studying online romance scams should be theoretically driven and work collaboratively with law
enforcement agencies and cybersecurity industries. Public serves and private industries should
also establish join forces in creating multiple prevention and assistant programs in minimizing
the occurrences and harms brought by online romance scams. Only together the efforts from
academia, governmental agencies and industry leaders, can a safer online environment be created

for daters.
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Chapter I11: What Money Can Do: Examining the Effects of Rewards on the Behavior of
Online Romance Scammers

Abstract
In this study, we use a randomized experimental design to explore how fluctuations in

potential rewards shape the behavior of persons committing online romance fraud (ORF). Our
mixed-method analysis of 94 sequential email exchanges with active fraudsters first illustrates
that their exchanges with potential victims are comprised of up to seven different conceptual
domains. We then demonstrate that fraudsters’ use of these various domains’ changes in
accordance with variations in the presented likelihood of receiving reward from victims. Our
findings add to current understanding of ORF and have implications for interpersonal deception

theory and rational choice.

Introduction
Romance scams—or swindling money from victims using false identities and sham

romantic relationships has long been documented (Buse 2005; Vitola 2018). With the advent of
the internet romance scammers began operating online, increasing their access to potential
victims and thus the prevalence and harms of this crime (Rege 2009). In the United Kingdom,
losses in 2020 from bank transfer romance scams reached approximately £18.3 million by
November, a 20% increase from 2019 (UK Finance 2021). From 2016 to 2020 losses in the
United Stated quadrupled, with losses in 2020 alone reaching $304 million (FTC 2021).
Canadian authorities report similar figures, with reported losses in 2020 of more than $18.5
million (CBS News 2021). In China, victims reported financial losses of ¥3.88 billion, or almost
$598 million (Sina News 2019). In addition to financial damages, victims of online romance

scams also report negative social impacts (i.e., damage to intimate relationships) and emotional,
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psychological, and physical harm (Cross, Smith, and Richards 2014; Cross 2016; Whitty and
Buchanan 2016).

Despite these harms, criminologists have devoted limited attention online romance
scams. The scant research that has examined it has been limited to studies drawing from victims’
experiences. These have focused on identifying typologies of romance scammers, their
motivations, and analyses of the financial and non-financial impacts on victims (e.g., Whitty and
Buchanan 2012 and 2016; Buchanan and Whitty 2014; Sorell and Whitty 2019; Whitty 2015).
Outside of criminology, in fields such as information and computer science, attention to online
romance scams has been limited to developing tools and algorithms to identify and prevent
romance scams schemes (e.g., Pan et al. 2010; Suarez-Tangil et al. 2019).

What is missing is consideration of the rationality of romance scammers drawing from
data collected from them. Researchers have long argued that offenders make assessments of risk
and reward (e.g., Bachman, Paternoster, and Ward 1992; Nagin and Paternoster 1993; Piquero
and Tibbetts 1996) and that their decisions and attendant behavior are shaped by these
assessments (e.g., Gibbs 1975; Jacobs 1996, 2010). Researchers have yet, however, to explore
whether and how similar processes occur among romance scammers. Moreover, understanding
of whether and how offenders’ behavior is shaped by perceptions of reward is still in its infancy
(see Piliavan, Thornton and Matsueda, 1986).

Additionally, while scholars have specified the processes of interpersonal deception (see,
e.g., Buller and Burgoon 1996; White and Burgoon 2001, on “Interpersonal Deception Theory”
[IDT]), criminologists have devoted only limited attention to exploring the role of these
processes in ORF. Interpersonal deception is a reciprocal communicative process wherein

interactants use strategic and non-strategic behaviors to elicit desired outcomes from one another
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(Buller and Burgoon 1996). These deception processes occur in both face-to-face and computer-
mediated interactions (e.g., Carlson et al. 2004; Giordano et al. 2007; Hancock et al. 2007).
While a small body criminological research has highlighted that persons committing non-
payment email fraud change the character of their emails—specifically the use or non-use of
urgency cues—over the progression of the offense (see, e.g., Maimon et al., 2019 & 2020),
criminologists have yet to explore how the deception strategies of romance scammers may
similarly fluctuate in response to victims’ behavior.

In the present study we address these gaps in empirical understanding of romance scams.
We explore whether and how these fraudsters alter their exchanges with potential victims in
response to varying promises of reward. To do so, we draw data from sequential email
exchanges with 94 active romance scammers collected via a randomized experimental procedure
and analyze these data using a mixed-method design. Our study advances prior understanding of
romance scams by allowing us to make causal inferences regarding fraudsters’ behavior using
data collected from fraudsters themselves. In doing so, we add to understanding of ORF and
contribute more broadly to theoretical understanding of the way reward functions in rational
choice. Finally, we further specify the decision-making process of persons committing crimes
involving interpersonal deception, such as romance scams, by integrating IDT within the rational

choice framework.

Conceptual Background

Online romance scam is one type of online fraud— or instances wherein an individual
uses the internet when responding to a “dishonest invitation, request, notification or offer by
providing personal information or money [leading] to a financial or non-financial loss” (Cross

and Richard 2014:1-2). ORF differs in that it occurs when an individual adopts a fake online
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identity to gain a victim’s affection and trust. They then use the illusion of a romantic or close
relationship to manipulate and/or steal from the victim (FBI, n.d.). These relationships can be
established via email or through a variety of websites and apps (e.g., Tinder, E-Harmony,
Facebook, Instagram, Google Hangout, etc.) (FTC 2019).

Prior research has demonstrated that ORF typically consists of an interaction between
fraudsters and victims occurring over time (Whitty 2015). Fraudsters use persuasive techniques
throughout these interactions to develop relationships with victims and then convince them to
hand over money. These techniques include fraudsters taking roles as authorities, stoking
victims’ adherence to social norms (e.g., helping others in need), and imbuing victims with
feelings of urgency. They also indirectly influence victims through the visceral feelings
stemming from their artificial relationships. Fraudsters will then adjust their techniques in
response to victims’ reactions to their initial and subsequent persuasive strategies (Whitty 2013).
Through these techniques and others, romance scammers obtain financial rewards by having
victims send them money directly, by having them make advance payments for promised
outcomes or by drawing them into schemes wherein they unwittingly launder money by

transferring funds or goods (Galdo, Tate, and Feldman 2018).

Rational Choice

In the rational choice framework, offenders are considered rational actors in that they
base their crime-related decisions on assessments of risk and reward (Clarke and Cornish 1985).
As perceived risks increase, they are less likely to pursue contemplated crimes (e.g., Nagin 1998;
Paternoster 1987); as perceived rewards inflate, they are more likely to undertake them (e.g.,

Baumer and Guastafson, 2007; Goldstein 1985; Cressey 1953; Loughran et al. 2016).
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Research using this framework demonstrates offenders’ behavior is influenced by their
perceptions of risk and reward. For instance, offenders will sometimes reduce how often or
where and when they offend or alter their offending in other ways in response to risk (Gibbs
1975; Jacobs and Cherbonneau 2014). Likewise, offenders will undertake offense opportunities
seen as more rewarding than others (e.g., Nagin and Paternoster 1993; Thomas, Loughran, and
Hamilton 2020). Additionally, they may also take steps, such as careful target selection, to
maximize the perceived rewards from an offense (e.g., Jacobs 2010). Research suggests these
processes are influenced by the nature of interactions between perpetrators and victims. For
instance, the initial stages of armed robbery are guided by an interplay between robbers’ and
victims’ behavior. Sometimes robbers adopt a “normal appearance” when approaching victims
by asking for the time of day or to buy drugs. If victims are duped by these ruses, robbers calmly
approach them. However, if victims become suspicious, robbers either abandon the offense or
violently rush them (Wright and Decker 1997: 98). Studies of illicit drug sellers and potential
buyers show a similar interplay. Drug sellers may avoid selling to potential customers who
behave suspiciously during transactions (e.g., Johnson and Natarajan 1995). Sellers may also
overcharge or otherwise defraud customers who demonstrate less drug knowledge (i.e., going
prices, appropriate terminology) to increase profits (e.g., Jacques, Allen, and Wright 2014).

As mentioned previously, victims’ accounts describe how romance scammers will engage
in different tactics over the course of the offense (Whitty 2013). Research also argues that
fraudsters alter their behavior due to raises in their perceptions of risk (Wang et al., 2021). If
viewed through the lens of rational choice, this research suggests that online romance scams
consist of a reciprocal interaction between fraudster and victim. Moreover, in this interaction,

fraudsters’ perceptions of the risks of being identified as predatory by victims and others change
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in response to the behavior of potential victims. As these perceptions of risk rise, fraudsters alter
their behavior. Although it has been noted that romance scammers are motivated by reward
(e.g., Buchanan and Whitty 2014), it is unclear whether they alter their tactics in response to
fluctuations in it in the same way they do in response to risk. While the rational choice
framework can help explain why romance scammers’ decisions and behaviors change in
response to reward, it offers little conceptual guidance for understanding the interactive
processes occurring between them and victims that may influence these changes. To guide our
exploration of these processes, we draw from the Criminal Event Perspective and Interpersonal

Deception Theory (IDT).

The Criminal Event Perspective and Interpersonal Deception Theory

The criminal event perspective focuses attention on the microsocial level of illegal
behaviors, stressing on the need to study the offenders, victims and the context of interest (i.e.,
environment) (Meier, Kennedy, and Sacco, 2001). The CEP indicates that victims and offenders
converge within the same social context they share, and that is when crime happens (Anderson
and Meier, 2004, see also Cohen & Felson 1979). For example, the way offenders or victims
present themselves, the reciprocal influence of participants responses and the setting in which
these interaction shape the interactive process (Meier, Kennedy and Sacco, 2001; see also,
Maimon et al., 2019). When situated it in cyber context, Topalli and Nikolovska (2020) further
expanded upon CEP, stressing on the fact that the convergence between cybercriminals, victims
and the technological context can be conducive to a happening of a cybercrime incident. A
number of prior research has deployed the CEP in explaining violent offenses (e.g., Deibert and
Miethe, 2003; Pino, 2005; Chopin and Beauregard, 2020) and online fraud (e.g., Maimon et al.,

2019 & 2020). However, this theoretical framework only provides a general framework for
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developing future research, but not being cohesive and detailed enough to develop research
hypotheses aiming to understand the interactive process of victims and offenders. To fill this
theoretical lacuna, the Interpersonal Deception Theory is discussed in the following paragraph to
provide useful and thorough information about the interaction between offenders and targets
during the progression of a criminal event.

Stemming from communication studies, IDT explains interactions between persons intent
on deception (i.c., “deceivers”) and those they want to deceive (i.e., “receivers”) (Buller and
Burgoon 1996). IDT argues that a key feature of these interactive contexts is their dynamic
nature. That is, deceivers and receivers are active participants and “adjust to one another’s
feedback” (206), thereby altering the progression of their interaction. When attempting to
deceive others, deceivers may have instrumental (e.g., acquiring resources, etc.), relational (e.g.,
initiating or maintaining relationships, etc.), or identity (e.g., avoiding embarrassment, etc.)
goals. Receivers may also be motivated by various goals, but it is assumed they are always trying
to avoid deception. To achieve their respective goals, both parties use strategic and non-strategic
behaviors. Strategic behaviors are intentional actions, whereas non-strategic behaviors are
unintentional. Because these situations consist of reciprocal exchanges, the strategies used by a
deceiver and a receiver will change over the course of the deception event. Moreover, they can
be aimed at achieving multiple goals simultaneously (Buller and Burgoon 1996).

Interactions involving deception can be shaped by several factors. First, when people
presume that other interactants are credible, they are less likely to assess the behavior of these
others for signs of deceit and vice versa. The degree of credibility one lends to another can stem
from a prior relationship (Buller and Burgoon 1996) or from a commonly held tendency to enter

all interactions assuming others are trustworthy (e.g., Buller and Hunsaker 1995; Kalbfleisch
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1992). Regardless of whether interactants enter an interaction with a pre-existing relationship or
develop one over the course of it, as the relationship grows in strength—or at least the stronger it
is perceived to be—the more likely receivers will fail to recognize or seek out signs of deception.
Likewise, the more receivers attribute positive emotions to the relationship, the more likely they
will trust deceivers (Buller and Burgoon 1996).

Criminologists have only recently begun to use IDT when examining criminal behavior
and cybercrime more specifically. In a study of online non-payment fraud, Maimon and
colleagues (2019) found that the deception strategies of the fraudsters engaged in this crime were
contingent on the behavior of their targets. They found that the fraudsters were more likely to
continue using similar strategies—here cues of urgency—when targets reacted without
suspicion. In a separate study using the same sample, Maimon and colleagues (2020) found that
these fraudsters were more likely to continue using politeness, sometimes in conjunction with
cues of urgency, when targets were deemed suitable. This work highlights that the assertions of
IDT regarding deceivers’ use of strategic behaviors apply to online fraudsters. Questions remain,
however, as to whether these assertions apply to persons committing online romance scams and,
moreover, if they can explain the decision-making of these fraudsters from a rational choice

perspective.

The Current Study

If considered together, the extant research described previously suggests that IDT can be
used to explain the rationality of romance scammers. Romance scams can be conceptualized as
an interpersonal deception event occurring between a fraudster and a victim. Over the course of
these events potential victims will become more or less suspicious of fraudsters’ motives in

response to the ways in which fraudsters behave. As they become less suspicious, and thus more
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likely to provide fraudsters with some type of financial returns, this raises fraudsters’ perceptions
of the potential rewards of the crime. Contrarily, as potential victims become more suspicious,
this lowers fraudsters’ perceived rewards. Fraudsters engage in behaviors, such as acting as
authority figures or building relationships with potential victims, to attenuate victims’ suspicions
and thus raise the chances of reward. Thus, prior research suggests that as fraudsters’ perceptions
of reward fluctuate due to victims’ behavior, they will alter their own behaviors in response.

In the current study, we examine these processes. More specifically, we explore whether
and how online romance scammers alter their behavior in response to changes in the likelihood
of reward. We suspect that upon receiving clear signs of rewarding cues from victims, this will
increase fraudsters’ perceptions of reward. In other words, this may increase their views that
victims are ready to send rewards and comply with future financial requests. Accordingly,
fraudsters may then modify their behavior as a means to increase the chances that victims will
do so. We first conduct an exploratory qualitative analysis to identify the strategies used by these
fraudsters over the course of their interactions with a “victim.” We then test if fraudsters are
more or less likely to use these various strategies given several degrees of potential reward

operationalized as various email messages.

Data and Methods

Our study is informed by data collected from stop-scammers.com. Stop-scammers.com is
a website where victims of romance scams report the individuals who have defrauded them—
hereafter referred to as fraudsters. These reports include the fraudster's claimed age, gender,
email address, phone number, social media information, and a brief description of each scam.
The website only includes information for scammers who claim to be female. Each report

undergoes a vetting process requiring supportive documentation before it is posted to the website
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(see Wang et al., 2021 for a description). To collect data, we deployed a Python scraper to gather
the email addresses of all the fraudsters reported to this site in 2020.* We did not scrape for
demographic information.

After obtaining the email addresses, we employed an experimental design wherein we
randomly assigned 500 of them into three groups. In early 2021 we sent email messages posing
as a potential victim to the fraudsters in each group using a program developed in Python. Of
these initial 500 emails, 100 were sent to inactive email addresses. Our final sample size (n = 94)
consists of all the fraudsters who replied to this first email, with 33 in group 1, 31 in group 2 and
30 in group 3.

We followed the fraudsters’ responses to our first email with a series of standardized
email exchanges. The schedule and content of our messages are shown in table 19. These emails
only differed by experimental group and did not differ due to the content or length of the
fraudsters’ replies. Email 2 (sent to all 3 groups) was intended to make the fraudsters aware that
the victim possessed a gift card (i.e., a potential reward) and, moreover, that “he” could be
potentially persuaded as to what to do with it. We then began varying the degrees of potential
reward in email 3. For group 1, the degree of potential reward was slightly raised by asking for
their opinion on what to do with the aforementioned gift card. For groups 2 and 3, we
significantly raised the degree of reward presented to the fraudsters by indicating that the victim
wanted to give them the gift card.

Table 19. Experimental Procedure

Group 1: placebo control Group 2: control Group 3: treatment
group group group

4 Our full research design was approved by the Georgia State University Institutional Review Board
(IRB).

85



Table 19. Experimental Procedure (continued)

Email 1

Hi. I’'m John. I saw your profile on <INSERT NAME OF FIRST PLATFORM
LISTED ON WEBPAGE>. I don’t like using platforms to talk, so searched for an
email. ’'m quite the internet stalker! Are you the same person on that platform?
Sorry if not. A little about me: I’'m 28 and live in Chicago. I work for Delta so
travel a lot, domestic and international, so like to meet people in new places.
Hopefully the pandemic will be over soon, so things go back to normal! If you’re
single and ready to mingle, write me back!

Email 2

I’m so excited! My birthday is coming up and my parents just gave me a $250

Email 3

I’ve been thinking hard about
what to do with that Amazon
money. | really need new
cookware. What do you think?

I’ve been thinking hard about what to do with
that Amazon money. | really need new cookware.
But I’m a big believer in karma, so I’d like to
give you some of it. What do you think?

Email 4
+

E-Card

I’'m sending you an e-card with money for Amazon! Please confirm you get it. |

don’t know why, but they always go into my junk mail.

Send a hallmark e-card with:

“Been thinking of you and so
sending you this special
message! | hope it makes you

happy!”

Send nothing

Send an Amazon e-card
with $1 with:

“Been thinking of you
and so sending you this
special message! | hope
it makes you happy!”

Email 4 consisted of two parts for each group. First, each group received a message. Then

each group received a varying level of reward. For group 1 (NM), we did not alter the level of

the reward presented in our message. We then sent them a hallmark e-card with a short message

(i.e., no reward). For groups 2 and 3, we again raised the level of presented reward by promising

to send them the gift card (PR). Next, we varied the level of treatment between the two groups.

Group 2 received nothing (RN). Group 3 received a $1 and a short message (MR$1).

86




Analytical Plan and Measures

We employed qualitative-quantitative mixed method analytical approach in this study
(see Maruna 2010). We first conducted an inductive qualitative analysis intended to distinguish
the conceptual domains comprising the fraudsters’ replies. We then quantitatively assessed
whether these domains significantly differed over the course of our email exchanges with the

fraudsters.

Qualitative Analysis

In our qualitative analysis, we organized the conceptual links between the domains and
subdomains in our data using the qualitative software program NVivo. We first explored the data
for patterns within and across the email exchanges with the fraudsters. We sorted similar
statements and language into general domains (e.g., statements about personal identity) before
distinguishing more precise similarities and differences within these domains (e.g., sharing
personal information, sharing personal qualities). This analysis identified seven key emergent
themes: 1) fraudster’s personal identity, 2) victim’s identity, 3) relationship with victim, 4) ask
for, demand or accept money, 5) ask for personal information, 6) request to talk or chat, and 7)
interactional facilitators. These themes inform our qualitative findings and were guided our
quantitative analysis. Our qualitative analysis also revealed an eighth thematic category
comprised of fraudsters’ references to receiving the money or saying thanks for it. This domain
was omitted from our analysis as it was only present in the fraudsters’ responses to our fourth

email, and we determined it had little theoretical relevance.

Quantitative Analysis
Our quantitative analysis examined the following variables derived from the qualitative

analysis: 1) fraudster’ personal identity, 2) victim’s identity, 3) relationship with victim, 4) ask
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for, demand or accept money, 5) ask for personal information, 6) request to talk or chat, and 7)
interactional facilitators. Each variable received a number identifying which email it was present
in (e.g., fraudster’s identity 1 referred to the presence of the variable after email 1). Variables
were coded 1 if present and O if not.

We examined the data using Fisher’s Exact test for differences in the variables’ presence
between the emails. This test determines whether there is an association between two
dichotomously measured categorical variables (e.g., sex, occupation) (Sage 2017:2) Fisher’s
Exact test is best suited for small samples (< 1,000 cases) because it does not rely on
distributional assumptions. We chose Fisher’s Exact test because the Chi-Square test should not
be used when the smallest expected number of the sample size is less than 5 and the total sample
size is less than 20 (Kim 2017; Cochran 1954). In our dataset, the smallest number of responses

can be as low as 18 and 20 (group 1 and group 2 in email 4; group 2 in email 3).

Qualitative Findings

Our qualitative analysis revealed that the fraudsters’ responses contained seven
conceptually distinct domains. First, the fraudsters took subtle and overt steps to shape the
presentation of their personal identities. They also crafted their responses such that they could
alter the victim’s identity or how the “victim” viewed his own identity or the victim s identity.
Next, their responses suggested a relationship with the victim. Fourth, the fraudsters asked for,
demanded, or accepted money. In the fifth and sixth domains, the fraudsters asked for identifying
information from the victim or to talk or chat with him further via another platform. Finally, the
fraudsters’ responses also contained interactional facilitators, or innocuous text encouraging the
victim to continue the exchange. It is important to note that the fraudsters’ communications were

multi-functional in that they often consisted of one or more of these domains acting in concert. In
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what follows, we describe these domains and illustrate them with excerpts from the fraudsters’

responses to our emails.

Personal Identity

All the fraudsters’ presented themselves as persons who, at least ostensibly, were “real”
persons and not out to victimize the “victim” in some way. They first did so by sharing personal
information such as their names, ages, marital and familial statuses, where they lived, and in a
few cases, photographs of “themselves.” Mary’s initial response exemplified this strategy. “I am
Mary,” she stated, “but you can call me Bae for short 30 years old single with no kids and never
been married before...I was born and raised in the USA Texas (city in Houston).” A few also
shared their personal qualities. Angela noted that she was a “habitual early bird” and was “pretty
at heart,” while Janet “believe[d] in open communication, standing in our truth, being honest,
and having integrity.”

The fraudsters also presented their identities by emphasizing they were persons looking
for relationships. Monica claimed she was “ready for a new love relationship.” Kate wrote she
wanted to “have a serious relationship with a serious man.” They also others sometimes stated
the qualities they desired in a relationship. Mary Lloyd claimed she was looking for “true love.”
Janet was more verbose:

| am looking for a man that will be able to listen to me, communicate his feelings to me,

make me laugh, hold and comfort me in need, stand by my side, respect me, passionate

lover in every way, support me in every way

® Quotes from the fraudsters’ responses are presented verbatim and, as such, contain uncorrected
spelling and grammatical errors.

89



Many also presented themselves as persons interested in our “victim.” Linda stated, “I
really wanna know you more better dear.” Others asked more general questions such as “how has
been your day?” (Sara). Once money was introduced into the exchanges, some of the fraudsters
framed themselves as interested in “helping” spend the money. Linder said, “Scratch the amazon
gifts card with the full receipt and send it here to my email address and I will help you with it.”.

Finally, the fraudsters identified as “non-scammers” by distancing themselves from
persons committing romance scams or, in their words, “scammers.” Elizabeth did so by stressing
wariness that our “victim” was out to defraud her. “If you are a scammer or if you are here for
my nudes,” she said, “don’t try talking to me anymore because I heated and detest these two
things.” Daniela echoed this, “If you are a real person not imposter (African Nigerians) or
scammers (soldiers, conman, fraudster) then we can mingle.” She continued, “I’m not an online
scammer after any man’s money.”

Throughout these different and often overlapping forms of communication, the fraudsters
presented themselves as “real” people. If viewed through an interactionist lens, in doing so they
shaped how our “victim” would view them throughout the interaction (see Goffman 1957). By
painting a picture of themselves as “real” people looking for a relationship or wanting to help our
“victim,” they also symbolically distanced themselves from how they did not want our “victim”
to see them: as potential fraudsters. If viewed through the perspective of IDT, doing so could
also contribute to our “victim” seeing them as more credible by increasing the amount of

knowledge he had of them (Buller and Burgoon 1996).

Victim’s ldentity
Each of the fraudsters also took subtle steps to alter how our “victim” saw himself. They

did so in two primary ways. In the first, they used flattering language. Bella stated she had “a
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feeling that you are an honest person and courageous.” Following the introduction of money,
Linda (group 3) stated, “I guess you’re a responsible man lol.” With such flattery, the fraudsters
may have been attempting to encourage the “victim” to see himself as attractive or as possessing
other desirable traits. The high emotional response initiated by this can then override the victim’s
ability to objectively assess the risks of sharing information or otherwise continuing to interact
with a fraudster (Cialdini 1984; Lea et.al 2009).

The second way the fraudsters focused on the “victim’s” identity was by giving him
decisive power. Their statements were worded such that they could be interpreted by the
“victim” to mean that the direction of their interaction was up to his discretion. For example,
when asking for identifying information—a tactic we describe shortly—the fraudsters would do
so without using imperative statements. They would instead request this information with terms
such as “can” or “maybe.” Most would simply ask “can you send me some pics of you?”
(Rachael). Some, like Stantel, were less imperative. “I guess we can share pictures,” she wrote,
“if you don’t mine then or what do you think about that...”

The fraudsters wrote similarly when discussing money. Rather than directing the “victim”
to send them money they would instruct him to spend it as he saw fit. “Well you can use it to buy
things for you,” Lailatul wrote. Some “suggested” he send them the money:

Whatever pleases you it’s your money and you can do whatever you want with it okay or

Perhaps you can cash it out and buy your cookware and also buy another card with the

rest of the money and send to me as a sign of your real love to me (Elizabeth)

Although subtle, linguistic choices such as these are important because their use in
communication can indicate to a recipient that he or she has the decisive power to carry out or

follow through with a suggested action. This can then alter how the recipient sees his or her own
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identity in relation to that of the person or persons with whom they are interacting (see Weinstein
and Deutschberger 1963 on ‘altercasting’). The sense of power or status it can lend may cause a
recipient to see the other interactant as less threatening (Kemper and Collins 1990; Scherer
1984). In the situational context of romance scams, this may cause potential victims to discount
the level of risk or threat they would otherwise attribute to potential fraudsters during their
interaction. If, in the terms of rational choice, this resulted in a potential victim’s perceptions of
risk being lowered, the victim may be more likely to continue facilitating the offense—here by

continuing to interact with the fraudster—rather than cutting it short.

Relationship

The fraudsters also used language aimed at shaping the “victim’s” perception of their
“relationship.” For some, this involved statements hinting at a potential future relationship. Janet
stated, “Am gonna be happy to meet you in person very soon and see how things go from
there...we can be the perfect match.” Lailatul echoed this, commenting, “I will love to chat you
more and know more about each other and see where it will lead us to.” Others indicated a
preexisting relationship with the “victim.” For instance, referencing the “victim’s” birthday, Sara
wrote, “we make food for you and your friends...I’ll come over and celebrate that together.”
While Elizabeth wrote, “know that baby I am always here for you.”

The fraudsters also did so by peppering their exchanges with terms of endearment or “pet

29 ¢

names.” These included “dear,” “honey,” “babe,” “my love,” and “baby.” The use of these terms
may at first seem like meaningless filler. It is important to note, however, that the use of “pet
names” are keyways that individuals suggest affection or social closeness with others (see Drake

1957; Ezebube et al. 2020). Hence, fraudsters’ use of pet names could be interpreted by victims

as indicative of the presence of a relationship.
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In suggesting a future or current relationship, fraudsters may shape how potential victims
define their interaction or situation with fraudsters. That is, if a potential victim begins to view
his or her relationship with a fraudster as being meaningful or possibly developing into this, he
or she may interact differently with the fraudster. As Buller and Burgoon (1996) argue, trust
flows from intimacy. Therefore, while a potential victim may be wary and distrustful of a
fraudster viewed as a stranger, he or she may act contrarily with a fraudster viewed relationally

closer. And this, in turn, may make it easier for a fraudster to defraud the victim in some way.

Ask for, Demand, or Accept Money

The fraudsters also attempted to persuade the “victim” to take several types of action
throughout the exchanges. Key among these was to send them money. For many, this involved
orders to provide them with the previously mentioned gift card. They would make statements
such as “Send the card to my DM” (Jeana) or “Send me the picture of your card” (Brenda).
Others were less commanding and used the softer language previously discussed. They gave the
“victim” power to decide whether to send them money. Some justified these imperative or
passive statements with their financial needs. Aminatu wrote, “I think I will need one of it to
update my phone to be able to chat here on email whenever we want.” Stella was “very happy to
use it for some stuffs.” And Sara stated, “get me 50 out of the Amazon gift card so I could be a
gas [gas tank emoji] and drive down to you.” Finally, after being told they would receive the “e-
card with money for Amazon,” (email 4PR), many of the fraudsters’ passively accepted the
money. It was common for them to simply state “Okay” (Angelina). Some of them added to this
with comments that they were “waiting” (Mary) or with questions like “how are you sending it?”

(Aminatu).
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Identifying Information

At some point each of the fraudsters also encouraged the “victim” to send them
identifying information. As noted previously, for many this involved demands or requests for
photographs of “him.” Others wanted more information, such as his age, profession, marital
status, familial status, phone number, and place of residence. Sometimes they outright requested
this information. Naya wrote, “Where are you from and what is your profession?” As with their
requests for photos the fraudsters embedded these requests in comments seemingly directed at
shaping their identities, the “victim’s” identity, or their relationship. For instance, Lailatul
responded to email 2 like this: “Well you can use it to buy things for you...What is your name?”

Such information may be important to fraudsters because it could be used to steal the
identities of victims and then defraud them. But it could also be used to further fraud in a more
indirect way. The fraudsters could take such information and use it to liken their presented
identities to those of their potential victims. Doing so can increase victims’ feelings of
connection with a fraudster. Such emotions can then “viscerally influence” (Loewenstein 1996)

victims’ decision-making such that they are less able to effectively weigh potential risks (see

also, Whitty 2013). This, in turn, may then facilitate a fraudster’s ability to defraud the victim.

Request to Talk or Chat

A third action the fraudsters encouraged the “victim” to take was to talk or chat with
them via a separate platform, such as WhatsApp or Google Hangouts, or to do so by text
message or phone call. They did so with statements or questions such as, “Can we chat on
Google Hangouts now?” (Grace) and “Do you do Hangout or send me your text number”

(Cassandra). Sometimes they further attempted to persuade the “victim” to do so with the
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pretense that it would facilitate his abilities to “chat better” (Annabelle, Rita) or “talk better”

(Kate, Joyce) and “take time to know each other better” (Stella).

Interactional Facilitators

Finally, throughout their communications all the fraudsters made statements or posed
questions urging the “victim” to continue corresponding with them or to respond faster. Most
would ask questions such as “How are you doing today?”” (Mary) or “Hello John are you here
with me now?” (Grace). Following the promise of sending them money (email 4PR) or of their
receipt of one dollar (email 4MR$1), they would also pose questions such as “Am waiting. Let
me give it try. You there?” (Lizzy) and “Why only 1 dollar?”” (Ashley). While on their face these
comments and questions may seem innocuous or even genuine, given that the fraudsters used
them following the lack of timely response to their emails it is likely that they were intended to

make the “victim” aware they were awaiting a response.

Quantitative Analysis

To examine group differences regarding the use of the different domains, we used two-

sided Fisher’s Exact Test analysis. Results are presented in table 4, 5 and 6 and 7.

Personal Identity

Table 20 presents the three significant results on the use of personal identity across the
four emails. First, there is a marginally significant difference between the fraudsters’ use of this
domain between email 1 and email 2 (p<.010). They are also more likely to use it in email 2 than
in email 3 to group 1 (p<0.05). Lastly, fraudsters are significantly more likely to present their
personal identities more so after email 4(PR) when they are promised a reward than when they

receive nothing (email 4RN) (p<0.05).
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Table 20. Personal Identity

Email2=0 Email2=1 Fisher’s Email Email Fisher’s Email4 Email4 Fisher’s
Exact 3 3 Exact RN=0 RN=1 Exact
Pvalue G1=0 G1=1 P value P value
N=61 N=11 N=58 N=1 N=60 N=0
(0.65) (0.12) (0.76) (0.013) 0.95) (0)
Emaill N=14 N=9 0.065f
(0/2) (0.15) (0.10)
Email2 N=14 N=3 0.33*
(0/2) (0.18) (0.04)
Email4 N=2 N=1 0.048*
(PR) (0.032) (0.016)
(0/2)

Note: numbers in the bracket stands for the probability

PR: stands for fraudsters in email 4 who were promised to receive money from the “victim”

RN: stands for fraudsters in email 4 who were promised to receive money from the victim but receive
nothing

MR$1: stands for fraudsters in email 4 who were promised to receive money from the victim and
receive $1 from the victim

NM: stands for fraudsters in email 4 who received only a hallmark of the e-gift card

tp < 0.10, *p < 0.05, **p < 0.01

Victim Identity

In table 21, we observe two significant results regarding fraudsters’ use of victim identity
across the four emails. This domain is significantly more present following email 3 (to groups 2
and 3) than after email 4 (MR$1) (p<0.01). It is also more present when fraudsters are promised
the reward (email 4PR) than after they receive $1 (email 4AMR$1) (p<0.01).

Table 21. Victim’s Identity

Email4 Email4 Fisher’s Email4 Email4 Fisher’s
MR$1=0 MR$1=1 Exact MR$1=0 MR$1=1 Exact
P value P value
N=55 N=0 N=61 N=0
(0.87) 0) (0.97) (0
Email3 N=7 N=1 0.01**
G2&G3 (0.11) (0.016)
(0/1)
Email4(PR) N=1 N=1 0.009**
(0/2) (0.016) (0.016)
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Table 21. Victim’s Identity (continued)

Note: numbers in the bracket stands for the probability
PR: stands for fraudsters in email 4 who were promised to receive money from the “victim”
RN: stands for fraudsters in email 4 who were promised to receive money from the victim but receive
nothing

MR$1: stands for fraudsters in email 4 who were promised to receive money from the victim and
receive $1 from the victim

NM: stands for fraudsters in email 4 who received only a hallmark of the e-gift card

+p <0.10, *p <0.05, **p <0.01

Relationship with Victim

Table 22 shows three significant differences in the relationship with the victim domain

across fraudsters’ responses to our four emails. First, fraudsters are significantly more likely to

use this strategy after email 3 (to groups 2 and 3) than after they are promised the reward in

email 4PR (p<0.05). There is also a marginally significant difference between the presence of

this domain in email 3 (to groups 2 and 3) than in email 4(RN) (when fraudsters are promised

reward but receive nothing) (p<0.10). Lastly, a marginally significant relationship exists between

fraudsters’ use of this domain in email 4PR than after receiving $1 (email 4AMR$1) (p<0.10).

Table 22. Relationship with the Victim

Email Email Fisher’s Email Email Fisher Email4 Email4 Fisher’
4 4 Exact 4 4 sExact MR&1= MR&I1= s Exact
PR=0 PR=1 P value RN=0 RN=1 Pvalue 1 0 P value
N=55 N=2 N=57 N=0 N=59 N=0
(0.87) (0.03) (0.90) (0) (0.94) (0]

Email3 | N=4 N=2 0.042 N=5 N=1 0.0957

G2&G | (0.06) (0.03) * (0.08) (0.16)

3

(0/2)

Email4 N=3 N=1 0.063f

(PR) (0.05) (0.16)

(0/1)
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Table 22. Relationship with the Victim (continued)

Note: numbers in the bracket stands for the probability

PR: stands for fraudsters in email 4 who were promised to receive money from the “victim”

RN: stands for fraudsters in email 4 who were promised to receive money from the victim but receive
nothing

MR$1: stands for fraudsters in email 4 who were promised to receive money from the victim and
receive $1 from the victim

NM: stands for fraudsters in email 4 who received only a hallmark of the e-gift card

+p <0.10, *p <0.05, **p <0.01

Ask for, Demand, or Accept Money

In this domain, there are eight significant results on fraudsters’ use of the ask for,
demand, or accept money (ADAM) domain across the different emails. First, fraudsters are
significantly more likely to use ADAM after email 2 than after email 4(PR) (p<0.05). Second,
fraudsters in groups 2 and 3 are significantly more likely to use this strategy after email 3 than
fraudsters in group 1 after the same email (p< 0.001). Third, fraudsters in group 1 are
significantly more likely to use ADAM after email 3 than after email 4(NM) (p<0.001). Fourth,
fraudsters in group 2 and 3 following email 4 (PR) are significantly more likely to refer to
ADAM than those in group 1 subsequent to email 3. Fifth, sixth, and seventh, fraudsters in
groups 2 and 3 are significantly more likely to rely on ADAM as a strategy after email 3 than
after email 4(NM) (p<0.01), email 4 (RN) (p<0.01), and email 4(PR) (p < 0.001). Eighth,
fraudsters’ responses to email 4(PR) are more likely to include ADAM than those to email
4(RN). It is important to note that these latter two relationships are marginally significant

(p<0.10).

Request to Talk or Chat
Table 23 reveals three significant results on fraudsters’ use of the requests to talk or chat
domain across the different emails. The fraudsters in group 1 are more likely to use this strategy

than those in group 2 and 3 after email 3 (p< 0.10). Furthermore, fraudsters are significantly
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more likely to request to talk or chat following email 4(PR) than after receiving a $1 (email
4MR$1) (p<0.05) or after receiving nothing (email 4RN) (p<0.05).

Table 23. Request to Chat on Private Platform

Email3 Email3 P value Email4 Email4 P Email4 Email4 P
G2&3=0 G2&3=1 MR$1=0 MR$1=1 value RN=0 RN=1 \value
N=37 N=0 N=60 N=0 N=60 N=0
(0.49) 0) (0.95) 0) (0.95) (0)
Emaill | N=35 N=4 0.01f
(0/2) (0.46) (0.05)
Email4 N=2 N=1 0.048* N=2 N=1 0.048f
(PR) (0.032) (0.016) 0.032 0.016
(0/1)

Note: numbers in the bracket stands for the probability

PR: stands for fraudsters in email 4 who were promised to receive money from the “victim”

RN: stands for fraudsters in email 4 who were promised to receive money from the victim but receive
nothing

MR$1: stands for fraudsters in email 4 who were promised to receive money from the victim and
receive $1 from the victim

NM: stands for fraudsters in email 4 who received only a hallmark of the e-gift card

tp < 0.10, *p < 0.05, **p < 0.01

Interactional Facilitators

Table 24 presents two significant results on the interactional facilitators domain across
fraudsters’ responses to the four emails. First, fraudsters are significantly more likely to use
interactional facilitators following email 2 than after email 4ANM (p<0.05). In addition,
fraudsters are also significantly more likely to use this strategy when there is a promise of reward
(email 4PR) than when they receive nothing (email 4RN).

Table 24. Interactional Facilitators

Email4 Email4 Fisher’s Exact Email4 Email4 Fisher’s
NM=0 NM=1 P value RN=0 RN=1 Exact
P value
N=52 N=2 N=58 N=1
(0.83) (0.03) (0.92) (0.016)
Email2 N=6 N=3 0.018*
(0/1) (0.10) (0.05)
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Table 24. Interactional Facilitators (continued)

Email4(PR) N=2 N=2 0.009*
(0/1) (0.03) (0.03)

Note: numbers in the bracket stands for the probability

PR: stands for fraudsters in email 4 who were promised to receive money from the “victim”

RN: stands for fraudsters in email 4 who were promised to receive money from the victim but receive
nothing

MR$1: stands for fraudsters in email 4 who were promised to receive money from the victim and
receive $1 from the victim

NM: stands for fraudsters in email 4 who received only a hallmark of the e-gift card

tp < 0.10, *p < 0.05, **p < 0.01

Asking Identifying Information
No significant results are observed for the asking identifying information domain across

different emails.

Summary of Results

Put simply, fraudsters are more likely to present their personal identities after the
introduction of a potential victim than when reward is introduced to the interaction. They are also
more likely to do so after reward is introduced than when it is indicated that the victim is
amenable to persuasion. Finally, they are more likely to use this strategy following the promise
of a reward than after they received nothing.

Concerning manipulating victims’ identity, fraudsters are more likely to attempt to do so
after the victim wants to give them a reward than after they receive $1. Likewise, they are also
more likely to do so after they are promised the reward than after they receive $1. Furthermore,
fraudsters are more likely to refer to their relationship with the victim it is suggested the victim
wants to give out reward than after they are promised the reward but receive nothing. Similarly,
fraudsters are more likely to use this strategy when there is a promise of reward than when they

receive $1.
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In addition, fraudsters are more likely to use ADAM when they are made aware of the
presence of a potential reward than after they are promised one. Likewise, they are more likely to
include this domain in their responses when victims indicate their intentions to give fraudsters
money than when asked their opinion on what to do with money, when they only receive images
of the reward, after they are promised the reward, or after they receive nothing. Moreover,
fraudsters are more likely to use this strategy after they are asked their opinion on what to do
with money than after they receive an image of the reward or after they are told they are
receiving money. Lastly, fraudsters that are promised reward are more likely to use ADAM after
they are told they are receiving it than after they receive nothing.

Again, when the victim initiates the first interaction, fraudsters are more likely to request
to talk or chat than when the victim has the intention to give out reward. Fraudsters are also more
likely to request to talk or chat in email 4 when there is a promise of reward than after they
receive $1 or receive nothing.

Lastly, fraudsters are more likely to use interactional facilitators after the money is first
introduced in the conversation than after receiving only a hallmark image of a gift card. They

are more likely to do so if they are promised a reward than if they receive nothing.

Discussion

The aim of this article was to examine if and how romance scammers alter their behavior
in response to changes in the chances of receiving rewards from potential victims. Broadly
speaking, our analysis reveals that romance scammers do indeed alter the shape of their
interactions with victims due to fluctuations in potential reward. Our qualitative thematic
analysis suggests that romance scammers’ communications with potential victims are

multifaceted and can simultaneously include up to seven types of deception strategies:
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presentations of their personal identities; manipulations of victims’ identities; manipulations of
their “relationships” with victims; the asking for, demanding, or accepting of money; requesting
identifying information from victims; requesting to talk or chat with victims on other platforms;
and attempts to encourage victims to continue interacting with them.

Our quantitative analysis shows that online romance scammers change the degree to
which they use certain strategies in response to fluctuations in the level of presented reward. For
some strategies, such as personal identity and relationship with victim, as reward increases,
fraudsters are less likely to use them. For others, such as asking for, demanding, or accepting
money, at times fraudsters use them less when reward is increased and at others, they use them
less when it is decreased. Finally, for all strategies, save asking identifying information, the
fraudsters are more likely to use them when the potential of reward is highest (i.e., after being
promised the reward) than after receiving either a hallmark image, nothing, or $1.

Our findings are important for several reasons. First, they add to current understanding of
online romance scams. As noted previously, prior work on this offense, drawing primarily from
victims’ accounts, has highlighted its prevalence (Whitty and Buchanan 2012), impacts on
victims (Buchanan and Whitty 2014; Whitty and Buchanan 2016), stages (Whitty 2015), and the
techniques used by fraudsters (Whitty 2013). To our knowledge, our study is the first to examine
online romance scams through analysis of data collected from fraudsters themselves. Moreover,
it is the first to use an experimental design to determine whether and how fraudsters respond to
changes in the presentation of rewards. Our findings that fraudsters alter their behavior—by
changing the number of words they use and the degree to which they use deceptive strategies—

in response to that of their victims adds to this body of research by demonstrating that they, like
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persons involved in other types of offenses (see, e.g., Cornish and Clarke 2014), are rational
actors. That is, online romance scammers guide their decisions by weighing risks and rewards.

These findings also add to the rational choice perspective more broadly by further
explicating the role of reward in decision-making. Piliavan and colleagues (1986) noted some
time ago that studies of rational choice to that point had largely failed to include measures of
reward. Since that time, however, researchers have addressed this shortcoming and have begun
to examine the role of reward in rational choice. For instance, we now know that the impact of
rewards on decision-making varies across and within individuals over time (McCarthy 2002;
Paternoster and Pogarsky 2009). Researchers have also argued that the presence of co-offenders
can influence one’s perceptions of reward (McGloin and Thomas 2016), that expectations of
reward influence whether one will continue an offense (Pezzin 1995), and that perceptions of
reward might be the most important element driving decision-making (Matsueda et al. 2006).
And, as mentioned previously, offenders will also take steps to increase the chances of receiving
a reward (e.g., Wright and Decker 1997). Our study contributes to this body of literature by
suggesting that offenders—here romance scammers—uwill alter their behavior in response to
changes in the likelihood of receiving a reward that occur over the course of an offense as a
means to further increase the chances they will receive this reward. Thus, like assessments of
risk, the weighing of reward is a dynamic process consisting of an interplay between offenders’
perceptions of reward and their behavior.

Our study also furthers understanding of rational choice as it occurs among offenders
involved in interpersonal crimes by demonstrating how CEP and IDT can be situated within this
perspective. The findings reported in this chapter emphasize the relevance of the criminal event

perspective in understanding the behavioral changes of fraudsters in online romance scams, and
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expand the current body of literature in CEP focusing specifically on the context of violent crime
and online fraud in general (e.g., Pino, 2005; Maimon et al., 2019 & 2020). Moreover, recall that
IDT proposes that interpersonal deception situations consist of reciprocal interaction between a
deceiver and a receiver wherein each party uses strategic behaviors to achieve their desired ends
(i.e., deceiving and avoiding deception, respectively) (Buller and Burgoon 1996). Our analysis
demonstrates that as potential romance scams victims indicate less or more certainty of reward
(i.e., the presence of money to give, the willingness to give it) to fraudsters, fraudsters respond
by using different tactics intended to encourage victims to provide the reward. In the terms of
rational choice, this indicates that the fraudsters are acting on the basis of their assessments of
potential rewards. The propositions of IDT then explain that the fraudsters base these
assessments on the behavior of the potential victims and, moreover, that the changing of these
assessments (as indicated by the changes in the fraudsters’ behaviors) over the course of the
offense is due to reciprocal interaction with the victims. Thus, not only is offender decision-
making dynamic, as originally proposed by Clarke and Cornish (1985), but in some crimes this
dynamic process consists of a reciprocal interplay between offender and victim.

Prior research on online romance scams has noted that a key strategy used by romance
scammers is to manipulate their victims’ perceptions of a relationship with them (Whitty 2013).
We find that the fraudsters in our sample are no different. Throughout their interactions with our
“victim,” many of them took measures to give the impression of a relationship with “him.”
Recall that Buller and Burgoon (1996) argue that receivers may have a more difficult time
detecting deception from others with whom they have relationships. They argue this stems from
“positivity and truth biases” associated with familiar relationships that cause receivers to

“overlook, discount, or misinterpret evidence of deceit” (p. 215). We thus argue that IDT
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provides one explanation for why online romance scammers rely on manipulating victims’
perspectives of their relationship as a key strategy. Beyond this, however, we also contend that
this strategy can also be explained using notions from rational choice and prospect theory, a

decision-making theory stemming from behavioral economics.

Limitations
Although our research design allows us to state whether the behaviors of romance

scammers can be influenced by the change of reward, as with all research it has several
limitations. First, we recognize that it is possible that two or more of the email addresses in our
sample may be controlled by the same individual. If this is the case, it may call the validity of
our study into question. Second, despite the steps we took to confirm the authenticity of the
reports on stop-scammers.com, some of the email addresses that we messaged may have been
inappropriately listed on the website, which may also contaminate the validity of our findings.
However, if non-fraudsters were included in our sample, this would deflate, rather than inflate,
the findings presented. Third, our validity may be similarly contaminated if the romance
scammers we contacted viewed our initial emails as suspicious or unusual and, as a result, did
not respond as they typically would when conducting an email fraud. Hence, it is possible in
some cases we were unable to observe natural responses from fraudsters. Fourth, the
generalizability of our results is unknown. Our results may only apply to the fraudsters sampled
in the study and thus may not apply to fraudsters who use male personas, those running other
types of romance scams (e.g., crypto-romance scams), or those operating on different websites or
apps. It is possible other types of romance scammers employ different strategies to manipulate
victims or may respond to changes in rewards differently. Nevertheless, despite these limitations,
our study makes strides in further specifying some of the factors—here financial reward—that

shape online romance scammers’ behavior. In doing so, it contributes to understanding rational
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choice as it relates to online romance scams and to the role of reward in this theoretical

framework more broadly.
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Chapter 1V: Neutralizations, Altercasting and Online Romance Scams

Abstract

In the present study we draw from data collected from 87 online romance fraudsters to
explore whether and how offenders may suggest neutralizations to victims as a means to
facilitate their crimes. Through thematic analysis of a series of emails exchanged with each
fraudster we find that they encourage victims to neutralize their misgivings about sending them
money in four overlapping ways. First, fraudsters appeal to vicarious necessity or implore
victims to consider the fraudsters’ needs. They also appeal to an intimate relationship or suggest
victims view their relationship as intimate in nature. Third, they use more straightforward
altercasting strategy, for example the admitting of religious, in which they encourage victims to
consider their own religious identities. Fourth, they also deny victims’ powerlessness by
allowing themselves to hold more power during the interaction. Finally, fraudsters also use
strategies to altercast the context of interests containing deceptive cues into the one with
potential rewards and opportunities. Our study contributes to understanding of neutralizations by
explicating how neutralizations can be used by offenders as tools to assist their offending. It also
adds to knowledge of the relationship between neutralizations and altercasting. In addition, we
expand prior work illustrating the grooming process of online romance fraud and other crimes.

We discuss implications for victim-blaming as it occurs among online romance fraud victims.

Introduction

Neutralizations are among the most studied theoretical concepts in criminology (Maruna
& Copes 2005). Initially observed among juvenile delinquents (Sykes & Matza, 1957),
researchers have since explored neutralizations as they are used by juveniles and adults involved

with a range of actions, criminal and otherwise (e.g., Agnew 1994; Bohner et al. 1998; Copes
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2003; Burkey & Bensel 2015; Holt & Copes 2010). The lion’s share of this work examines how
individuals use neutralizations to assuage actual or anticipated guilt stemming from actions they
see as immoral or deviant and to thereby maintain positive self-identities (e.g., Benson 1985;
Byer et al., 1999; Fritsche 2002; Minor 1981, Stadler & Benson 2012). A smaller body of work
also highlights that individuals use neutralizations and other aligning actions, such as disclaimers
and accounts (see Hewitt & Stokes 1975; Scott & Lyman 1968), to alter the ways others view
them, or their social identities (e.g., Topalli 2005; Fritsche 2002; Jacobs & Copes 2015). For
example, this can be seen from scholars’ assessment of white-collar criminals (e.g., Chibnall and
Saunders, 1977) and military officers’ justifications in their sexual exploitation against women
(e.g., Copley, 2014). In doing so, they manipulate the ways interactants would otherwise treat
them (Sitkin & Bies, 1993).

Victims also use neutralizations to make sense of their victimization experiences (e.g.,
Agnew 1985). Through neutralizations, victims alter the ways they view their victimization and
their roles in these experiences (e.g., Ahmed et al. 2001; Maruna & Copes 2005). This facilitates
their abilities to maintain dignified self-identities and avoid shame and guilt (Agnew 1985). In
some cases, such neutralizations also alter how victims perceive the persons that have harmed
them and thereby facilitate victims’ continued involvement or relationships with these
victimizers (e.g., Ferraro & Johnson 1983; Weiss 2009; Higginson 1999).

Research on police interviewing has demonstrated that police officers also rely on
neutralizations when attempting to elicit confessions from suspects. In short, officers using the
Reid technique will introduce possible neutralizations for suspects’ actions while interviewing
them. Officers do so with the intent these suspects will then identify officers as likeminded

persons who also consider the introduced neutralization as an acceptable justification for the
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crimes, they are suspected of committing and, because of this, see their criminal actions as
justified (e.g., Copes et al. 2007; Leo 1996). Put differently, officers will “give” neutralizations
to interviewees in order to encourage them to take actions—here, confessing crimes—they
otherwise would not.

Scholars in interactional sociology also emphasized on the fact that when expectations
from an actor can be effectively transmitted through subtle, unconscious, sometimes nonverbal
processes to another interactant, such a communication process is likely to involve “altercasting”
— in other words, through labeling person into the role implied by the identity attribution
(Weinstein & Deutschberger 1963; Felson 1978; Board, 1976). During the process of
altercasting, one way the enforcers can use to control the directions of events is to offer accounts
to recipients, which can altercast certain favorable identities that ultimately facilitating the event
(Goffman, 1959; Blumstein et al. 1974; Scott and Lyman 1968). In doing so, by presenting the
story-like constructions of events, including plot, story and attributions (Harvey et al., 1990a;
Orbuch et al., 1993), enforcers can cause recipients to reconsider how they should view
themselves during the interaction and the lines of action they can take (Felson 1978).

Thus, extant research illustrates that victims use neutralizations to manage their identities
and that individuals may offer neutralizations to other interactants as a way to manipulate their
actions. What has yet to be examined is whether and how potential offenders may provide
neutralizations to potential victims as a means to manipulate their (victims) behavior such that it
facilitates their (victims) own victimization. In the present study, we address this lacuna in the
literature by examining the neutralizations a group of 87 active online romance fraudsters
incorporate into their interactions with a victim both before and after they are presented with

potential rewards. In doing so, we discuss how the prodding or nudging neutralizations help
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facilitate online romance fraud by altering the way potential victims see themselves, and thus the
actions they may take, when interacting with potential fraudsters.

Our study first contributes to understanding of how neutralizations can be used by
offenders as tools to facilitate their offending. Additionally, the observations of our study further
complement the current understanding of victims’ use of neutralizations under the influence of
offenders’ persuasive techniques in cyberspace. Finally, it adds to the understanding of the stages
of online romance fraud, specifically with respects to specify the inner-working process of

identity-altercast among victims during the grooming process.

Neutralizations and Accounts

Sykes and Matza (1957) posited the concept of neutralizations as a way to explain how
juvenile delinquents paradoxically violate norms, they hold yet seem to exhibit little or no guilt
afternoon. In short, they argue that delinquents assuage anticipated or actual guilt by using
neutralization techniques to maintain a strong bond with society and preserve their images as
law-binding citizens (Sykes & Matza, 1957; see also, Topalli, 2005). Through engaging in those
self-talks and justifications (Topalli, 2005), offenders attempt to “draft” in a mental state that
allows them to change their views of the act, the identities of victims and condemner, and
offenders’ own identities so that prevent them from feeling guilt.

The original neutralizations initially proposed five ways delinquents do to neutralize their
guilts. These techniques are (1) denial of responsibility, which is when the delinquent argues that
the cause of his or her behavior is the result of force beyond one’s control (2) the denial of
injury, which is the claim that denies the existence of injury (3) the denial of the victim, which
states as when the victim was the offender and deserved the punishment (4) condemnation of the

condemners, which states as the deviant behavior is justified because of the corrupted external
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environment (5) appeal to higher loyalties or the idea that crime has to be committed based on
one’s moral obligations to a party or associated necessities. As the theory has evolved,
researchers have conceptualized new forms of neutralizations techniques, including but not
limited to the metaphor of the ledger (Klockars, 1974), defense of necessity (Minor, 1981),
denial of the necessity of law (Coleman, 1994), denial of criminal intent (Benson, 19865),
justification by comparison (Cromwell & Thurman, 2003) and denial of humanity (Alvarez,
1997).

With neutralizations, offenders can strategically change their views when following
immoral actions. Sykes and Matz (1965) stated that delinquents maintain strong bonds with
society and want to be perceived as “good” (see also, Topalli, 2006). In other words, offenders’
use of neutralizations can account for their deviant behaviors to influence others who situate in
similar cultural contexts to see and treat these actions and offenders. For example, this can be
observed among corporate/white-collar offenders (e.g., Goldstraw-White, 2011; Gottschalk,
2017; Klenowski, 2012; Breeze, 2012). Despite the end, delinquents use neutralization to
interpret their criminal behaviors to minimize the possibility of contaminating their self-concepts
or social standings (e.g., Scott and Lyman, 1968). In the same token, Scott and Lyman (1968)
first introduced the concept of “accounts” that further, the application of neutralization in the
way that gains insight into “the human experience [in order to] arrive at... culturally embedded
normative explanations” (see also, Orbuch, 1997: 455). In brief, accounts can be understood
through impression management (Goffman, 1959), in which they are socially approved
vocabularies serving as explanatory mechanisms for deviant behaviors (Pogrebin et al., 2006).
Such a process of social construction involves offenders’ accounts to manage any societal stigma

against their actions and to align their actions with personal and cultural expectations of
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appropriate actions (see also, Klenowski et al., 2011). Accounts and neutralizations are similar
types of aligning actions to neutralize. The employment of accounts focuses more on persuading
others’ perceptions of the individuals’ deviant behaviors.

Research on neutralizations has moved far beyond the role of this technique in crime but
rather how, and to what end neutralizations are used by crime victims. In other word, victims
who have close relationships with abusers (i.e., gender-based violence) are observed to use
neutralizations to justify offenders' identity as criminals and protect themselves from
involvement in victimizations. The deployment of neutralizations generally represents preserving
victims' dignity and avoiding shame & fear, and other adverse reactions (e.g., Agnew, 1985;
Ahmed et al., 2001; Maruna & Copes, 2005). Specifically, Agnew (1985) argued that victims'
deployment of neutralizations and accounts are not motivated to neutralize the harmful nature of
their victimizations but rather to define their painful experiences as an "ambiguous reality" to
maintain their psychological health (see Eriksen and Pierce, 1968). For example, Ferraro and
Johnson (1983) extended Sykes and Matza's concepts (1957) by assigning interview responses
from a group of battered women into the following six categories: appeal to the salvation ethic,
denial of the victimizer, denial of injury, denial of victimization, denial of options, and appeal to
higher loyalties. In this study, female victims consistently expressed that the primary purpose is
to maintain relationships or marriages with abusers (Ferraro & Johnson, 1983). Further, Tomita
(2000) discussed how the neutralizations proposed by Sykes and Matz (1957) could similarly be
applied to elderly abuse victims who suffered from abusive relationships with someone closer to
them. Higginson (1999) likewise found among the interviews with teenage mothers who suffered
from statutory rape that this group of victims deployed several accounts in explaining or

rationalizing their victimizations (e.g., why they prefer to date older males). Last, Weiss (2009)
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found among a group of sexually assaulted victims that, they tend to use neutralizations to
negotiate offenders' identities as noncriminal and minimize the seriousness of the offense.
Commonly deployed techniques are denying offender responsibility, denying injury, and denying
themselves as victims. Weiss (2011) utilized 792 victim narratives and established a theoretical
framework for elucidating victims' non-reporting behaviors to the police. Specifically, this study
listed five main accounts used by victims to rationalize their non-reporting behaviors: denying
criminal intent, denying serious injury, denying victim innocence, and rejecting victim identity.
Weiss (2011) emphasized that victims' perception of their crime as reasons for non-reporting
tends to be overshadowed by the victim-offender close relationship and that preserving the
relationship and protecting offenders are more critical for victims than reporting to an authority.

Most importantly, law enforcement personnel also attempt to develop an interrogation
technique by offering justification or rationalizations to offenders in order to obtain confessions.
This technique is known as REID Technique of Interviewing and Interrogation, which uses
similar linguistic techniques that discover among offenders (Copes et al., 2007). Through
establishing initial trusts with offenders by asking non-threatening questions, the interrogators
who are taught this technique will gradually move to a stage where moral excuses are provided
to justify for offenders’ behaviors. These approaches can allow potential offenders to sense the
amount of sympathy from the interrogators thus having higher possibility of sharing the event
details with the interrogators and other officers (e.g., Senese, 2005; Copes et al., 2007). In
general, REID technique can demonstrate a unique way of using neutralizations in changing
offenders’ behaviors (Copes et al., 2007)

Based on this prior literature, the part that has not been explored and studied is whether

and how offenders committing interpersonal crimes in cyberspace may attempt to offer or give

113



neutralizations to victims in the hopes that they will “learn” them or take them on. In the present
study, we examine this lacuna by exploring the ways a group of online romance scammers may
do so to actively altercast victims’ identities and the situation into favorable ones that facilitate
the crime commission process. The observations from this study add to the current understanding
of offenders’ use of neutralizations and accounts during the commission of the crime. We also
make suggestions for how these altercasting strategies contribute to less “victim-blaming” in

interpersonal violent crimes despite their seemly “willingness” to “facilitate” the crime.

Altercasting

Interactional sociologists have observed multiple ways that actors attempt to control or
guide the behaviors of other participants (e.g., Stets and Burke, 1996; Fiske, 1993; Peeters et al.,
2005; Goffman, 1959). Drawn from Goffman (1959), Weinstein and Deutschberger (1963)
proposed the idea of “altercasting”, which is through “project an identity, to be assumed by
other(s) with whom one is in interaction and is congruent with one’s own goal” (p 454). In other
words, a successful altercasting event can involve an actor (typically the enforcer) “casting”
another into a particular identity, which is preferred or chosen by this individual (typically the
recipient) (McCall & Simmons, 1978; Weinstein & Deutschberger, 1963). Altercasting, deems
as a fundamental but critical component of the interactional relationship, exerts a form of control
on an interpersonal relationship by demonstrating how individuals can work on others’ self-
representation (see also, Guadalupe-Diaz and Anthony, 2017; Weinstein & Deutschberger,
1963). Demonstrated in empirical literature, altercasting can be positive (Bernstein, 2016; Spitzer
& Volk, 1971) and negative (Beckhouse et al., 1975; Beckman, 1985). For instance, using
positive altercasting can allow a “difficulty” patient to be persuaded to adopt the “good patient”

role and comply with nurse instructions (Spitzer and Volk, 1971). Such an approach can let those
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“difficult” patients feel good about themselves and thus are more likely to behave in a way that is
matched the imposed social role (Spitzer & Volk, 1971; Bernstein, 2016). In contrast, Beckman
(1985) found that negative altercasting can lead to a certain amount of resistance from
individuals to take on specific roles, specifically when it is congruent with the desired self-
identity. For example, when individuals saw themselves as leaders but were altercasted into the
follower identity, they were less likely to respond with leadership fashion (Beckhouse et al.,
1973).

As mentioned, interactants can deploy different accounts to altercast other’s identities
into the favorable ones that facilitate the events. Likewise, individuals can potentially frame and
construct their identities, roles, and responsibilities based on current issues, situations, and
feedback from others (Lokatt et al., 2019). This strategy, which is named “self-casting” or “ego-
casting” (Weinstein and Deutschberger, 1963), is similar to what Scott and Lyman (1968)
demonstrated when actors understand what acceptable social behaviors should be based on the
possessed culture and knowledge. “Self-casting” is initially used among health professions (e.g.,
Lokatt et al., 2019; Jarvinen & Kessing, 2021). For instance, healthcare professionals will
describe themselves as “must be professional and responsive” all the time when on duty because
that is the expectation from the patients, and they serve the “best interests of the patients”
(Jarvinen and Kessing, 2021). Moreover, nurses can view their identities as less essential and
dominant when they constantly receive negative accounts from physicians demonstrating how
incapable they are of taking responsibility (Lokatt et al., 2019). Similarly, delinquents, such as
drug dealers, can also self-cast their identities from criminals to “forgiving persons” who would
respond to their customers’ accounts by owing money and allowing more time for them to pay

for the drugs (Dickinson, 2017). In sum, self-cast can be seen as a way in which the leading actor
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casts himself/herself a particular identity based on the feedback (i.e., accounts) he/she received
from other individuals during the interactional process.

The above research demonstrates that accounts can be used to not only altercast other’
identities but also one’s own identity. What remains understudied is whether offenders,
specifically those operated in cyberspace, offer neutralizations and accounts to victims as a way
to altercast their identities into favorable facilitating their own victimizations. The outcomes of
our study fill this lacuna by exploring whether and how this happens among online romance

fraudsters and their victims.

Online Romance Scams

Online romance scams refer to instances where individuals—herein referred to as
“fraudsters”—financially defraud victims “through what the victim perceives to be a genuine
relationship™ (Cross et al., 2018: 2). It is distinct from fraud more generally in that the crime is
initiated and carried out via various online dating websites and other service providers (e.g.,
social media platforms) (Ross & Smith 2011 [in Kopp et al., 2015]; Whitty 2013b). The key
characteristic of online romance scams distinguishing it from other types of online fraud is that
those committing it use the illusion of romantic relationships to steal from victims (Cross et al.,
2018; Budd & Anderson 2011 [in Kopp et al., 2016]).

Whitty (2013b) argues online romance scams consists of several sequential stages (see
also Budd & Anderson 2011; Kopp et al. 2016; Cross et al., 2018). In the first two, individuals
seeking relationships somehow come into contact with fraudsters who then present themselves as
“ideal partners.” It is important to note that in these stages victims not only consider
themselves—or their self-identities—as potential romantic partners but may also be wary and

distrustful of those with whom they are interacting. After presenting themselves as ideal partners,
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fraudsters “groom” potential victims “until they are ready to give money” (Whitty 2013b: 678).
In the following stages, fraudsters persuade victims to send them money using a variety of
techniques. For instance, they may ask for small amounts of money to test victims’ willingness
to send it, or they may present false urgent crises (e.g., medical emergencies) and ask for large
sums of money (Whitty, 2013a & 2013b). Regardless of what strategy fraudsters use, its success
hinges on whether fraudsters have effectively groomed the victim (Cross et al., 2018).

The limited research on online romance scams suggests the grooming of its potential
victims is comprised of three interrelated processes. First, fraudsters attempt to shape the way
they are identified by potential victims such that are seen as potential romantic partners and not
as threats (Whitty 2013b). This can entail sharing false information about who they are, where
they live, and their interests (e.g., Koon & Young 2013; Whitty 2013a). For example, fraudsters
may pretend to serve in the military or to hold positions of authority (Cross and Holt 2021).
Second, they take steps to ensure potential victims view their interaction as a romantic
relationship and not as predatory in nature (Cross & Lee 2022; Whitty 2013b; Whitty 2013a). To
do so, they may declare love for the victim, contact them frequently, send photographs, and
make claims for hopes of a “committed, permanent relationship” (Carter 2021; Kopp et al. 2016;
Whitty 2013a). Finally, they groom the way potential victims identify themselves (Carter 2021).

For instance, the fraudster will groom the victim to believe that they are the ideal
romantic partner who is destined to meet with the fabricated figure made up by the fraudster
(Whitty and Buchanan, 2016; Whitty, 2018). Moreover, the victim may potentially view
themselves as the potential “supporter” who should obey the social norm and provide necessary
assistance to those in need (Wang and Topalli, 2022). For example, the fraudster may

simultaneously leverage social norm and use visceral emotional trigger to ask money from the
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victim under the pretense of “repaying them more” as soon as the crisis is resolved (see Whitty
2013b; Wang and Topalli, 2022). In sum, each play important roles in successful grooming, for
as previously noted the ways interactants identify others, identify the situation, and identify
themselves all shape the character of the interaction.

The scant research on the grooming process in online romance scams has focused
primarily on the first two processes. Some of this research, however, has helped elucidate how
fraudsters attempt to shape the identities of victims. To do so, fraudsters engage in different
social engineering techniques to attribute to a certain level of cognitive dissonance which lead
victims to ignore the red flags and choose to believe in those statements that are supposed to
exist in a consonant relationship, such as the contingent expressions of love (Cross, Dragiewicz
and Richard, 2018; Whitty, 2013b), norm activations (Whitty, 2013b). Lea and colleagues (2009)
additionally brought up the fact that fraudsters can also deploy the “altercasting” strategy to
groom their victims act from the complementary roles. In doing so, victims can fulfill certain
social responsibilities that are assigned to this role (Lea et al., 2009a). In intimate partner
violence (IPV) literature, Guadalupe-Diaz demonstrated that the abuser in IPV will try to cast the
victim (specifically among transgender populations) in another role that makes victims amenable
to control. The victim will typically go along with this role because they feel they need the
abuser in some way. By doing so, the abuser of IPV will further control victims’ behaviors and
thoughts (Guadalupe-Diaz, 2019; see also, Rogers, 2021).

Based on these prior studies, it should be noted that there are no studies in online
romance scams or cybercrime in general that have explored offenders’ use of altercasting onto
their victims. Criminologists have only recently started to explore offenders’ use of

neutralization techniques in digital piracy (Higgins et al., 2008; Moore & McMullan, 2009;
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Morris & Higgins, 2009; Marcum et al., 2011), in drug selling on the Dark-Web (Martins et al.,
2020) and in online romance scams (Offei et al., 2020; Barnor et al., 2020). However, questions
remain as to how and what neutralizations fraudsters would deploy when facing the non-
offenders’ victims and if these can subsequently be answered in the context of online romance
scams. Herein, in the present study, we add to this research by exploring this process among
active online romance scammers. More specifically, we explicate the grooming process in online
romance scams by exploring how fraudsters may use neutralizations as a means to altercast
victims into identities favorable for victimization. In doing so, we contribute to the overall
understanding of the grooming process, add additional substance to the understanding of
neutralizations and specifying the important role of neutralizations in grooming process among

online romance scammers.

Data and Method

The data informing the current study were collected from stop-scammers.com. This
website offers a platform where victims of romance scams report the individuals/fraudsters who
have defrauded them. These reports include fraudsters’ age, gender, email address, phone
number, social media information, and a brief description of each scam. It should be noted that
this website only includes information about these fraudsters who claimed themselves to be
female. As done by prior research using the same source (Wang et al., 2021), each report on this
website undergoes a vetting process requiring supportive documents before they can be publicly
available. For this research, I will only collect email addresses from fraudsters to establish online
connections with them. I developed a Python scraper to gather the email addresses of all

“female” fraudsters reported to this site in 2022. | selected 2022 because it was the most recent
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year of complete available data at the time of data collection. No demographic information will
be scraped during the process.

The initial scraping allows me to collect 607 unique email addresses. Of these initial
emails, 135 were sent to inactive email addresses, which reduced the final sample size to 472.
Following this, this study employed an experimental design wherein | randomly assigned 472 of
them into three groups, with group 1 (control group) having 145, group 2 (treatment 1) having
156, and group 3 (treatment 2) having 171. In early 2022, | sent email messages posing as
potential victims to the fraudsters in each group using an automated program developed in
Python.

After the fraudsters responded to the first non-threatening email, | began a series of
standardized email exchanges with them (see Table 25). The email messages are shown in table
1. Following email 1, wherein | introduced the potential victims to the fraudsters, | then began
sending probing questions that naturally elicited their neutralization techniques from them. Email
2 was intended to make fraudsters aware that victims possessed the money and allowed them to
imagine where they would use it if they had it. Email 3 is a follow-up to email 2, which aims to
reconfirm with fraudsters and obtain any responses concerning the rationales/reasons why their
neutralizations are justified. Following email 4, | subsequently sent the control group nothing,
treatment group 1 for $1, and treatment group 2 for $10. It should be noted that I chose such a
distinct amount to observe more differentiated responses in email 5. Last, in email 5 | again
raised the similar probing question as email 2 and expected to observe different behavioral
exhibitions.

After sending out all messages, | received 22 responses from group 1, 32 from group 2,

and 33 from group 3. Notably, these fraudsters corresponded with us from email 1 to email 5.
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Data were analyzed using NVivo as an organizational tool as | collected all responses. 1 first
explored the data for patterns within and across emails exchanged with the fraudsters. Then |
sorted similar statements and languages into general domains, which were then further classified
by separating them into more specific subdomains. The second author and I revisited our codes
for domain and subdomains based on fraudsters’ use of neutralizations, the content of these
neutralizations, their justifications, and the change in the use of neutralization. Throughout the
analysis, themes would be modified or discarded. The final results comprised the prominent

themes across all fraudsters, which will be reported in the following sections.

Table 25. Experiment Procedure

Group 1: Control group Group 2: 1-dollars Group 3: 10-dollars

Email 1 Hi love. This is Michael/Jessica. We have talked before. Do you remember me? How
are you?

Email 2 I’m so excited! My birthday is coming up and my parents just sent me a $250 gift card
on Cash App!!! I do not know how to spend it! If you have it, what would you use it
for?

Email 3 But | was thinking about spending it on buying new cookware, do you think what you

need is more important than mine?

That sounds fun. I’'m sending you the money as a gift card. Check your inbox now, and
confirmed if you get it

Email 4 Shortly after sending Shortly after sending Shortly after sending Message 4, |
&money Message 4, send Message 4, | sent 1 sent ten dollars.

nothing dollar.
Email 5 Hi, 1 think you should receive your money now! What will you or did you use this

money on? | am very curious.

The Initial Observations

The initial idea in this study is to observe if there are any response differences between

fraudsters in three groups after the delivery of potential reward. Intriguing enough, fraudsters
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across three groups exhibit the following three behaviors that disable the ability of observing any
differences. Firstly, specifically among fraudsters in group 2 and group 3, majority of them use
exactly the same strategies (neutralizations or altercasting strategy) to justify the need of more
rewards from the victim. Second, some fraudsters claimed that they did not receive any money
from us across three groups, however the money had indicated being received. Such a situation
hints to us that fraudsters may not want to further engage with us because the incentive is too
small. Thirdly, some fraudsters, especially those in group 3 disappeared after receiving the
money from us, which incapacitate us from further generating analysis assessing any differences
concerning responses. With these in mind, rather than abandon the experimental results or view
rewards as the one that can differentiate fraudsters’ use of neutralizations, we decided to view it
as the incentive that can entice fraudsters’ active engagement with the designed conversation. As
a result, we collected all responses fraudsters made to email 2 and 5 and used thematic approach
to generate a detailed analysis on their uses of neutralizations and accounts when prompting with

the potential rewards.
Finding

Our analysis of our email exchanges revealed that fraudsters engage both neutralizations
and altercasting strategy in the deception of victims. Results are presented below. Importantly,
the first two domains, vicarious necessity, and intimate relationship, are an intertwining of
neutralization and altercasting, meaning that fraudsters actively use neutralizations to impose a
rather subtly altercasting strategy in changing victims’ identities. The rest of three themes
(admitting of being religious and denial of powerless and the use of visceral triggers) are

straightforward altercasting strategy. They describe the processes in which fraudsters impose
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other favorable identities onto victims or altercast the situation into the rewarding ones to

facilitate the crime commission process.

Vicarious Necessity

Similar to the defense of necessity, fraudsters in our sample would also justify their
money-asking behaviors as necessary, however, in a way that altercates their intentions of
needing money from victims and make them think that sending money to fraudsters is reasonable
because victims are helping someone in urgent need. We name this "vicarious necessity, "
conceptually similar to the defense of necessity. The most common neutralization offered by the
fraudsters was that they framed themselves as urgently needing financial help and victims as
persons who could provide it. They did so in three keyways.

First, the fraudsters made comments indicating they would use money from victims to
pay off essential bills such as groceries, house rent, and utility bills. For example, Lauren's
response is representative of many others. "Huh, I have some bills to pay; if not, I will not get
anywhere to stay," she continues to add in the responses, "I will use it to pay my bills, | promise,
because | have to find some amount to pay for my bills hun!!". In this demonstration, we can see
that Lauren not only provided the reason for requesting money but also fabricated a critical
situation--"nowhere to stay" and used several emphasizing but intimate words — "promise" and
"hun!!". Such a way to construct the excuses can also be seen in Angela, who noted that her
"house rent" will be due very soon, and she still has "no money" to pay for it. Likewise, Alison
also stressed on the fact that the money she can obtain from the victim will certainly be used for
paying bills, specifically the rent. She stated so by stressing: “I wished to get more than 250$ to
add it to my bills so that my landlord will not push me out of the house, So hun | know you are

the only man of my life who can help me out of this pain so please help me ...?”
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Alternatively, others said they would use the money for emergent medication needs. For
example, Morgan ensured to the victim that if she got the money, she would use it for her own
medications because she was “not feeling well with my menses”. A similar statement is also used
by Morgan, who claimed that "well, that is some of my meds, | do not have enough money to
pay for it, and I am very sick now... you could tell I need this to survive... you should know that
$100 bucks can safe [save] a life down here when I get my meds”.

A third way the fraudsters appealed to the necessity was by using excuses of preserving
their (i.e., offenders) mental and emotional well-being. The fraudsters made comments indicating
the help they needed from victims would potentially ameliorate their emotional and mental
health. For example, Jonna claimed that she would use the money to "update the PC" because "it
is worrying™ her for a long time. Annabelle wrote similarly, stating she was looking forward to
using the money to "hold a big party" because she had not enjoyed herself for a long time due to
the pandemic and was getting "depressed”. A few offenders even stated their depressed or
unpleasant mental status if cannot meet with victims and start a new life with them.

In other circumstances, fraudsters also demonstrated that they would use the money to
survive in dire situations. Nancy, for example, described herself as a refugee placing in United
Nations camp in Senegal and need the financial assistance from the victims in order to “leave
this place and regain the normal life out of this camp”. She also showed her extreme sincere
meeting and starting a new life with the victim once the victim “accept her background and
herself”. Similarly, for the purpose of leaving a dangerous country, Yulia expressed her fear for
the bombs in Ukraine and excused to the victim that she cannot wait to leave this country and

“life is more important”.
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Last, for others, the deployment of vicarious necessity is also used by fraudsters to help
or benefit their (offenders) family members. For example, Maris stated, “please i really need you
to help me and my daughter.” Daniella said, "get my granny some health stuff. She is in bad
condition”. Other fraudsters in the sample seek to use other less frequently used excuses, such as
using the money for kids to celebrate birthdays. Ann, for example, stated, "I will give it to my
girls for her for (my) birthday gifts.”

By incorporating different urgency cues, personal emotions, and legitimate figures of a
family member, fraudsters further enhanced the effects of the "vicarious necessity" strategy on
the victim. Specifically, fraudsters are intended to manipulate victims' morality to think that the
money requests are the unavoidable level of help needed to avoid dire consequences (e.g., having
no place to stay and worsened health conditions). Moreover, by deploying the vicarious necessity
techniques, fraudsters intend to cast victims into a "caregiver" role and make them think that they
are the only person who can help the fraudsters. Caregivers are frequently viewed as necessary in
assisting another person's social or health needs (Sabo and Chin, 2021). Thus, casting such an
essential identity can cognitively reshape victims' perspective about their roles in this "romantic”
relationship, which can potentially enhance the amount of responsibilities victim sense that they
are obligated to. Casting such an identity onto victims can also, on the other hand, facilitate
fraudsters' money-asking behaviors under the rationale that caregivers are responsible for their
physical and emotional health. As a result, this alter-casting can cognitively normalize victims'
impressions by making them think they are helping someone stuck in financially and emotionally
devasted circumstances. This way, victims would be amendable to do things fraudsters want. At
the same time, fraudsters can bolster their credibility in potential victims' eyes while reducing

victims' motivations to process scam content objectively.
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Previously, Minor (1981) identified the defense of necessity as a technique that offenders
frequently used to reduce the feeling of guilty by referring to an illegal action as necessary. For
example, white-collar criminals claim that illegal businesses are established to meet the
competitive business climate (Chibnall & Saunders, 1977). Moreover, the defense of necessity is
also deployed frequently among military officers who would justify their actions for sexually
exploiting women as necessary to prevent men from inadvertently breaking the law due to the
lack of such facilities (Copley, 2014). In our study, fraudsters' deployment of vicarious necessity
is conceptually similar to what Minor (1981) proposed, as offenders both use the excuse of
necessity to justify the crime. However, the difference still prevails for the specific approach.
That said, instead of using necessity as an excuse to rationalize the consequence of behavior after
the commission of the crime, the fraudsters in our sample take advantage of using urgent
personal crisis, personal emotion, and family members to actively altercast victim's original
identity into the identity of a "caregiver". The purpose is to engage victims into rationalizing that
giving money to the fraudster can be justified because firstly serious consequences (i.e., break-up
or issue with surviving) may result if not offered help during the conversation, and secondly, the
"partner"” is reliable and trustworthy. In sum, Minor's necessity strategy emphasizes engaging
necessity excuses, usually after the commission of the crime. In contrast, our observations of
necessity stress more on how fraudsters attempt to appeal to necessity influences on altercasting

victims' identity and make them neutralize sending money to the "partner."

Intimate Relationship
A second way that is used by fraudsters in the sample is to use the intimate relationship to
neutralize victims’ reluctance to depart with their money. To do so, the fraudsters would firstly

allude to the existing relationship or the potential bright future they have with the victim. For
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example, Nancy said, “I cannot wait to spend life with you together after I get out from this
camp. I can image our beautiful life together”. Similarly, Mimi said wrote, “you are the person |
will spend the rest of my life with...I am very very happy to have you as my darling husband.”
Alicia also expressed her emotion in a similar way, “I promise to love you more and more with
every passing day and be there by your side till my last breath...i'm convinced that the future has
a special place for us.” Other fraudsters also use indirect approach to address the intimate
relationship, such as the use of pet names (i.e., “hun”, “baby” and “sweetheart”).

A number of the fraudsters rationalize their money-asking behaviors by promising to use
the money on something good (i.e., gifts) that can be beneficial to the victim, for example,
buying a present. Specifically, Ella stated that "she™ would use the money to "hook up™ with the
victim, and the rest would be returned to the victim. Similarly, Lucy also mentioned that the
money would be used to celebrate the victim's birthday, and the rest would be used to enhance
their relationship ("will be spent on talking to you"). Others tend to be more pronounced,
emphasizing that they would use the money to buy "presents” (Rachael and Lilly) for victims.

Moreover, fraudsters also allude to their intimate relationship with offenders by asking
for monetary assistance from victims to support them (i.e., offenders) to travel internationally to
visit victims. For example, Catrina and Joy said they would use the money to "buy a flight™ and
visit the victim. In particular, Natalie asked the victim to send her money to get an "international
passport” to enable her to first "transfer all her money™ to the victim's account and second "allow
her to come over to" the victim's country. In such instances, it could be possible that the
fraudsters realized that simply using recreational excuses (i.e., taking flights) is not very
convincing; however, such an excuse will likely result in more money from the victims. As a

result, they add emotional cues on top of recreational excuses to justify why they need this large
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amount of money from victims. During the persuasion, a few offenders even stated their
depressed or unpleasant mental status if they could not meet with victims and start a new life
with them.

Last, the fraudsters also neutralize the reluctance from the victim by altercasting their
identities into favorable ones that facilitate the money-asking behavior. Olga, for example,
described a small thing happened during the time she was in Orphanage however left her
unforgettable memory. She had a really “good relationship with the teacher of [her] group in
kindergarten” and became friend with her daughter, Irina. During that period of time, Olga
demonstrated herself being “very lonely” especially in holiday, however her friend Irina
“brought the doll she received for Christmas to her (Olga)”, She described the doll as “the most
valuable gift | have had in my entire life” because this act of her showed Olga “if I really love
someone, then | should be ready to give him the most valuable thing | have! Because there is
nothing more valuable than giving joy to a loved one!” Likewise, Maris also engages in active
altercasting behavior by altercast the identity of the victim into a trustworthy and reliable one.
She did so by expressing that,

| don't have any experiences in business, am a military woman, you are the one to direct

me in any business that can benefit us in future, So anyone you chose that can benefit us

very well, then we can go through it, okay.
By hinting at the fact that they will start a new life with someone that is trustworthy to help her
in difficult situations, both Maris and Olga subtly allude to the fact that if the victim wants to
have an intimate relationship, then it is normal that the victim should help or give the fraudsters

things that can help in dire environments. This also demonstrates a third way the fraudsters
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suggested the victim neutralize sending them money: by reshaping their understanding of their
degree of control over the direction of the interaction.

Intriguing enough, our sample of fraudsters allude to the intimate relationship as attempts
to altercast victims' identities into a "romantic partner.” Typically, under such a persuasive
attack, vulnerable victims fantasize about having a beautiful life with this fabricated figure and
deem that they are responsible for financially supporting the fraudster (either buying gifts or
traveling to visit). In such a way, fraudsters reconstruct victims' thoughts that the money they
gave to the fraudsters will ultimately benefit themselves (i.e., victims receiving gifts from
offenders). Therefore, to facilitate the meet-up process, victims will ultimately send the asked
amounts to offenders. Indeed, it is unknown whether fraudsters would use the money to buy
presents for the victim; nevertheless, they attempted to use this strategy to enhance further the
impression that there is nothing to lose during such a process. Victims can certainly get what
they want from fraudsters which is a secured romantic relationship. Such an approach can further
enhance their relationships with the victims and shade their true intentions of defrauding
additional money.

Previous literature on online romance scams has identified that fraudsters would appeal to
intimate relationships to win victims' trust and their "euphoric feeling of love." It lays a solid
ground for obtaining the ultimate purpose of using these emotions to exploit victims financially.
Moreover, Whitty (2013) also pointed out that fraudsters would appeal to the intimate
relationship when they sense rejections from victims to send money. There was often the threat
of withdrawing the intimate relationship if the victims did not pay what the offenders asked
(Whitty, 2013a). Based on these prior observations, our findings denote that fraudster may

altercast victims' identities from "being harmed" to "being benefited" through this relationship,
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for example, by asking money from victims under the pretense of buying gifts for them to
celebrate the birthday. Such a way of manipulation is very similar to the one used in domestic
violence. Offenders would appeal to the intimate relationship by shielding their ultimate purpose
of engaging in emotional exploitations without victims' realizations. Some domestic violence
victims may even deny being harmed in a relationship and justify that there is no actual violence
involved and all their partners want to do is to protect the 'relationship.’

Unlike the deployment of vicarious necessity, fraudsters using intimate relationships seek
excuses rather closely associated with the victims themselves and this relationship. In contrast,
the engagement of vicarious necessity appeals more so to fraudsters' own physical and health
conditions. Moreover, the alercasted identities are also different. Using vicarious necessity
appeals to victims' potential "caregiver" roles; however, the employment of intimate

relationships rather altercast victims' identities into “romantic partner™ roles.

The use of straightforward altercasting strategy

As fraudsters deploy neutralizations to subtly altercast victims’ identities in previous two
themes, they are also observed to use straightforward altercasting strategy to altercast victims’
identities from the swindled one to different other types that may facilitate victims’ own
victimizations. The first type of the altercasted identity is being religious. The second type is
being powerful and dominant in the conversation. In addition, these observations also lead to
another finding in which fraudsters engage in the process of altercasting in changing the situation
from deceptive to the one containing potential reward that ultimately attract victims to fall into

different baits.

Admitting of Religious. The first keyway the fraudsters suggested to the victim was

through using linguistic cues to altercast victims’ identities into being religious. Specifically,
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they found to use religious cues in their conversation with victims to either wish “him” (the
victim) for the upcoming “birthday” or promise to come to visit “him” (the victim). For example,
following the correspondence in the first email, Lucy, for example, wished the victim by saying
"God will guide you and give you long life." Although "she" did not explicitly ask for money in
this sentence, however later in this email, she continued to say that "card if | have one, | will use
it to wish you....and the rest I will use it to be chatting with you on till it got finished my love".
Likewise, Nancy also referred to the "sake of Allah™ when she asked for monetary assistance
from the victim and promised under the name of "Allah™ that she would come over to the
victim's country after using the money to obtain the passport. Fraudsters like Mimi would also
engage in religious cues by referring to the fact that it is “the god” that allows them as destined

couple meeting in online chat room. She did so by stating,

Regardless of the situation, thank and worship the Almighty God for giving us the grace
to see the light of today and the opportunity to know each other. As for me, I'm safe,
thank you for the compliment you gave me, my spirit still says that you are the person i
will spend the rest of my life with, or a good friend forever.
Using religious cues to altercast victims’ identities into being religious (even if they do not have
one) is a subtle form of ‘emotional/moral blackmail’. In other word, fraudsters intend to compel
victims to act in certain way (i.e., help others despite reasons) just like those who are committed
religious personnel. As the result, when victims position themselves into this kind of identity,
victims will find it more appropriate to justify their behaviors to help and trust others—
specifically those offenders who demonstrated a “long history” of belief in this religion/belief.
The elements of religion and faith can help develop a sense of trust and a feeling of

responsibility among the victim/recipient.
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Multiple previous studies have revealed that the use of religious cues or symbols can be a
powerful marketing strategy in businesses (Mottner, 2007; Rinallo et al., 2019; Shah et al.,
2019). Importantly, Abu-Alhaija and colleagues (2018) found the significant impact of using
religion on product packaging in shaping customers’ positive views towards the products and
increased their intentions to purchase products. In online romance scams literature, for example,
Kopp and colleagues (2021) pointed out that fraudsters are frequently observed to appeal to
religious sensibility to develop emotional appeal among swindled victims. Advancing these
previous observations, our findings further revealed the mechanism of fraudsters’ use of
religious cues among victims, that is to enhance the level of trustworthiness and responsibilities
of victims through altercasting their identities into religious ones. Through this approach, victims
would sense more obligations in helping and trusting others especially for their partners, thus
they justify their money-giving behaviors as a way to fulfill their ideal images that fraudsters
frame them in.

Denial of Powerlessness. Fraudsters in our sample are also observed to use two different
approaches to enable victims’ decisive power to decide the usage of the money. The first one can
be summarized as letting victims to decide the place to spend the money. For example, Lena
writes “if you have this money, go get yourself some good clothes and take yourself out for fun
okay mumu, but it is up to you”. Or Jessica said, “I do not know is your money then you have
choice to spend your own thing”. Alicia followed the trend, stating, “It’s your choice to decide.”

Petty was equally succinct, stating, “it is up to you.”

Others is more subtle in letting the victim to know it is his choice to whether send money
to the fraudster. In these scenarios, some fraudsters attempt to put themselves on their feet while

also touch on the fact that they wish victims can share the money with them if victims really

132



want to do it. For example, Carrie states that “if you want to share, I am fine with it”. Sarah was
also one of these. "Yes, do you want to spend it with me?" She wrote, "'l would be very happy if
you do.” Caroline was more straightforward, however, still using an inquisitory but imperative
tone, "Do you want to give the money to me now? | will be happy if you do” Among them, it can
be observed that fraudsters frequently used the word “want to”, “could” and “if”. The use of
these words can unconsciously allow victims to neutralize that whether sending money to the

fraudster is more of his own will.

Instead of simply justifying their behaviors by denying the victims’ existences, fraudsters
in our sample strategically advance their techniques by giving victims the decisive powers to
decide where they want to spend the money. Specifically, the deployment of such a technique is
observed to use frequently among fraudsters after the victim inquiry how they will use the
Amazon money if they have it. We speculated that such an approach could help fraudsters in
altercasting victims’ identity from the “swindled one” to the “controlled one”, with the ultimate
aim to deny the swindling events to lower down the victims’ guardians, leading to the final
financial exploitations.

Majority previous ORF and non-ORF literature have pointed out that offenders would
actively exploit victims’ different types of vulnerabilities for the purpose of gaining dominant
control over the course of criminal incidents, for example child sex trafficking (e.g., Sigmon,
2008; Reid and Jones, 2011; Winters et al., 2022), domestic violence (e.g., Stark, 2012; Duron et
al., 2021) and online romance scams (e.g., Rege, 2009; Whitty, 2013a & 2013b; Whitty, 2018;
Wang and Topalli, 2022). In contrast to these prior observations, a study conducted by Wang and
Zhou (2022) revealed that Chinese fraudsters would temporarily step down from the dominant

side and offer victims certain amount of controls over the potential “investment” opportunity by
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providing free initial investment fund or technical assistances/resources. In furtherance of prior
observations, the finding in current study additionally divulged that fraudsters would also use
linguistic cues along with emotional components to deceive victims that they have control over
the money through altercasting their identities from the submissive to the dominant one. By
doing this, fraudsters intend to deceive victims in the way that denying the swindling,
minimizing the suspicions, shifting victims’ attentions to the established “romantic” relationship

(or the wonderful future) and the trusted personality of the non-existed “partner”.

The Use of Visceral Triggers

The last finding from our observations indicates that fraudsters are actively engage in
different kind of visceral triggers with the purpose of getting rewarded. Previous sections have
identified four main altercasting strategies that fraudsters engage in changing victims’ identities
into the favorable ones that facilitate their own victimizations. These fabricated identities would
include: 1). caregivers, 2). intimate partner, 3) the powerful being, 4) the religious being. It
should be noted that the deployment of visceral triggers is conceptually different from these four
altercasting strategies. For example, fraudsters’ engagement in vicarious necessity is to
neutralize victims’ potential misgivings or suspicions by altercasting them into roles as
caregivers; and the use of intimate relationships is to neutralize victims' misgivings by
altercasting them into roles as intimate partners. In contrast, the employment of visceral triggers
is to neutralize victims’ misgivings by redefining the situation into the favorable one in which
they (e.g., victims) will potentially be rewarded with either tangible or nontangible benefits. As
offered in Office of Fair Trading (2009) research, the use of visceral triggers or appeals can
involve with eliciting basic human needs such as money, sympathy, love, pain and sorrow. In

this section, we have identified three different visceral triggers that are actively deployed by
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fraudsters, which are sympathy, money and love, with the goal of creating delusions of getting
rewarded among victims (Lea et al., 2009Db).

The involvement of sympathy trigger typically concerns with the deployment of vicarious
necessity. Fraudsters would oftentimes use the excuses of helping with paying off essential bills,
preserving mental & emotional well-beings and assisting family members. These excuses
oftentimes were used in couple with emotional or romantic connotations, such as different pet
names “hun” or “sweetheart”. For example, Lauren said “Huh, I have some bills to pay; if not, |
will not get anywhere to stay”. Or Jonna stated she would use the money to “update her PC” and
it will worry her if “it is not fixed”. Or Daniella rushed that, "get my granny some health stuff.
She is in bad condition, please sweetheart". By using urgency cues that are pertinent to the well-
being of the “partner” and “her” family members, fraudsters seek to engage victims into
sympathizing with “her” (the offender) impoverished circumstances and the situations faced by
the family members which need immediate financial assistances. The coupled emotional
connotations can frequently make victims to think that if they offer financial assistances to their
“partners” online, then it is highly likely that “she” (the offender) will say express more love to
them and the romantic relationship can be established or further enhanced. As a result, victims
can potentially be “motivated” to give out money to the fraudster under the rational that they can
be rewarded with enhanced romantic relationship with higher possibility of meeting up with the
“partner” in the near future.

Other fraudsters in the sample seek to use actual monetary driven visceral triggers by
directly promising the victim that they will be rewarded financially if they are willing to make
the initial investment. For example, Millan affirmed to the victim that she would use the money

to "open a supermarket and profit in 3-5 years". Millan assured that she would "share some of it
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(profit)" with the victim. Intriguing enough, this fraudster uses reward-oriented visceral triggers
to convince and assure victims that they will get their initial capital back if they are willing to
make the investment upfront. This visceral trigger is the way that the fraudster used to altercast
victims by allowing them to see themselves as persons who might get something that is actually
tangible from this relationship. Such an observation is consistent with what Lea and colleagues
(2009Db) described as the importance of "visceral triggers™ as an essential technique to persuade
victims to respond to scams, as these direct them to focus on the positive outcomes of engaging
in specific actions.

Last, some of the fraudsters also appeal to emotional(love)-related visceral triggers by
hinting at the intimate relationship to push victims into identities where they think they are going
to get either gift, money or a meet-up with the fraudster in the near future. For example, Lucy
demonstrated that she would use the money that the victim sent to her to “buy birthday gift and
ship it” to the victim’s house. Natalie, who also asked the victim to send money to her under the
pretense that she will use the money to “get an international passport”, then use the obtained
“passport” to transfer all her money to the bank account of the “victim” before travelling to see
the “victim”. Different from the use of vicarious necessity, the appeal to the intimate relationship
appears to be more direct and contextualized in engaging victims’ expectations towards the
potential gifts, the meet-up and the money from the fraudster. By casting victims into a
“romantic partner” identity, the fraudster’s use of emotional-related visceral triggers can easily
facilitate victims in sending money to the fraudster through neutralizing their misgivings as they
(victims) can ultimately obtain benefits/rewards from the “partner” either tangible or intangible

or hoth.
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Discussion

This article aimed to explore the role of offenders’ neutralizations plays in how victims’
rationalizations construct their views towards the scamming incident and how such a process
may facilitate the victimization process. Through neutralizations, instead of directly asking for
money from the victim, online romance scammers advance their techniques by attempting to
altercast victims’ identities from the ones containing harmful components (i.e., being swindled)
to those favorable ones that accelerate the swindling process. Specifically, casting victims into
those identities can potentially “assist” in formulating rationales for sending money to fraudsters
and neutralizing the misgivings concerning any deceptive cues that fraudsters pose. In doing so,
online romance scammers are observed to frequently appeal to vicarious necessity (i.e., pay off
bills, maintain emotional & mental health and help with family members) to fabricate sympathy-
generating situations that require immediate assistance from victims (i.e., “the caregivers) or dire
consequences will be resulted. Fraudsters’ neutralization deployment also involves fabricating
excuses under the pretenses of alluding to an intimate relationship. By asking for money to
enhance the relationship (i.e., asking to buy gifts for victims or travel to see victims), fraudsters
create an illusion that engages victims to justify delivering money to fraudsters as a means to
maintain their long-term relationships. Fraudsters are also observed to use straightforward
altercasting strategies by impose favorable identities, in this case being religious and dominant
onto victims. Casting those new identities to victims can unconsciously compel victims to act in
a certain way that falls within fraudsters’ expectations. The last altercasting strategy observed in
this study is when fraudsters manipulate different visceral triggers (i.e., sympathy, money, and
love) is to altercast the situation into the advantageous one that signals to the victim the potential

rewarding opportunities.
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These findings are essential first because they added to the understanding of the
grooming process more generally by specifying how neutralizations can be offered to victims to
altercast them into favorable identities. Ward (1995) argued that offenders’ use of grooming
techniques could be referred to as cognitive deconstruction, which involves processing at a
lower, more concrete level, i.e., muscular movements and rewards of behavior, rather than social
action. Resultantly, the individual has much more focus on feelings of pleasure and less
awareness of the consequences of his/her behaviors (e.g., Ward, 1995; Whitty, 2013a & 2013b).
Hence, it is critical to study how offenders create and maintain these grooming
techniques/processes, what are these specific grooming techniques say about how they wish to be
viewed by their victims, and how these techniques can influence victims’ responses/behaviors.
Previous literature has identified that sex offenders would use different grooming techniques to
make their victims see themselves or the events in a different/positive way which “facilitates” the
process of victimization. (See Ward et al., 1995). Some common techniques that have been
identified are the use of bribes (gifts) (Campbell, 2009; Joleby et al., 2021), the use of
friendship/romantic relationships (O’Connell, 2003; Whittle et al., 2015), the use of self-
promotion and the use of intimidating adult figures (e.g., Bennell et al., 2001; Shakeshaft, 2003
& 2004; Campbell, 2009). The results of our analysis, drawing from extant grooming literature,
builds on the finding of previous research suggesting that offenders in online space deploy more
linguistic-driven grooming technique, referring to the neutralizations by highlighting the fact
that, among those online romance scamsters, the use of neutralization is the key mechanism that
can shape how victims view positively towards the scamming incident thus facilitate the

victimization process.
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The findings from the present study join those from previous research in suggesting that
the dynamic representations of fraudsters' grooming techniques (see, e.g., Whitty, 2013; Kloess
et al., 2014; Heffernan & Ward, 2015; Fortin et al., 2018). Here we add to this line of research by
demonstrating that the characterizations of offenders' grooming techniques can also be
represented through strategically altercasting victims' identities into favorable ones that facilitate
the exploitation process. These "favorable™ identities can cast victims into a specific position
where they are "expected" to act in specific ways to fulfill the ideal images of these figures. For
example, using vicarious necessity cues can altercast victims into the figure of "caregivers,"
which they (victims) felt responsible for providing financial assistance to satisfy offenders'’
immediate needs. In addition, these findings added to those from previous research by arguing
that neutralizations used by offenders can additionally play a key role in enforcing the visceral

triggers in altercasting situation into the one that benefits the victim tangibly or intangibly.

The results of our analysis also have implications for understanding how our observations
add to neutralization theory by illustrating offenders’ use neutralizations to facilitate their crimes.
Numerous scholars have argued how neutralizations are used by offenders committing both
crimes in physical and online space, for example, shoplifters (Cromwell & Thurman, 2003),
auto-thieves (Copes, 2003), honor crimes (van Baak et al., 2018), serial murder (James &
Gossett, 2018) and digital piracy (Marcum et al., 2011; Morris & Higgins, 2009). In addition to
these previous findings indicating that offenders use neutralizations to justify their criminal
behaviors after the crime, we advance this literature by demonstrating that offenders (i.e.,
fraudsters) also attempt to use neutralizations to altercast victims’ identities during the swindling

process. In addition, our finding suggests a second way that fraudsters use neutralizations—to
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deploy it with visceral triggers, which deceive victims about the potential rewarded opportunities

if they send money to assist fraudsters upfront.

Specifically, these deployed neutralizations (e.g., vicarious necessity, intimate
relationship) reduced victims’ perceptions of threats/deceptions posed by fraudsters by subtly or
straightforward altercasting their identities into “caregivers,” “lovers,” “dominant one,” and
“religious ones.” Specifically, concerning for the altercasting the victim identity into the
“dominant one”, Prior research has demonstrated that online romance scammers and offenders
committing other types of interpersonal crimes take measures to gain a dominant role in the
interaction, for example among child sex trafficking (e.g., Sigmon, 2008; Reid and Jones, 2011,
Winters et al., 2022), domestic violence (e.g., Stark, 2012; Duron et al., 2021) and online
romance scams (e.g., Rege, 2009; Whitty, 2013; Whitty, 2018; Wang and Topalli, 2022). In
contrast to these prior observations, a study conducted by Wang and Zhou (2022) revealed that
Chinese fraudsters would temporarily step down from the dominant side and offer victims
certain amount of controls over the potential “investment” opportunity by providing free initial
investment fund or technical assistances/resources. In furtherance of prior observations, the
finding in current study additionally divulged that fraudsters would also use linguistic cues along
with emotional components to deceive victims that they have control over the money through
altercasting their identities from the deceived role to the dominant role. In this way, fraudsters
attempt to mobilize victims’ agencies to boost their confidences in trusting these fabricated
figures and this “romantic” relationship. Such a strategy is to foreshadow the later financial

exploitation.

In sum, these altercasted identities similarly “assisted” victims in neutralizing/justifying

their misgivings by unconsciously accepting certain expectations projected from these identities.
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By reducing the number of suspicions and deceptions involved with the fraudulent conversation,
the fraudsters position themselves as persons (i.e., an impoverished figure or a partner) who need
certain assistance from the victims in order to allow them to continue this relationship and meet
up in the future, or persons who are trustworthy and have no intention to deceive victims (i.e., a
submissive or religious figure). In doing so, the fraudsters took control of the swindling process
by taking an active role in altering their roles during the conversation from the fraudsters to
someone worthy to be trusted and assisted. And such behavioral alterations, in return, influenced
fraudsters’ use of different visceral triggers in making victims believe that sending money to
them in advance can exchange for larger rewards in either tangible (i.e., monetary reward) or

nontangible form (i.e., enhanced romantic relationship or meet-up).

Previous research on online romance scams proposed that this type of crime consists of
several sequential stages (Whitty, 2013; Whitty, 2013a). The initial stage focuses on the initial
baiting victims, followed by grooming victims with intimacy. In these two stages, fraudsters
attempt to increase the interactions and enhance the trusted relationship with victims to present
themselves as the “ideal partner” (Whitty, 2013a& 2013b). Subsequently, fraudsters would
exploit the number of trusts established in the previous two stages and use pretenses to swindle
money from victims’ pockets (see also Cross et al., 2018). Several previous research has
explicitly analyzed the grooming process in online romance scams, as this technique is an
essential component that allows fraudsters to shape their identities from threats to “ideal
partners” (Cross & Holt, 2021; Koon & Young, 2013; Whitty, 2015), allow victims to view the
whole interactions as romantic rather than threats (Cross & Lee, 2022; Whitty, 2013b; Whitty,
2015), and change the way the victim identity themselves (Wang and Dickinson, preprint). Such

a grooming technique is similarly abused by offenders committing sexual offenses and domestic
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violence crimes (e.g., Ward et al., 1997; Ward, 2000; Hazama & Katsuta, 2019; Cross et al.,
2018). Nevertheless, there is still a lack of knowledge on how offenders use grooming
techniques, specifically how they use neutralizations to altercast or groom their victims into

favorable identities that are amenable to sending them money.

The findings from the present study join that previous research in suggesting that
fraudsters’ use of neutralizations plays a vital role in developing the grooming technique in the
way that altercasts victims’ identities and situations. Here we add to this research by
demonstrating that fraudsters in cyberspace also actively groom victims in a way that replaces
the initial identities that were prone to be victimized to the identities that can be benefited from
this relationship. Hudson (2005) previously pointed out that victims of sex offenses can go
through stages of cognitive distortion and deviant sexual fantasies to support the overall abuse
planning to groom both victims and the environments (see also Whitty, 2013a). Similar to this
group of victims that are sexually abused in the physical world, romance offenders operated in
cyberspace are also deploying a similar technique in using different neutralized excuses to lure
victims into a certain type of cognitive distortion making them think that they are the identities,
that fraudsters altercast them in. Similarly, altercasting victims’ identities into favorable ones can
facilitate the formation of cognitive dissonance by allowing victims to extract certain beliefs and
opinions from the new identity to reach consonance or forget the uncomfortable aspects. For
example, when the identity of a “romantic partner” is casted, victims are more likely to envision
themselves as someone who should be responsible and help resolve their partners’ hardships
rather than questioning or doubting them. Under such a circumstance, victims tend to persuade

themselves to ignore the red flags and deploy different excuses to send money to fraudsters.
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Limitations

Although the results reveal essential factors in how fraudsters implement their
neutralizations and accounts, the current study should also consider pointing out limitations in
this work that should be the focus of future research. First, the current sample consists of only
female fraudsters but no male fraudsters. Therefore, the generalizability of the observations is
still being determined. In the initial stage, the researcher sent messages to male and female
fraudsters; however, the response rate could have been higher (approximately only 6% of male
fraudsters chose to converse with the researcher throughout these five emails). The researcher
speculated that male fraudsters could be more suspicious and cautious than female fraudsters.
Due to such a circumstance, the researchers decided to exclude male fraudsters from the sample.
No meaningful results can be generated if the response rate for males and females is largely
contrasted. Future similar experimental research should address such an aspect. Potential
approaches could be giving male fraudsters additional time to respond or using different probes
to get an increased rate of responses from them (i.e., sending out messages using another tone or
attaching a fictional female image with the message). In addition, future research should also
observe responses from those fraudsters running other types of romance scams (e.g., crypto-
romance scams) or those operating on different websites or apps. Other types of romance
scammers may employ different strategies to manipulate victims or use different neutralization

or accounts differently.

Second, the validity of current findings may be contaminated if the romance scammers
the researcher contacted viewed the correspondence as suspicious or unusual and, as a result, did
not respond as they typically would in a typical fraudulent conversation or respond with

unauthentic answers. It could be possible that some fraudsters may realize that the researcher is
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not the actual victim but instead can be those affiliated with research groups or law enforcement
agencies. As a result, some of them may play with us by intentionally giving us incorrect
responses, which may lead to the impossibility of observing natural responses from fraudsters.
Future studies can design the probing questions logically and naturally to minimize suspicions.
Moreover, researchers can explore the type of websites or applications that have higher chances
of encountering fraudsters. Researchers can then create a fictional profile and wait for the

fraudsters to initiate conversations with them.

Nevertheless, despite these limitations, this current study further attempts to specify the
neutralizations and accounts used by the fraudsters in the sample. Moreover, this study also
reveals that using neutralizations and altercasting serves to impose favorable identities on
victims, ultimately facilitating the perpetration of the scam. In doing so, it contributes to
understanding romance scams, the grooming techniques used by fraudsters, and the application
of neutralization theories to cybercrime. The following section will discuss the main policy

implication that can be seen from current research outcomes.

Policy Implications

Previous studies have demonstrated a pervasive victim-blaming discourse among victims
of fraud (Cross, 2015; Cross, 2016 & 2018), specifically among those experienced online
romance scams (Sorrell and Whitty, 2019; Cross, 2015). The sufferers are constantly described
to be “greedy”, “lonely or have nothing to do in their lives” or simply being questioned “how
could you so stupid”, “how you could give money to someone you never met”. These individuals
typically throw out those narrations under the stance that “I would never fall into these scams,

and it would never happen to me”. Such a victim-blame discourse is specifically common among

elder online romance scams victims (Cross, 2016; Sorrell and Whitty, 2019). As the result of
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those blames, victims of online romance scams are found to have harder times recovering
psychologically from the scam (i.e., have difficult time in trusting others or continuing a normal
relationship). In some extreme cases, victims would live under amounted stress leading to the

potential suicidal behaviors (Sorrell and Whitty, 2019).

Prior empirical research conducted by Sorrell and Whitty (2019) has pointed out the
existence of victims' blame discourse among online romance scams sufferers. Moreover, in
multiple of her works, Dr. Cassandra Cross used an interview approach and found that victim
blame pervades online romance scams and fraud in general (2016, 2016 & 2018). However, to
date, no prior research has assessed from the perspective neutralizations to analyze fraudsters’
use of manipulative linguistic cues in changing victims' perceptions of themselves and the
overall situations in the scam. Our finding is the first to support the fact that victims do not
choose to trust those fraudsters of their free will or send money to fraudsters voluntarily.
However, rather they are doing so under the influence of fraudsters' neutralizations in
altercasting the identities into favorable ones. In other words, victims are deceived in a way that
assumes themselves having an actual romantic relationship with their ideal partners. All the
responses and behaviors are the consequences of love, belief, and trust toward loved ones. We
believe that such outcomes implicate the necessity of minimizing victims' blame endemic and
increasing the offer of victim therapy and assistance programs to reduce the psychological harm
brought by online romance scams (see also Cross, 2014 & Cross et al., 2016). For example,
governmental and non-governmental agencies should increase the publicization of awareness and
education programs for the public. The purpose is to raise awareness, so everyone understands
the internal operation of an online romance scams, its influences on victims, and the support that

victims deserve from their families and friends. Moreover, law enforcement agencies or staffs
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also need specific professional training to know how to deal with victims of online romance
scams and how to handle relevant cases appropriately. Lastly, appropriate support services with
trained professional support should be established to allow victims to access them whenever

needed.
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Chapter V: Discussion and Conclusion

Abstract

In this dissertation, I used four different theories to guide the study of fraudsters’
behaviors in online romance scam. Specifically, in an attempt to generate a more accurate
understanding of the rationality of romance fraudsters, | composed three papers to firstly point
out the current main gaps in online romance scam study and then use experimental approach to
collect responses from active romance fraudsters to argue that they are rational decision makers.
The research suggested that fraudsters change their strategic behaviors in manipulating victims
when there are presentation and fluctuations of rewards. In this chapter, it aims to provide an
overall summary of prior observations, implications, and limitations. The chapter first starts with
a comprehensive review of the seriousness of online romance fraud and prior relevant studies.
Following, a summary of research outcomes in each chapter following the sequence is provided.
Theoretical and policy implications drawn from each chapter are further refined and
demonstrated in detail in the subsequent two sections. Lastly, the chapter ends with a proposal
for future research based on current observations of limitations in each chapter. A general

conclusion brings forth the end of this dissertation.

Discussion

With the fast advancement of information and communication technologies, the wide
spread of the usage of internet has on the one hand, brought an endless supply of knowledge and
entertainment, but on the other hand, posed one of the greatest threats to people’s assets and the
national security interests of US and other countries around the globe (Department of Homeland
Security, 2022). In US alone, cybercrime costs approximately $6.9 billion in 2021 (IC3, 2022). It

is estimated that the inflicted damages caused by cybercrime are predicted to reach around $10.5
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trillion annually by 2025 (Morgan, 2020). Among all the cybercrime types, the top first three
cybercrimes (e.g., BEC. Investment and Confidence Fraud/Romance) causing the most victim
loss, as documented in 2021, are the types of crimes against individuals or organizations (IC3,
2022). Due to the lack of effective mitigation strategies (Maimon & Louderback, 2019), the
statistics for cybercrime specifically those against persons exhibit an upward trend each year, and
cybercriminals continue to evolve their social engineering techniques to deceive vulnerable
individuals in online space. As a result, to assist in proposing evidence-based policies that protect
internet users, it is necessary to understand the rationality and behavioral patterns of those cyber-

enabled offenders in the ecosystem (e.g., Maimon & Louderback, 2019).

Previous research demonstrated that online romance scammers are rational decision-
makers. Specifically, several authors (e.g., Whitty et al., 2013a and 2013b; Wang and Topalli,
2022) showed that romance fraudsters follow specific predesigned scripts and operations. In
addition, a small fraction of research observed that online romance scammers, when facing a
restrictive deterrence message, are likely to modify their behaviors to reduce the risk of exposure
(Wang et al., 2021). Scholars further confirmed that romance scammers would strategically
deploy neutralization techniques to justify their legitimate behaviors to avoid blame from the
public and their inner selves (Offei et al., 2020; Barnor et al., 2020). Thus, it is reasonable to
view the behaviors of online romance scammers in the same way as those offenders (i.e., robbers
and drug dealers) (e.g., Jacobs et al., 2000; Jacobs, 2010) who carried out their illegitimate
behaviors in physical space. However, very limited research has been able to use experiential
evidence to support for such an assumption (Barnor et al., 2020; Offei et al., 2020; Wang et al.,

2021).
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As a result, the subsequent two papers choose experimental approach through obtaining
the IRB approval and developing a standard protocol to establish communications with
fraudsters. By sending them probed messages and rewards, both papers seek to understand the
main strategies used by fraudsters and their strategic change of those behaviors when facing the
variations of potential rewards from the victim. In specific, the results of the second paper
indicated that romance scammers' communications with potential victims are multifaceted and
can simultaneously include up to seven types of deception strategies. These seven strategies are:
1) fraudster’s personal identity, 2) victim’s identity, 3) relationship with victim, 4) ask for,
demand or accept money, 5) ask for personal information, 6) request to talk or chat, and 7)
interactional facilitators. Moreover, the quantitative assessment outcomes revealed that online
romance scammers change the degree to which they use specific strategies in response to
fluctuations in the level of presented reward. In sum, as previous research measures that
fraudsters can be restrictively deterred by warning messages, this paper additional provides
empirical evidence to the rational choice theory confirming that fraudsters' behaviors can

similarly be modified with the presentation of reward.

Following, the third paper similarly used experimental approach to extract emails used by
active romance scammers in a different year. Conceptually similar to the prior techniques
brought up by Sykes & Matz (1957) and other neutralization scholars (e.g., Klockars, 1974;
Minor, 1981; Alvarez, 1997), findings from this paper revealed that online romance scammers
engage in using vicarious necessity and appeal to intimate relationship to make the persuasions.
In furtherance of previous observations, this study additionally revealed that the use of
neutralizations and accounts can potentially play a role in altercasting victims’ identities into

favorable ones that allow fraudsters to control the direction of the scamming incident. In

149



addition, fraudsters are also revealed to manipulate different visceral triggers to altercast the
scamming situations into the favorable ones that further compel victims to depart with their

monies.

In sum, online romance scams are currently understudied by scholars. Majority ORF
studies are concentrated on conceptually similar areas of research using homogenous data
collection or analytical strategies. Specifically, the area of understanding fraudsters” mindsets
(i.e., rationality), which could provide supports for crime reduction policies and initiatives, is
severely under-explored. Thus, the observations from chapter two and three serve for gaping the
void by initiating proactive conversations with active online romance scammers. Findings largely
support the fact that online romance scammers are rational would alter their behaviors
strategically when facing the potential rewards. Specifically, the adoption of strategic behaviors

is further observed to involve the employment of variety of neutralizations and accounts.

Theoretical Implications

The results discussed directly above, have a main theoretical implication—that is to
encourage more scholarly research to apply appropriate theoretical constructs to explain the
etiologies of a criminal behavior. Inherently, due to the nature of the occurrence of cybercrime
(i.e., cross-jurisdictional, involves with massive financial loss and technical components),
scholars in this field propose that an interdisciplinary perspective should be adopted to
understand a cybercrime incident from varies perspectives (e.g., Howell, 2021; Holt, 2022).
Thus, two empirical studies in this dissertation draws from rational choice theory, interpersonal
deception and neutralization, which originates in the criminology and communication
respectively, to provide theoretical support for explanation the rationality of online romance

scammers when facing the reward. The findings from both studies bear substantive contributions
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to criminological, communicational and cyber-criminological literature, specifically in online

romance scams.

Rational choice theory (RAT) considers offenders are rational actors who always make
assessments of potential risks and reward (Clarke and Cornish, 1985). Previous research has
been able to use RAT to make sense of offenders’ mentality in physical crimes concerning their
use of different strategies to perpetrate crimes (e.g., the target selection) (e.g., Jacobs, 2010), the
propensity of avoiding risks (e.g., Gibbs, 1975; Jacobs and Cherbonneau, 2014) and the tendency
of increasing the frequency of offenses when there are facilitative opportunities (e.g., Nagin and
Paternoster, 1993; Thomas et al., 2020). When explained the occurrence of cybercrime from the
lens of rational choice theory, evidence-based scholars are able to (1) observe offenders’ risk
avoidance behaviors among online romance scammers (Wang et al., 2021), (2) reveal the reasons
behind the offending and victimizations (e.g., greater or lesser TRDM) (e.g., Paternoster and
Pogarsky, 2009; Louderback and Antonaccio, 2017), offenders’ target selections (e.g., lack of
suitable and capable guardianship) (e.g., Maimon and Louderback, 2019), victims’ likelihood of
being victimized in cyberspace (e.g., their online activities and visibilities) (e.g., Leukfeldt and
Yar, 2016; Reyns, 2017), (3) propose the cybercrime prevention strategies based on situational
crime model (e.g., target hardening) (e.g., Holtfreter and Meyers, 2015; Butler et al., 2022).
Absent in criminological literature, however, is the ability to use empirical evidence to
demonstrate offenders’ rationality (e.g., Wang et al., 2021). Although Wang and colleagues
(2021) have demonstrated that offenders can be restrictively deterred when facing potential
sanctions, however it is yet unknown whether offenders will exhibit contrasted behaviors as there

are potential rewards, specifically among online romance scammers.
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In light of the observations in prior studies within the scope of rational choice theory, this
research promotes theoretical development in the field of cyber-criminology by (1) using
firsthand dataset through proactively holding live conversations with online romance scammers;
(2) operationalizing the concept of reward through sending the actual electronic gift cards to
offenders; (3) providing empirical support for the fact that romance scammers will alter their
behaviors in response to changes in the likelihood of receiving a reward that occur over the
course of an offense as a means to further increase the chances they will receive this reward; (4)
expanding the scope of RAT by demonstrating that online romance scammers, similar to
physical crime offenders, also exhibit the reward-maximization behaviours when there are

opportunities.

The above implications also hint at future research considering the role of bounded
rationality in an online romance scam. RAT assumes that decisions are characterized by
'bounded’ or 'limited' rationality. In other words, criminal decision-making does not always
ideally rely on assessing costs and rewards but rather as a consequence of the conditions under
which such decisions are made (e.g., Campitelli and Gobet, 2010; Willison & Backhouse, 2005).
With the associated risks and uncertainty in offending, criminals may make decisions that will be
good enough rather than the best possible decision, specifically when they have insufficient
knowledge of all the potential costs and benefits (i.e., the risks, efforts, and rewards) (e.g.,
Willison & Backhouse, 2005; Copes & Vieraities, 2009; Jacobs & Wright, 2010). When
considering such an aspect, especially with the interplay of the internet in criminal behaviors,
online offenders often lack sufficient knowledge about guardianships, the identity of the victims,
victims authenticate reactions, and more. In this case, fraudsters' decisions may depend on, for

example, preparation, target selection, etc. Therefore, these groups of offenders are likely to
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engage in different thought decision-making processes than those operating in an offline setting.
One central research question that can facilitate future online romance scam research in rational
choice theory is to explore which rational choice processes are unique to an online scam. By
addressing this central research question and those extended ones, the application of rational
choice theory can be further assessed and expanded using an empirical dataset collected from

online fraudsters.

The findings reported in the second paper additionally promote the relevance of the
criminal event perspective in understanding the dynamics of fraudsters’ behaviors in the online
romance scams. They further expand the body of criminological literature using CEP in violent
offenses and online fraud in general (Pino, 2005; Chopin & Beauregard, 2020; Maimon et al.,
2019& 2020). The findings specifically demonstrate fraudsters’ change of their self-presentation
strategies (i.e., manipulation of personal and victim identities) to increase the chances of getting
the potential reward or more incentives. Such an observation echoes the main offender element
in the CEP, which presents that offenders can change how they present themselves to obtain

illegitimate goals.

Furthermore, findings from this research also promote the theoretical development in the
communication literature by demonstrating that fraudsters actively deploy the interpersonal
deceptive strategies to manipulate their victims. Prior studies using IDT investigate the dynamic
interactions between persons intent on deception and those they want to deceive in an offline
setting (Buller and Burgoon, 1996). Scholars observe that such a dynamic exchange between
deceivers and receivers involves with both strategic and non-strategic behaviors, which can be
shaped by several factors (e.g., Burgoon and Buller, 2015; White and Burgoon, 2011; Buller and

Hunsaker 1995; Kalbfleisch 1992). Empirical studies have only recently been initiated when

153



examining the application of IDT in computer-meditated communication. Specifically, scholars
such as Carlson and colleagues (2004), Pak and Zhou (2014), Maimon and colleagues (2018 and
2020) and Wang and Topalli (2022) emphasized on the fact that computer-meditated
communications can help to transfer both verbal & non-verbal social cues and explored the
interactive exchanges between deceivers and receivers in online space. Nevertheless, scant
studies collect data on active online offenders (Maimon et al., 2019) and examined the reciprocal
communications between deceivers and receivers (e.g., Pak and Zhou, 2014). This current study,
by operationalizing the certainty of a reward, expands the current understanding of IDT to the
scope of online romance scams and reveal that (1) fraudsters would use different strategies to
maximize the reward (i.e., the manipulation of personal identity, the use of interactional
facilitators and more), (2) fraudsters will respond differently by using different tactics based on
the certainty of reward with the intention to encourage the victim to provide the actual reward.
Stated differently, the outcomes of the second study used the first-hand experimental data and
confirmed the initial assumption from Buller and Burgoon (1996) that the behaviors of deceivers
and receivers can influence each other reciprocally relying largely on strategic behaviors. Thus,
future communication and criminology scholars can explore if such reciprocal communication

can be additionally observed from another groups of cybercriminals.

Another aspect of offenders’ rationality can be seen from their uses of neutralizations in
justifying the illegitimate behaviours. Brought up by Sykes and Matz (1959), neutralization
theory, consist of five main techniques, is used by offenders to facilitate their offending
processes by “lessening the effectiveness of internal and external social controls,” (see also
Dickinson and Jacques, 2009). In other words, offenders acknowledge their actions are in

violation of societal norms, yet still engage in them, because their behaviors are temporarily
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justified and the morality that governed the actions are neutralized (e.g., Vasquez and Vieraitis,
2016; see also, van Baak et al., 2022). Past research has found associations between
neutralizations and different offending outcomes, ranging from drug, property, and violent
offenses (e.g., Maruna and Copes, 2005; Peretti-Watel et al., 2004; Shields & Whitehall, 1994;
Vandiver et al., 2012; Piquero et al., 2005; Siebert and Steward, 2019). Neutralizations have also
been extensively explored among cybercriminals, for example digital piracy (Higgins et al.,
2008; Holt and Copes, 2010), sexting (Renfrow & Rollo, 2014), cyberbullying (Vysotsky &
McCarthy, 2017), cyberstalking (van Baak et al., 2022) and computer hacking (Chua and Holt,
2016; Morris, 2011). In sum, prior neutralization literatures are focused on (1) the relevance of
those neutralization techniques in predicting the offending outcomes, (2) the specific technique
that offenders prefer (e.g., Chua and Holt (2016) found that hackers tend to use denial of
responsibility & injury, but not appeal to higher loyalties), (3) external causes for using/learning
neutralizations (i.e., situations or peers), (4) use of neutralizations among interrogation practices.
What has been absent from the literature, specifically those studying cybercriminals, is to
understand the inner mechanism of deploying neutralizations during the commission of crime by

using first-hand experimental dataset obtained from active cybercriminals.

With attempt to address the above limitation, study three intends to explore whether
online romance scammers would neutralizations and if they do, how do those neutralizations
work. The unique findings presented in this study, which serve as a logical extension of
neutralization, find variations in offenders’ use of neutralization, and further identify that
offenders’ use of neutralization and accounts serve for altercasting victims’ identities and the
situations in the way that facilitate the crime commission process. Stated differently, the

outcomes from this study not only expand the scope of neutralizations to online romance scams,
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but also point out that neutralization can similarly use during the crime and understand the inner

workings of neutralization and grooming among romance scammers.

In sum, the theoretical frameworks proposed and deployed in this dissertation, along with
the findings observed from a series of analysis, emphasizes the value of using interdisciplinary
approaches in studying the rationality of online fraudsters. Indeed, scholars have long applied
those models and theories in criminological and communicational literature for studying
individuals’ behaviors in deviant and non-deviant online and offline environments (e.g., Cornish
and Clarke, 2017; Ngo and Paternoster, 2011; Perkins and Howell, 2021; Maimon, Santos and
Park, 2019; Bossler and Berenblum, 2019; Barnor et al., 2020). Nevertheless, this research is the
first to integrate psychological, communicational, and situational explanations in the study of a
unique cybercrime (i.e., online romance scam), as well as to prove the rationality of fraudsters’
behaviors in cyberspace. Importantly, while this research is conducted on female fraudsters
reported by victims, | believe its theoretical arguments could also be applied to study romance
fraudsters operating on other platforms and in other cultural contexts. I will further elaborate on

the possible avenues for future research in discussing future research ideas and directions.

Policy Implications

This dissertation highlights two key implications for improving evidence-based
cybersecurity initiatives. If online romance scammers and potential victims are rational actors,
this research suggests that incidents of online romance fraud can be thwarted through targeted
online deterrent and educational messaging. First, since offenders are found to rationally change
their behaviors when facing sanctions and rewards, one of the ways that OSP can do is to use
word matching algorithm or similar approach in which certain words or string of words (i.e.,

9% ¢

“money”, “bank”, “send me money”, “crisis”’) can trigger specific warning mechanism. When
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the system is triggered, the platform can either automatically remove fraudsters’ profile or flag
their profiles before transferring to relevant personals to manually check and make decisions. In
the sametime, a warning banner can simultaneously appear on victims’ screens, alerting them the
stranger they chat online could be potential romance scammers and please do not send money or
share any personal information. By using similar algorithm, and if with sufficient and advanced
technical resources, OSP can cooperate with law enforcement and send those fraudsters warning
messages to nudge their subsequent behaviors once the fraud system is triggered by certain
words. In the same token, previous research by Maimon and colleagues (2019& 2020)
demonstrates fraudsters’ use of specific urgency cues when deceiving their victims. Resultantly,
it could be possible that online romance fraudsters may also engage specific urgency cues when
holding conversations with victims. Moreover, researchers also found that the actual IP address
and time zone that fraudsters situate are different from the ones they claim to be victims (e.g.,
Edwards et al., 2018; Suarez-Tangil et al., 2019). Thus, future algorithms embedded in various
online platforms (e.g., social media, dating apps) that serve for alerting the conversation should
be more rigorous and comprehensive in identifying fraud actions from different perspectives, for
example, different cues, date of time, and IP address. Nevertheless, organizations and OSP
should be cautious about the potential concerns posed by surveillance and privacy. It is
recommended that they should initiate steps in determining whether privacy is protected in
artificial intelligence deployments. Most importantly, those organizations can address the
potential risks and concerns more obliquely through identifying specific algorithmic

discrimination in the contract with users.

The second main take-away from this dissertation that can implicate a potential policy is

that majority so called “voluntary” behaviors from victims are not from their conscious
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willingness, but rather are influenced by fraudsters’ discourses. As the result, there needs to be a
dismantling of victim-blaming attitudes and a supportive environment is needed for the healing
process of online romance scams victims. A number of prior studies have indicated that similar
to gender-based violence in physical space (e.g., sexual assault, domestic violence), offenders
tend to use similar grooming/social engineering techniques to manipulate their victims and the
aftermath of these incidents typically involve with substantial psychological/emotional trauma.
Findings from the current studies have supported this notion and further indicate the type of
grooming and neutralization techniques fraudsters would use to maximize the potential benefits
from vulnerable victims. Up to date, a few victim-assistance programs has been developed for
gender-based violent crimes, for example domestic violence. However, current initiatives in
aiding the recovery of online romance victims are established mostly by non-governmental
agencies (e.g., The Coalition, The ACFE Insights, Romancescamsurvivors.org). A similar
proposal of victim assistance programs should also be initiated by governmental agencies.
Except offering free or low-cost counseling therapeutic services carried out by trained personnel
to online romance scams victims, other aspects should also be simultaneously improved. For
example, in terms of the incidental reports, there needs to have a formalized agency training
towards online romance scams and its harm. The purpose is to have law enforcement officers
trained to comprehend the stress & hardships that online romance scams victims experience and
provide appropriate reporting services to victim that aim not to humiliate and re-victimize
individuals (see also, Button et al., 2009b). Moreover, there potentially can open multiple
channels for reporting online romance scams incidents, for example through counseling services
or medical practitioners, which can be more comfortable reporting approaches for victims (e.g.,

Cross, 2018). In terms of the financial aspect, despite having the bank to try to trace back the
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defrauded money, government should provide temporary financial assistance with restitution and

compensations to victims (specifically those elders) who are possibly experiencing bankruptcy.

Social organizations (e.g., non-profit, law enforcement, or service providers) should also
provide appropriate training to potential victims of an online romance scam and their close
family members. Previous studies and the current three papers in this dissertation provide a
detailed understanding of who is more likely to be tricked by online romance fraudsters and the
modus operandi of those offenders (e.g., Whitty, 2013a and 2015; Wang et al., 2021; Wang &
Topalli, 2022). The observations drawn from these studies can help in the development of
effective education and prevention programs (e.g., government online safety websites and safety
alerts on dating sites) in order to raise awareness among users about the potential scamming
incidents that may happen throughout the conversation they hold with strangers online (e.g.,
Whitty, 2019). Moreover, as Cross and colleagues (2018) and Carter (2020) study pointed out,
despite using different manipulative psychological strategies to influence victims’ willingness to
give out money, fraudsters also attempt to use visceral responses to generate fear and isolation
among victims that deprive their accesses to outside resources of supports. Drawn from this
observation, society should also endeavor to create specific awareness programs for the general
public about the potential signs (e.g., depression, unwilling to share) they should watch out for
when having someone in a household stay online or with their phones for quite a long time. By
developing training programs for potential victims and their close relatives, online romance scam

can be prevented before it becomes unmanageable.

Limitations and Future Research

Although the current work provides insights into online romance scammers and offers in-

depth analysis of offenders’ rationality, notable limitations exist. To better demonstrate them in a
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structured and inclusive approach, limitations will be discussed in two main points: (1) issues

with selected methodology and (2) issue with the sample.

The first limitation concerns the selected methodology, and such a limitation can be
observed across three different papers. The scoping review methodology used in chapter 2, as
described by majority scholars, can pose potential issues with less defined research,
comprehensiveness of selected studies, and requiring exhaustive resources (i.e., manual search).
In this current study, as the main research aim is to understand all current existed literature in
online romance scams in social science spectrum, this less defined or limited research aims and
questions can lead researchers to manually look into almost every social science database that
may contain relevant studies, especially those composed with foreign languages. Moreover,
potential limitation is also presented when there does not appear to have an exhaustive
examination of all included study. Although two researchers are presented, however due to
limited time resources, the second author is only able be review the 20% of English-language
studies that are randomly assigned by the first author. Despite those drawbacks, scoping review
approach is the only synthesis approach that fits the best to the limited numbers (< 50) of online
romance scams literature. In addition, similar to systematic review and meta-analysis, Tricco and
colleagues (2018) have established checklists for conducting rigorous scoping review under the
PRISMA extension. In sum, although presenting potential limitations, this approach is scientific

and most appropriate for synthesizing the current literature for the identified cybercrime.

The experimental methodology used in the rest two studies also present several issues.
The most problematic issue is with the controlled environment. Unlike the system trespassing
experiment conducted by Maimon and colleagues (2014), it is almost impossible to use one set

of honeypot to attract all romance scammers to one space (i.e., computer interface) and observe

160



their changes of behaviors. Therefore, controlled environment is unobtainable in current two
experiments. Such an issue can pose two main issue: one is with the temporal order of fraudsters’
responses, or in other word whether they respond to the probing questions instantly or have
certain delayed periods; second is that there is no way to tell whether fraudsters realized that they
were not chatting with an actual victims but honeypot-driven questions. The prior issue is not
likely to tamper the results of both studies as duration of time is not counted as an independent
variable for assessment. Admittedly, the latter one can potentially contaminate results; however,
it could be overcome by initiating similar experiments in a controlled setting by recruiting
fraudsters from state or federal prisons (will be discussed in later section). Another issue is that it
could be the case that the “dosage” of the treatment (i.e., the amount of money) is simply not
enough to receive significant behavioral changes by subjects. Specifically, offering amazon gift
cards with greater amounts or sending money directly to their bank accounts or money apps (i.e.,
PayPal or Cash App) can produce different results. Related to this, using different probing
questions with varied tones (i.e., determinant or uncertain) may also result in different behavioral

changes.

The second limitation concerns with the issues of our sample. In the scoping review
paper, incorporating empirical studies written in Chinese analyzing online romance scams can
certainly boost the comprehensiveness of the search, however it can pose additional constraints.
For example, as the primary author is the only one proficient in Chinese, thus when selecting,
interpretating and summarizing Chinese studies, there might present the issues with objectivity.
In the following two experimental studies, despite the fact that the research design allows
researchers to understand the inner operations of online romance scammers, however there are

several backfalls concerning with the sample used in both studies. First, it could be possible that
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two or more email address may be controlled or supervised by the same individual. If that is the
case, it could be possible that some fraudsters are simply playing around with us, rather than
seeing us as the real victims. And such a potential consequence may threaten the validity of our
study. Second, although the authenticity and legitimacy of the reports on stop-scammers.com
have been assured by the admins and confirmed by the initial pilot studies, some of the email
addresses that received email messages from us may still have been inappropriately listed on the
website, which can contaminate the validity of the findings. Whereas, if this happens, the
incorporation of non-fraudster sample would only deflate, rather than inflate, the findings
presented. Third, researchers are unable to observe if fraudsters may be suspicious in receiving
the first email from us because there are no evidences that we had conversations before.
Therefore, if it is the case, these experimental studies are unlikely to observe the natural
responses from fraudsters when they conduct actual email fraud against victims. Fourth, as we
only extracted email addresses belonging to “female fraudsters” on only stop-scammers.com,
such a selection procedure may present the issue with generalizability as only female personas
are chosen. Our results may only apply to certain groups of fraudsters who claim them to be
female but not those who claim them to be male. Similarly, fraudsters who operated on other
platforms (i.e., dating apps or social media platform) or using other approaches (i.e., use
investment platforms and cryptocurrency) to deceive their victims may deploy operational

strategies than those observed in current sample.

Admittedly, the extant of these limitations may bring up issues with validity concerning
the methodology and sample in these three paper, nevertheless, both papers made attempts to
address current gaps in online romance scams literature and the bulk of these limitation can, and

should be addressed in the future studies. Firstly, the limitation with the scoping review
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methodology can be remedied by using either systematic review or meta-analysis to carry out
similar review studies, however under the premise that there can be more quantitative or
experimental studies in online romance scams. The fact is that there indeed has an increased
attention from scholars to the problem of online romance scams. Relevant studies have appeared
to indicate a trend which initially focus on being narratives/descriptive to explore more
opportunities to discover valuable datasets (i.e., Topalli and Wang, 2022; Wang and Zhou, 2022;
Cross and Lee, 2022; Cross and Layt, 2022). Thus, it certainly should be anticipated that future
online romance scams review studies may overcome the current limitations presented by scoping
review and use more synthesized approaches to demonstrate enhanced understandings towards
this complex cybercrime. Secondly, the limitations with experimental approach can be addressed
by (1) recruiting fraudsters from state or federal prisons, (2) increasing the “dosages” of
treatments, and (3) conduct similar experiment on different platforms. In details, recruiting
inmates who previously carried out online romance scam schemes can potentially assist in
overcoming the issue of controlled environment. Such an approach requires researchers to
establish certain connections with prison agents and make request on gathering offenders to
participate in an online experiment (i.e., limited access to internet) where they will chat with
researchers using pre-designed questions. Despite a number of potential hiccups with IRB and
the internal permission from prison agencies, however this approach is possible and can be an
ideal one to set experiment in a controlled setting to observe fraudsters’ behaviors. With regards
to operationalize the dosages of treatments and platforms, researchers in the future, if want to
continue using experiments to incentivize or nudge offenders, can attempt to increase the amount
of rewards sent to fraudsters or increase the differences of rewards sent to two or more groups of

fraudsters. This approach can actualize the experiment setting and lessen the suspicions that
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fraudsters may have towards the conversation. It can allow researchers to collect more
information and authenticated data from fraudsters. Administering future experiments on
different platforms, specifically those have higher or low surveillances, may enable researchers
to observe any differences on the behavioral changes exhibited by online romance scammers.
Such data could be used to determine if different platforms with different features may alter

fraudsters’ behaviors when facing potential reward or sanction cues.

Thirdly, future research should also consider recruiting more personals who are fluent not
only in English but also other languages to (1) review all included studies, (2) provide
assistances to translate and screen studies in foreign languages. Despite the type of review
methodology that future scholars will use, both proposed approaches concerning increasing
personals can help to achieve higher validity and objectivity when reviewing and screening for
appropriate studies. Lastly, concerning the sample limitation existed in the experimental
researches, it is unknown, for example to know if the emails are controlled by same or different
individuals. Additionally, it is also unclear for future research to explore if the information for
the fraudster is inappropriately listed on the website. And of course, knowing fraudsters’
reactions when receiving the probing questions from scholars is also unobtainable as it is simply
not possible to observe their actual responses when we are not in the same space. However, what
future scholars can do to improve the sample selection is to incorporate diverse groups of
fraudsters from different cultural contexts and genders operating on different OSP and financial
platforms. The purpose is to see if those external differences can make specific impacts on
fraudsters’ responses toward rewards and sanctions. Specifically, prior studies have identified
that cultural identity and engagement can significantly influence individuals’ engagement in

violent offending (e.g., Shepherd et al., 2018; Salvatore & Taniguchi, 2021; Posick & Gould,
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2015). One previous study by Wang and Zhou (2022) identified that scammers operating in
China use contrasted social engineering techniques as those operated in the Western context. As
a result, one speculation that future researchers can have, particularly for those fraudsters who
operated in another country, is the potential variability with cultural contexts could exert a more
decisive influence on fraudsters’ behaviors, for example, their selections of targets, their coping
strategies with sanction and rewards and their manipulative strategies. Despite such speculation,
additional research should be carried out if the potential observed behavior variations result from

the social context or the sub-culture context within the criminal syndicates.

What’s more, the current analysis of fraudsters’ behaviors uses either experimental data
or the interview/report data from victims (i.e., Wang et al., 2021; Whitty, 2013a & 2013b), future
studies can attempt to obtain first or second-hand data through collaborating with law
enforcement. One way of doing this is to interview fraudsters who were locked in state or federal
prisons. Potential future projects that can be initiated can be relevant to the life trajectory of
offenders or persistence & desistance of fraud operations. Moreover, it is also plausible to use
offender data collected by law enforcement agencies, such as IC3, to make sense of offenders’

strategic operations (i.e., who and why they target specific groups of victims).

Summary and Conclusion

Online romance scams have been consistently reported as a pressing issue, both in the
U.S and board. However, sociological, psychological, criminological explanations of this
phenomenon tend to largely emphasize on either fraudsters’ general operations, deployed
linguistic techniques or the vulnerable victimization factors in promoting the progressions of
online romance scam incidents. In an attempt to generate a more comprehensive understanding

of the behaviors of online romance fraudsters, | proposed a three-paper dissertation, one that
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serve as early attempts to address several gaps existed in online romance scams and use
interdisciplinary perspectives to garner insights into the rationality of fraudsters in cyber-
environment. The current project first used the crime triangle to structure the scoping review
study on current existed literature in online romance scams. Based on the proposed theoretical
gap, using experimental methodology to collect fraudsters’ responses and analyze datasets using
appropriate approach, the following two studies employed theories derived from the
criminological and communicational literature to demonstrate fraudsters’ rationality.
Specifically, results indicate that fraudsters strategically change their behaviors when facing
rewards from different levels. Most importantly, they will use neutralizations during the criminal

process to altercast victims’ identities and situations to maximize the potential rewards.

As a result, future review studies can potentially advance their methodologies (i.e., meta-
analysis and systematic review) based on the gradual increased empirical literature in online
romance scams. Moreover, scholars who wish to continue using experiments to study offending
patterns should engage in rigorous research practices, aiming to overcome the limitations
presented in current two studies. Following practices initiated by Whitty (2013a and 2013b) and
Cross and colleagues (2021 and 2022), online romance scams researchers should increase
communications and connections with law enforcement agencies and cybersecurity industry to
utilize the current unexplored datasets and empirical outcomes to make recommendations and
introduce evidence-based approach to cybersecurity. Admittedly, online romance scams are such
a complex worldwide crime. Thus, only by gathering efforts from academia, law enforcement
and private industry can we see an obvious reduction of harms caused by this crime and its

subsets (i.e., sextortion and blackmail)
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