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ABSTRACT

In the next generation of networking paradigms, network services are expected to be pro-
vided with low latency, high reliability, and high connection density. With network function
virtualization (NFV), these network services can be delivered via software-based modules
known as service functions. While NFV enables greater flexibility and efficiency in deliver-
ing service functions, it poses challenges for network robustness and reliability. In order to
maintain network reliability and prevent service interruptions caused by network failures, it
is essential to allocate backup resources properly. In this dissertation, we investigate service
function protection in NFV and develop efficient methods for allocating backup resources.

First, we discuss how to protect NF'V services from service function instance failures in
unique function networks. Second, we investigate how to ensure that NFV services are effec-
tively protected from service function instance failure in multiple function networks. Third,
we investigate how to adequately protect NFV services from service function forwarder fail-
ure in cloud networks. Our fourth study explores how to protect NF'V services against service
function forwarder failure in edge networks. The fifth part presents an efficient method for
protecting NF'V services against service function chain failures in the edge networks. We an-
alyze and discuss our proposed protection mechanisms and conduct extensive simulations to
assess their effectiveness. Simulation results demonstrate that the proposed protection mech-
anisms are effective and efficient under various conditions. Lastly, we suggest two possible

research directions for future investigation.

INDEX WORDS: Network function virtualization, Software-defined networking,
Service function chaining and embedding, Network reliability,
Backup resource allocation, Approximation algorithm
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CHAPTER 1
INTRODUCTION

1.1 Network Virtualization

Over the past few decades, the Internet has been a tremendous success, driving the
development of various distributed applications and Web technologies. However, its rapid
expansion has encountered the most significant obstacles associated with its widespread
adoption. Due to its inherent multiple providers, altering an existing Internet architecture
or designing a new framework requires consensus among competitors. As a result, modifi-
cations to the Internet architecture are restricted to simple incremental upgrades, and the
implementation of new network technologies is challenging [1, 2, 3].

Network virtualization (NV) has been introduced as a critical role in the next-generation
networking paradigm in response to network ossification [4]. With network virtualization,
network resources that were traditionally hosted in hardware can be abstracted into the soft-
ware. Several different computer systems can run as virtual machines on the same physical
machine, which provides the corresponding computing resources such as a central processing
unit (CPU) and memory. This indicates that clients or applications with different require-
ments can share the same hardware, whereas physical computing resources can be utilized
efficiently. As a result, network virtualization releases the inherent limitations of the existing
Internet and allows heterogeneous network architectures to coexist.

Network virtualization platforms deliver virtualized resources to customers economically

and dynamically to enable flexible resource allocation, agile delivery options, and intelligent



service deployment. With network virtualization support, service providers must efficiently
manage these resources and intelligently control service delivery. Following that, we will

introduce the concept of software-defined networking (SDN).

1.2 Software-Defined Network

In traditional networks, dedicated hardware-based network devices, such as switches and
routers, control and forward the traffic flow of dedicated network services [5]. To provide
a new network service, network operators must manually program multiple vendor-specific
hardware devices. As a result, painful network reliability, scalability, and speed issues appear
in traditional networks.

The SDN paradigm provides a flexible and deployable network architecture with network
virtualization by decoupling the control plane from the underlying data plane. With the
separation of the control and data plane, SDN deploys the control plane, which determines
where and how to send traffic, as a software-based centralized controller, while leaving the
data plane, which actually forwards the traffic in hardware [6]. Typically, in large-scale
SDNs, the control plane can directly operate over the state in the hardware devices of the
data plane through well-defined application programming interfaces (APIs).

Fig. 1.1 introduces the basic architecture of SDN, which includes three planes and com-
munication interfaces: i) application plane, ii) control plane, and iii) data plane. The
application plane runs SDN-based business applications on network devices, allowing for

relevant requested modifications. The control plane provides logical control policies (e.g.,



Application plane

Business Applications

I Northbound APIs

Control Plane
Network Services

Southbound APIs
(e.g., OpenFlow)

Data Plane

‘ = Network device

Figure 1.1: Architecture of SDN.

routing schemes) to manage the information collected from the network devices in the data
plane. Notably, the control plane has a global view of network conditions, such as resource
availability. In the data plane, network devices are responsible for forwarding data when
programmable flow tables can be configured dynamically by the control plane. Northbound
APIs provide abstractions for application plane development applications, while southbound
APIs (e.g., OpenFlow [7]) define the instruction set for communication between the control
and data planes. As a result, the SDN architecture makes it easy to implement protocols or

policies supporting new network services or applications.



1.3 Network Function Virtualization

Network functions, such as firewalls (FWs), load balancer (LB), and intrusion-detection
systems (IDS), are generally implemented in proprietary middleboxes. Managing, deploy-
ing, and maintaining these proprietary middleboxes introduce high capital expenditures
(CAPEX) and operational expenses (OPEX). To reduce the CAPEX and OPEX, network
function virtualization (NFV) is introduced, which the architecture framework comprises a

standard developed by the European telecommunications standards institute (ETSI) [8].

Virtualized Network Functions (VNFs)

NFV Infrastructure (NFVI) NFV
Management

Virtual Virtual Virtual And
Compute Storage Network Orchestration
(MANO)

Virtualization Layer

Hardware Resources

Figure 1.2: NFV architecture framework.

Fig. 1.2 shows the NFV architecture framework, which is composed of three components,

the NFV infrastructure (NFVI), virtual network function (VNF), and the NFV management



and orchestration (MANO). The NFVI is the physical infrastructure used to create and
maintain the VNF's, which are the counterparts of the physical infrastructure of a systems
virtualization environment. Specifically, they are composed of physical hardware resources
like computing, storage, and networking resources and are the physical platforms on which
virtual computing, storage, and networking required for the VNFs are provisioned. The
MANO is the framework component that is used to create, launch, and maintain the VNF's,
and provides coordination between the NVFI and the VNFs. Specifically, this is the admin-
istrator’s interface to manage the whole NF'V environment.

With NFV, network services can be delivered with significant flexibility, scalability, and
adaptability by virtualizing the proprietary middleboxes into software-based modules run-
ning on commodity servers, named VNFs or service functions (SFs) [9]. An NFV service
request (NSR) from the clients consists of a set of SFs and the related networking resources.
To accommodate an NSR, the service provider chains the required SFs into a linear struc-
ture with the virtual link, called service function chain (SFC), and reserve the corresponding
networking resources to embed onto a shared physical network (PN) [10]. The logical path of
an SFC is called a service function path (SFP). Forwarding traffic along such an SFP is the
responsibility of the service function forwarder (SFF). Note that, in a physical node, a virtual
machine that runs a specific SF is called an SF instance. The process of accommodating an

NSR in a shared PN is referred to as service function chaining and embedding (SFCE)[11].



1.4 Why Does Protection in NFV Matter?

As NFV becomes more adaptable in different application prototypes, network reliability
in NFV has become a significant concern. One of the challenges in NFV is efficiently allocat-
ing backup computing resources to meet the different requirements of clients when different
network failures occur.

Any network element, whether physical or virtual components, such as a physical node,
SF instance, SFF, and SFC, can fail for several reasons, such as human misconfiguration,
hardware malfunctions, software crashes, and connection errors [12, 13, 14, 15]. Any network
element failures can trigger severe issues for the network and the associated clients. In
addition, clients’ satisfaction will be significantly reduced and may even cause a potential
ripple effect on their assets and lives if the required services suddenly shut down and cannot
be recovered in time under the network failure. For example, the failure of any physical node
would make all the running SFs hosted unavailable for clients. If any SF instance failure
occurs and cannot be recovered promptly, the SFC running this SF may become unavailable,
interrupting all network services that use this function. If any SFF failure occurs and does
not respond for recovery immediately, multiple SFs that run for different network services
become unavailable. The entire network service may become unavailable if any SFC failure
occurs and is not recovered immediately.

Meanwhile, the potential occurrence of multiple simultaneous failures of network elements
in NFV increases the difficulty of protecting NFV services. Several network elements may

be destroyed simultaneously due to extreme natural disasters, or the second failure may



occur before the first failure is recovered. For this reason, backup resource allocation with

protection strategies to handle different failure scenarios has become essential in NFV.

1.5 Dissertation Organization

Although NFV has the potential to deliver network services with greater flexibility and
efficiency, it can also lead to challenges when it comes to network robustness, one of which
is improving network reliability through NFV. A major purpose of this dissertation is to
investigate how to protect network services to clients in NFV against a variety of SF' failure
scenarios. In Chapter 2, we investigate how to protect NFV services from SF instance
failure in unique function networks. Chapter 3 discusses how to protect NF'V services from
SF instance failure in multi-function networks. In Chapter 4, we look at the problem of
effectively protecting NFV services against SFF failures in cloud networks. In chapter 5, we
continue to investigate how to effectively protect NFV services from SFF failures at the edge
networks. Chapter 6 explores the problem of protecting NFV services from any SFC failure

in edge networks. In Chapter 7, we conclude this dissertation works.



CHAPTER 2
SERVICE FUNCTION INSTANCE FAILURE AND PROTECTION IN UFNS

2.1 Motivation

Network function virtualization (NFV) transforms the implementation of the dedicated
proprietary hardware into software appliances, called virtual network functions (VNFs)
[16, 17, 18]. VNFs can be flexibly installed on or removed from high volume servers in
the substrate network (SN) [19]. In NFV, a network request from a customer includes a
set of service functions (or VNFs) and corresponding resource demands, such as bandwidth,
CPU and storage [20]. To satisfy the request from a customer, the service provider chains
a required VNFs into a virtual catenary structure with VNF' links, which is called service
function chain (SFC) [21]. At the same time, enough networking resource is reserved for
embedding the SFC onto the shared SN [22]. To satisfy the increasing bandwidth demands,
the elastic optical network (EON) is widely adopted [23]. In an EON, FlexGrid fibers are
used to provide the bandwidth to connect the substrate nodes [24]. Thanks to the virtual-
ization techniques, VNFs from different network requests may be deployed onto the same
SN node [25]. As a result, one physical node or fiber link failure may affect multiple network
requests [26]. To recover from the network failure (e.g., node/link failure), traditional net-
work survivability schemes may detour the traffic or find backups to comply with the service
level agreement (SLA) constraints and service function requirements [27].

Recently, how to effectively handle an VNF failure has attracted the attention of the

networking research community [28, 29]. While the traditional node/link failure alters the



network topology and connectivity, an VNF failure does not disrupt the passing-by traffic
flow but affects the customer’s business process [30]. Such VNF failures may disrupt the
output of the data flows within the SFC, or break the data integrity, confidentiality or
availability requirements of the customer. Taking a VNF of IDS as an example, its failure
will compromise the network defense for the organization. In the literature, some backup and
detouring techniques are proposed to handle VNF failures under some specific scenarios [31,
32]. In [31], the authors try to enhance the service reliability with a flow and SFC parallelism
strategy. The work in [32] investigated the reliable VNF service provisioning in the multi-
access edge computing system by providing primary and backup SF instances.

In this chapter, we study how to select a minimum set of SN nodes to protect VNF
failures in an EON. We assume the EON is an unique function network (UFN), whereas
each SN node can only host one unique VNF. All VNF computing load on an SN node
requires a backup SN node, namely the VNF backup (VB) node. For example, if the VNFs
on an SN node ¢ fail, the SN node vb; # ¢ will take over and resume the VNF computing
load at ¢. Meanwhile, the latency between ¢ and vb; must meet a certain QoS constraint.
We assume that at one time, only VNFs from single SN node may fail [33, 34]. Hence,
VNFs from multiple SN nodes can share a VB node. We define this problem as VNF failure
protection cover (VFPC), and propose an efficient heuristic algorithm, namely, protection
cover list-based VNF protection (PCL-VP), which guarantees an In(|N|) + l-approximation
boundary, where |N| represents the size of the SN.

The rest of this chapter is organized as follows. In Section 2.2, we mathematically



formulate VFPC and prove the NP-hardness of the VFPC problem. Section 2.3 presents the
protection cover list-based VNF protection (PCL-VP) algorithm. In Section 2.4, we analyze

and evaluate our proposed schemes. Finally, we conclude this chapter in Section 2.5.

2.2 VNF Failure Protection Cover (VFPC)

In this section, we define the problem of VNF failure protection cover (VFPC).

(b) B protects A, D, E; E protects B;  (c¢) FE protects B, D, G; D protects FE;
F protects C, G; C protects F'. C protects A, F'; D protects C.

Figure 2.1: Example of VFPC.

Table 2.1: VNF computing load and computing capacity.

Physical Node AIB|C|D E|F|G
VNF Computing Load | 20| 35( 30| 40| 30| 40| 25
Computing Capacity | 30| 40| 50| 35| 40| 40| 20

We use the example in Fig. 2.1 and Table 2.1 to illustrate the concept of VFPC. Fig. 2.1a
is the topology of an SN, where the number nearby each fiber link represents the latency.

Table 2.1 lists the amount of computational loads (to be protected) and available computing



capacity for each physical node!. For the VNF load on an SN node i, VFPC needs to identify
another SN node vb; to provide protection (or work as a backup node). At the same time,
vb; must satisfy the following two constraints: (i) the remaining computing capacity at vb; is
no less than the VNF computing load at i; and (ii) the latency from i to vb; cannot exceed
the QoS constraint. For example, in Fig. 2.1, the VNF on the substrate node F has a load
of 40 to be protected. If we assume the QoS constraint is 5, then only nodes C' and G can
be the backup candidates satisfying the QoS constraint for node F'. As node G does not
have enough computing capacity to protect node F', only node C' can be the backup node
for node F'. Similarly, node F' can be the backup node for node C' because F' has enough
capacity to cover C’s computing load.

Now, for all the VNFs in the SN, the objective of VFPC is to identify a minimum set
of SN nodes such that each VNF computing load has a legit backup node that satisfies the
two constraints as mentioned above. Fig. 2.1b shows an approach by selecting the minimum
number of physical nodes after applying the minimum dominating set (MDS) first strategy,
then identifying backup nodes to protect the nodes in MDS. For example, node B and F
can be the two selected MDS nodes to protect all other VNF computing load (i.e., excluding
B and F). In specific, node B can protect nodes A, D and E while node F' covers nodes
C and G. Next, we can identify two nodes to protect nodes B and F. Ideally, if nodes B
and F' could protect each other, then VFPC would only need two nodes (i.e., B and F)
to protect all the NFV computing load. However, the latency between node B and F' is

beyond the QoS constraint. Hence, we can only find node E to protect node B, and node

"'We use the term of physical node and substrate node (SN node) interchangeably.



C' to protect node F. In the end, as shown in Fig. 2.1b, we need four nodes (i.e., B, E, C
and F) to ensure all the NFV computing load is protected. In fact, Fig. 2.1c shows another
approach that only requires three selected physical nodes (i.e., C, D, E) to protect all the

NFV computing load within the whole SN.

2.2.1 Substrate Network Model

We model the SN with existing VNF computing load as an undirected graph G = (N, L),
where N and L denote the set of physical nodes and fiber links, respectively. Each physical
node ¢ € N is associated with a certain number of available computing capacity d; and
VNF computing load C'L;. For each fiber link [,,,, € L, where m and n (Vm,n € N) are
two different physical nodes, its latency is d;,, ,. The smallest latency between two physical
nodes is denoted as d,, , which equals the latency of the shortest path (between the two
physical nodes).

We define a VNF backup (VB) node candidate vb; as a backup node of i, where (i) the
latency between i and vb; is within the QoS constraints, (ii) node vb; has enough computing
capacity to establish VNF instances to protect the VNFs on node i, and (iii) vb; is a different
physical node from 7, which is also called offsite backup constraint. For an SN with an existing

VNF computing load, the set of VB nodes is referred to as VNF backup cover (VBC).

2.2.2 Problem Formulation

Given an SN with the existing VNF computing load, we study how to select the minimum

set of VB nodes to protect all the existing VNFs while satisfying i) the QoS latency constraint,



ii) the computing constraint, and iii) the offsite backup constraint. We name this problem
as VNF failure protection cover (VFPC).
QoS latency constraint: To satisfy the quality of service (QoS) and service level agreement
(SLA) constraint, we define a latency threshold 6. This constraint ensures that the latency
from node ¢ to its backup node vb;: d; ., < 0.
VNF computing constraint: If a node does not have enough computing capacity, this
node cannot be the backup candidate. Hence, we have C'L; < d,y,.
Offsite backup constraint: All VNF computing load on a particular SN node ¢ has to
find a backup node that is not i. Since assuming only a single SN node failure (at one time)
[33, 34], one VB node can backup VNF computing from multiple SN nodes. And all the
VNF computing in the substrate network has to be protected.

Let Vij = 1 represent that if the VNF computing load on node i is protected by node j,

0 otherwise. Hence, the object function of VFPC can be written as Eq. (2.1).

min Z 1% (2.1)

Vi,jEN

Subject to:
if V7 =1,then wvb; =] (2.2)
diwb; <0 (2.3)

CLi,vbi S 6vbi (24)



> Vi=1VieN (2.5)

JEN #i
To convert Eq. (2.2) into the linear format, we introduce a large constant M and replace

Eq. (2.2) with the following constraint.
V- (M41)—M<vb—j+1<M+1-V/-M (2.6)
Note that when V,L-j =1, Eq. (2.6) is equivalent to the following two equations.
1<vh;—j+1<1
vb; = j

Otherwise, when Vij =0, Eq. (2.6) does not constrain anything. Hence, the mathematical
formulation of VFPC includes Eq. (2.1), (2.3), (2.4), (2.5) and (2.6). Eq. (2.3) is the QoS
latency constraint and Eq. (2.4) specifies the VNF computing constraint. Eq. (2.5) ensures

that the VNF computing load of each physical node is protected by another physical node.
Theorem 2.2.1. The VFPC problem is NP-hard.

Proof. To demonstrate the NP-hardness of the VFPC problem, we prove that the minimum
dominating set (MDS) problem, a well-known NP-hardness problem [35], is a sub-problem
of the VFPC problem. By omitting the constraints above, a special scenario of the VFPC
problem can be described as: given a set of elements and a set of non-empty subsets, one
need select a minimum number of nodes from the subsets to cover all the elements, which is

the same as the MDS problem. Thus, the VFPC problem is NP-hard. O]



2.3 Protection Cover List-based VNF Protection (PCL-VP)

In this section, we propose the protection cover list-based VNF protection (PCL-VP)
algorithm to optimize the VFPC problem. PCL-VP is built on two proposed techniques:

latency-based graph (LBG) and pairwise protection cover first (PPCF).

2.3.1 Latency-based Graph (LBG)

As described in Section II, all the VB nodes need to satisfy the latency and computing
constraints. Hence, we propose the process in Algorithm 1 to add auxiliary links between two
SN nodes if these two nodes can be connected with enough fiber-subcarriers while satisfying
the latency constraint. In specific, Line 1 initializes an undirected graph with all physical
nodes and an empty set of links. Line 2-7 add links to the generated new graph G’ according

to the QoS constraint.

Algorithm 1 Latency-based Graph (LBG)
1: Input: G,0;
2: Qutput: G’;
Generate an undirected graph G’ = (N, L'), such that N represents the set of physical
nodes that are the same as they are in G and initialize L' as an empty set;
for Vm,n € N do
if d,,,, < 0 then
L'=LUlyp;
update L';
end if
end for
10: return G;

@




2.3.2 Pairwise Protection Cover First (PPCF)

In G, let Nei, represent the set of physical nodes that can be protected by n, which is
the protection cover list (PCL). Intuitively, selecting n that has a larger |Nei,| to be the
backup node can help minimize the VBC set. However, such greedy selection of n may have
limited choices to protect the nodes in VBC. For example, in the worst case, each of such n
will need an additional node added into VBC to protect n. Recall the example in Fig. 2.1b,
we add node B and F to VBC first. Then we need two other nodes £ and C' to protect B
and F, respectively. As a result, the VBC set may not be optimized. This is primarily due
to the fact that the selection process only considers the PCL (i.e., Nei,) of one node. Here,
we propose to simultaneously consider PCLs from multiple nodes to facilitate optimizing
the VBC set. Accordingly, we propose a pairwise protection cover first (PPCF) process as
shown in Algorithm 2. The basic idea of PPCF is to select a pair of VB nodes that own
larger common PCL (i.e., max |Nei, U Neiy,|, Ym,n € N) and add a link to connect the
pair in G’ (i.e., l, € G'). More specifically, Line 2 creates/updates the PCL of each VB

node, while Line 3-7 update the pair of VB nodes that has the largest common PCL.

Algorithm 2 Pairwise Protection Cover First (PPCF)

1: Input: G;

2: Output: m and n;

3: Create empty VB nodes m and n;

4: Create/Update the protection cover list (PCL) for each VB node;
5: for each pair of VB nodes a, b (I, € G') do

6: if Nei, U Neity, > Nei,, U Nei,, then

7 m=a,n =b;

8: end if

9: end for

H
@

return m and n;




2.3.3 Protection Cover List-based VNF Protection (PCL-VP)

Based on the two techniques above, we propose the protection cover list-based VNF
protection (PCL-VP) scheme as shown in Algorithm 3. Line 1-2 initialize the variables for
the algorithm. Line 3 transfers the input SN into a latency-based graph G’. Line 4-13
select the VB node(s) into VBC until the SN is protected by the VBC. Line 5-6 update the
potential VB nodes for the existing VBC and select a VB node ¢ in Neiy e that owns the
largest PCL. Line 7 employs the PPCF technique to select a pair of VB nodes a and b with
the largest common PCL. Line 8-12 compare the PCL of (a,b) and ¢ and add the one that

owns larger PCL into VBC.

Algorithm 3 Protection Cover List-based VNF Protection (PCL-VP)

1: Input: G, 6;

2: Output: VBC;

3: Initialize VBC, Protected as two empty sets;

4: Create three empty VB nodes a, b and ¢;

5: G' = LBG(G,0);

6: while Protected does not equal N do

7 Update the PCL for VBC (i.e., Neiypo);

8: Select ¢ from Neiyge, which has the largest PCL;
9: (a,b) = PPCF(G");
10 if NeONA > | Nej ) then
11: Add a, b into VBC and add {Nei, U Nei,} into Protected,
12: else
13: Add ¢ into VBC and add {Nei.} into Protected;
14: end if
15: end while
16: return VBC;

Lemma 2.3.1. Fach iteration of PCL-VP does not violate the offsite backup constraint.

Proof. In the PCL-VP algorithm, there are only two types of VB nodes that will be added



into the VBC in each iteration, a pair of offsite VB nodes or a VB node that is protected
by an existing VBC. For the former case, since the two VB nodes provide the protection for
each other, they will not violate the offsite backup constraint. For the latter case, since the
single VB is protected by an existing VBC, it does not violate the offsite backup constraint,

either. O

Theorem 2.3.2. The proposed PCL-VP algorithm guarantees an In(|N|)+1-approzimation,

where |N| is the number of physical nodes in G.

Proof. Assume that the proposed algorithm requires T iterations to select VB nodes pro-
tecting all the VNF computing in the SN. Let n; denote the number of selected VB nodes in
the iy, iteration; O PT; denote the optimal solution of the VFPC problem in the i, iteration;
|A;| represent the number of physical nodes protected by the PCL-VP algorithm in the iy,
iteration; and |R;| be the number of unprotected physical nodes in the iy, iterations. The
relationship among |R;|, |R;11| and |A;| can be described as Eq. (2.7). |Ry| (the uncovered

physical nodes in Oy, iteration) equals to the size of substrate network as shown in Eq. (2.8).

| Ril = |Ad] + | Rita (2.7)

| Ro| = |N] (2.8)

In Eq. (2.9), the left fraction denotes the average PCL of each VB node selected by the

proposed algorithm in iteration ¢, while the right fraction represents the average PCL of



each VB node in OPT;. Since the proposed algorithm selects VB node(s) out of the largest

average PCL, Eq. (2.9) holds.

Vi€ [0,T] (2.9)
Then, one can transform Eq. (2.9) into Eq. (2.10).

| A

Ve OPT,,Vi € [0,T) (2.10)

n <

Accordingly, based on Eq. (2.7), we have Eq. (2.11).

I R B |
Rl = Rl Rl =1 R = A+ 1

< ¥ l,we[(),T] (2.11)

|Riq1|<y<|R;|

When accumulating the results of the algorithms in 7" iterations, we can transform Eq.

(2.10) into Eq. (2.12). According to Eq. (2.10), Eq. (2.12) can further be formatted as Eq.

(2.13), and the left fraction of Eq. (2.12) is the solution from the proposed PCL-VP.

T

— A
i<y |R’| x OPT) (2.12)
0 i=0 i

S ¥ Z@ % OPT))

i=0 |Rit1]|<y<|R;| =1



< Y (Exorn (2.13)

|R7|<y<|Ro| y

Based on the property of harmonic series, we can further extend Eq. (2.13) to Eq. (2.14):

Zm < (In(|N]) +1) x OPT (2.14)

Hence, the proposed PCL-VP algorithm can reach the result that is bound by In(|N|)+1-

approximation, where |N| is the number of physical nodes in the given substrate network. []

2.3.4 An Illustrative Example of PCL-VP

To demonstrate how PCL-VP works, we take Fig. 2.2 and Table 2.2 as the input to
calculate the average PCL value of each VB node in each iteration. Before calculating the
average PCL value, the LBG algorithm transfers the SN in Fig. 2.1a to a latency-based graph
as shown in Fig. 2.2. Then, in the first iteration, the existing VBC is empty and PCL-VP
applies the PPCF technique to calculate PCL for each VB node. PCL-VP calculates the
average PCL value for each possible pair of physical nodes and selects the pair of VB nodes
with the largest common PCL. In Fig. 2.2, due to the average PCL value for node C' and D is
higher, the PPCF first selects node C' and D. In the second iteration, since the unprotected
physical node is GG, PCL-VP calculates the average PCL value for each possible VB node
and selects a VB node with a larger PCL in Neiy e, which is node E or F. Hence, the

minimum VBC to protect the whole SN is the set of {C, D, E} or {C, D, F'}.



Figure 2.2: Example of LBG.

Table 2.2: PCL and VBC.
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2.4 Experimental Results

In this section, we evaluate the performance of PCL-VP by comparing it with the ap-
proach that builds on the traditional minimum dominating set (MDS), which is named as
MDS-based VNF protection (MDS-VP) algorithm. The MDS-VP algorithm keeps greedily
selecting a single VB node n without considering the offsite backup constraint, until the
VBC can cover all other nodes in SN (excluding the nodes in VBC). Then, the MDS-VP
approach finds other physical nodes in Neiygc to backup each node in VBC.

In the simulation, the network size is set in the range of {40, 60, 80,100,120}, and the
connectivity (i.e., node degree) of each physical node is randomly set above 3. Each physical
node contains two attributes: computational demands and computing capacity (e.g., CPU),

which are both randomly generated. Let the VNF computing load for physical nodes is
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randomly set in the range of {20, 30,40}, while the computing capacity for physical nodes is
randomly set as {30,40, 50,60, 70}. There are enough fiber sub-carriers and the link latency
is set in the range of [1, 10] with the normal distribution.

Figs. 2.3, 2.4 and 2.5 show the performance of PCL-VP and MDS-VP, where the number
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Figure 2.5: |V BC| vs. Computing capacity.

of backup nodes (i.e., the size of VBC set) changes with the latency value, the number of
physical nodes, and computing capacity, respectively. The solid black bar in each graph
represents the number of VB nodes selected by the MDS-VP approach while the blue dotted
bar in each chart represents the number of VB nodes selected by the PCL-VP approach.

Fig. 2.3 demonstrates that when the latency threshold increases, the number of selected
VB nodes in VBC decreases for both PCL-VP and MDS-VP, and the difference between two
algorithms also decreases. This is because the PCL of each physical node increases when
relaxing the latency constraint. Thus, fewer VB nodes are required to protect all the VNF
computing load in the whole SN.

When increasing the number of the physical nodes, in Fig. 2.4, the number of selected
VB nodes in VBC increases for both PCL-VP and MDS-VP. When the SN has more physical
nodes, the difference between the number of selected VB nodes in PCL-VP and MDS-VP

becomes larger, which shows the effectiveness of the proposed PCL-VP algorithm.



When increasing the computing capacity, as shown in Fig. 2.5, the more computing
capacity owned by the physical nodes, the fewer VB nodes are needed. As one can see
that, the proposed PCL-VP algorithm outperforms MDS-VP and the performance difference
decreases when increasing the computing capacity of each VB node. This is because the
proposed PCL-VP can effectively identify the pairwise protection and the protecting cover

list of each VB node increases with the increasing of the computing capacity.

2.5 Summary

In this chapter, we have investigated the VNF failure protection cover (VFPC) problem
in EON while considering the latency, computing, and offsite backup constraints. We have
formulated a mathematical model for the VFPC problem and proposed an In(|N|) + 1-
approximation algorithm, namely, protection cover list-based VNF protection (PCL-VP),
where |N| represents the number of physical nodes in the SN. Based on our simulation
results, we have shown that the proposed PCL-VP algorithm outperforms the minimum
dominating set-based VNF protection (MDS-VP) algorithm. In the future, we will study
the survivability of the network service under the shared protection scheme among different

SFCs.
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CHAPTER 3

SERVICE FUNCTION INSTANCE FAILURE AND PROTECTION IN MFNS

3.1 Motivation

The emerging internet of things and 5G techniques empower many new network ser-
vices and heterogeneous applications with strict reliability and ultra-low latency require-
ments [5, 36, 37]. Limited by the computing resource, some applications may offload their
computation-intensive tasks to cloud systems that have abundant computing resource but
may be far away from the client [38]. Thanks to multi-access edge computing, the servers
with enough computing resource can be deployed at the network edge to perform the related
processing tasks closer to the client [39]. When network function virtualization (NFV) is ap-
plied in multiple-access edge computing, the hardware-based middle-boxes such as firewalls,
load balancer, and intrusion-detection system are replaced by service functions (SFs) running
on commodity servers [40, 41]. By hosting the instances of SFs on diverse physical nodes
in the physical network (PN), NFV can deliver high-performance network services with
greater flexibility, scalability, and adaptability at reduced capital expenditures (CAPEX)
and operating expense (OPEX) costs when compared to networks built from the traditional
middle-boxes [25, 42, 43]. With NFV, a network service request (NSR) from a client con-
sists of a set of SFs and resource demands (e.g., bandwidth, CPU, and storage) [20]. To
satisfy an NSR, the service provider creates a service function chain (SFC) by chaining the
required SFs into a virtual catenary structure with virtual links, and reserves corresponding

networking resource to embed the created SFC [22].



On the one hand, NFV facilitates delivering flexible and cost-efficient services in multi-
access edge computing systems. On the other hand, NFV has to confront the challenging
reliability and latency requirements in multi-access edge computing applications such as
smart factories, stock exchange and autonomous driving [44, 45]. To protect the network
from the physical (e.g., hardware appliances) failures that affect the service delivery, the
work in [27, 46, 47, 48] proposed several network protection schemes. Even though much
research attention has been paid to protecting physical node failures, only little work has
focused on the virtual node failures (e.g., the SF failure of an SFC). When SFs are placed
on the physical nodes/servers, the virtual node failures can rise due to the misconfigurations
or virtual machines crash [12, 13, 14, 15]. Unlike the physical node failures that will change
the topology and connectivity of the PN, the virtual node failures may impact the output
of the data flows, and break multiple SFCs in the PN [30, 49, 50]. As a result, traditional
strategies for the physical node failures cannot be directly applied to efficiently solve such
virtual node failures coupling with the low latency requirements from the 5G and beyond
5G communications [29].

In this chapter, we define and investigate a new problem called latency-bounded off-site
virtual node protection (LOVNP) in NFV. In LOVNP, all the virtual nodes (i.e., in-service
SFs) hosted by a physical node will have the off-site virtual node protection from another
physical node that satisfies the latency constraint. We assume that there will be only one
physical/virtual node failure at one time, and a failure will be repaired before the next

failure happens [51]. Accordingly, we first mathematically formulate the problem of latency-



bounded off-site virtual node protection (LOVNP) with the objective of minimizing the total
backup resource consumption in the PN while satisfying the latency requirements. Then, we
propose an efficient heuristic algorithm called protection centrality-based pairwise node pro-
tection (PC-PNP) to optimize the backup resource consumption, which builds on top of two
proposed techniques: the pairwise node protection and the protection centrality techniques.
We prove that the proposed PC-PNP algorithm can guarantee a logarithm-approximation
bound. Our extensive simulations and analysis show that the proposed algorithm can sig-
nificantly outperform the methods that are directly extended from the existing work.

The rest of this chapter is organized as follows. We summarize the related work in Section
3.2. In Section 3.3, we introduce the off-site virtual node protection requirement in NFV.
We formulate the LOVNP problem with a mathematical model in Section 3.4. In Section
3.5, we analyze the NP-hardness of the proposed LOVNP problem. We propose an efficient
algorithm to optimize LOVNP based on two novel techniques in Section 3.6. We evaluate

the experimental results in Section 3.7, and conclude our work in Section 3.8.

3.2 Related Work

In this section, we introduce the concepts of SFC embedding in NFV, and discuss the
related physical network failures and virtual network failures in NFV.
3.2.1 Service Function Chain Embedding

In NFV, to satisfy a network service request (NSR), the service provider needs to embed

the service function chain (SFC) onto the PN. The process of accommodating such an NSR



is referred to as service function chain embedding (SFCE) [52]. When the order of SFs in
an SFC is given, the SFCE problem can be regarded as a special case of the virtual network
embedding problem [53, 54] or the virtual network function placement problem [55, 56],
which has been proved NP-hard. When the order of SFs in an SFC is not specified, the

service provider needs to composite the SFC and embed it onto the PN [56, 57].

Virtual Network

Physical Network

Figure 3.1: Service function chain embedding.

Fig. 3.1 shows an example of the SFCE process, where two given SFCs are embedded onto
a PN. In the figure, the given SFCs SF1 — SF2 — SF3 and SF4 — SF2 — SF5 from the
clients can be represented as a virtual network. Each node in the virtual network represents

a virtual node, and it will be mapped as an SF instance (or in-service SF) on a proper



physical node. For example, the SF instances SF'1 and SF'3 are placed onto the physical
nodes A and FE, respectively. Similarly, the SF instances SF2 from two different SFCs can
be mapped on the same physical node C. Each link in the virtual network represents a
logical link that can be mapped onto a physical path. For example, the virtual link from

SF1 — SF2in Fig. 3.1 is mapped onto the physical path A — R — C.

3.2.2 Physical Network Failure

Network Failure in NFV
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Figure 3.2: Classification of the network failure in NFV.

Fig. 3.2 shows the broad classification of network failures in NFV, which includes (i)
physical network failures and (ii) virtual network failures. The physical network failures can
be either the physical link failure or the physical node failure in the PN. To recover a physical
link failure, one can employ the traditional link protection schemes to reroute all traffic
carried by the failed link [58]. For example, the authors in [59] designed backup schemes
to protect against random physical link failures, and proposed a probabilistic distribution

function to minimize the total backup resource consumption in polynomial time. As the



service provider expects a short recovery time, instead of providing backup paths for all
existing flows, the authors in [60] proposed a scheme to find the most efficient backup path
against the single link failure based on the group table based rerouting technique.

To protect the physical node failure, the straightforward approach is to identify a set
of additional physical nodes to back up the failed nodes. For example, the authors in [46]
proposed a backup resource allocation model to jointly consider the backup computing and
bandwidth resource allocation against facility node failures. Similarly, in [47], the authors
investigated how to conduct backup nodes placement to handle the physical node failures
while minimizing the total required backup computing resource. The work from [61] proposed

a primary and backup resource allocation model by using the probabilistic protection.

3.2.3 Virtual Network Failure

Recently, there has been increasing interest in the study of virtual network failures in
NFV. Virtual network failures can be an SF (or virtual) node failure, an SFC failure or an
SF (or virtual) link failure. For example, in Fig. 3.1, the failure of the SF node SF'1 on
the virtual network layer can be due to the crash of the corresponding SF instance. The
failure of the virtual link SF'1 — SF2 can happen when the router port of R used for path
A — R — C is damaged. The failure of an SFC can be due to an SF node/link failure or a
misconfiguration of the SFC.

For SF failures, the authors in [62] explored the resource-aware backup allocation prob-
lem, which aims to minimize the cost of backup nodes while meeting the overall availability

demands. The work in [32] investigated the reliable virtual network function service provi-



sioning in the multi-access edge computing system, by provisioning primary and backup SF
instances in order to meet the reliability requirements of mobile users. The authors in [63]
examined the static and dynamic backup schemes to determine whether the SF backup can
be placed on the edge server or the cloud. The work in [31] tried to improve the network
reliability against SFC failures by using the SFC parallelism strategy. To recover the virtual
link failure, the authors in [64] proposed to provision additional link bandwidth with minimal
disruption to the existing traffic.

Above all, much work has been done to prevent either physical network failures or virtual
network failures. However, no work has jointly taken both physical and virtual layers into
consideration in a latency-bounded system. In the following sections, we introduce a new
off-site virtual node protection scheme to jointly take the physical node and on-site virtual

node protection into account.

3.3 Off-site Virtual Node Protection in NFV

In this section, we assume that a PN is a multiple function mesh network as defined in
[17]. In the PN, each physical node can host many in-service SF's. We present the concepts of
traditional physical node protection and on-site virtual node protection. Then, we introduce

a new NFV protection scheme called off-site virtual node protection (OVNP).

3.3.1 Physical Node Protection

The traditional approach of preventing physical node failures is to find a set of (off-site)

backup nodes that are exclusively used for protecting other physical nodes (e.g., [65]).
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Figure 3.3: Physical network and physical node protection.

Fig. 3.3a represents a small PN that contains four physical nodes, each of which can be an
edge server and can host multiple in-service SFs. In specific, for physical node A in Fig. 3.3a,
the resource used to run the in-service SFs is 15 CPU, denoted by IS = 15 as shown in the
blue square. The available resource is 20 CPU (i.e., AV = 20) as shown in the white square.
Similarly, nodes C' and D host in-service (i.e., running) SFs that consume the resource of 5
CPU. To provide protection at only the level of the physical node for a physical node, one
would have to find another (i.e., off-site) physical node that has enough resource to backup
the entire physical node. For example, in order to use node B protecting other physical
nodes in Fig. 3.3a, all SF instances on node B may have to be relocated to node A. Then

node B can act as the off-site backup node to provide share protection for node A, C, D as



shown in Fig. 3.3b. The black square represents the allocated backup resource, and the blue
dotted arrow shows the protective relationship between the backup node and the protected
physical node. Note that, in such a traditional physical node protection scheme, any single
SF failure may lead to the entire physical node migrating to the backup node. Hence, for
a large-scale network, the service provider may have to set a significant number of backup
nodes to ensure network reliability under the latency constraints [51]. In this example, when
there are only four physical nodes and assume that all the one-hop links satisfy the latency
constraint, it requires one dedicated backup node (i.e., B) and the required backup resource

is 35 CPU (the max capacity among A, C, D).

3.3.2 On-site Virtual Node Protection

In NFV, the virtual node (i.e., SF instance) failures are unpredictable, which can be
attributed to the misconfiguration, virtual machines crash, or SFs malfunction. Most of the
existing studies related to virtual node protection focus on the efficient placement of the
backup virtual node [32, 50, 62|. Fig. 3.4a shows an example of a virtual node protection
scheme with on-site backup, where all nodes have the same amount of capacity and in-service
SF's to be protected as the ones in Fig. 3.3a. The on-site protection scheme prefers using the
available resource to backup the in-service SF's within the same physical node. For example,
node C' in Fig. 3.4a can allocate its own resource (BK = 5) to protect the in-service SFs
at node C' that requires I.S = 5 CPU of the resource. Similarly, node D can protect the
in-service SFs at node D, while node A can protect the in-service SFs at node A. However,

node B does not have enough resource available to backup the in-service SFs within itself.
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Figure 3.4: On-site virtual node protection and off-site virtual node protection.

In this case, one would have to find the available resource from another node (e.g., A) to
backup the in-service SFs at node B. For example, the virtual node failures on node B can
use the backup resource (BK = 20) at node A to provide protection for the in-service SFs
at node B (IS = 20). As a result, the on-site virtual node protection scheme in Fig. 3.4a

requires BK =20+ 0+ 54 5 = 30 CPU of the backup resource.

3.3.3 Off-site Virtual Node Protection

Table 3.1 shows the primary pros and cons of the aforementioned physical node protection
and on-site virtual node protection. One of the major pros of physical node protection is its

off-site property. One of the major pros of on-site virtual node protection is its flexibility in



Table 3.1: Pros & cons of physical node, and on-site virtual node protection.

Pros Cons

Physical |Protect multiple virtual nodes|May require dedicated physical

Node from the same physical node. node resource for protection.

Protection
Guarantee to recover any single|Reroute the traffic and may in-
physical or virtual node failure. |crease the latency consumption.
Provide off-site physical node pro- | Re-instantiate the entire physical
tection. node at the backup node when a

single virtual node fails.

On-site Minimize traffic reroute with on-|Cannot guarantee to protect the

Virtual site protection. physical node failure.

Node

Protection
Save latency with on-site protec-| May require more resource due to
tion. less off-site sharing protection.

recovering the individual in-service SF with reduced latency and traffic rerouting. Accord-
ingly, by taking advantage of both physical and on-site virtual node protection, we propose
a new shared protection scheme in NFV, called off-site virtual node protection (OVNP).
In OVNP, each in-service SF (or virtual node) requires an off-site protection from another
physical node. Fig. 3.4b shows an example of the OVNP scheme, where nodes C, D are
selected as the backup nodes to protect all in-service SFs in the PN. In this example, the
backup resource (BK = 20) at node C' can provide sharing protection for the in-service SFs
at node A (IS = 15), node B (IS = 20) and node D (IS = 5), but cannot provide off-site

protection to the in-service SFs at its own (i.e., node C'). Hence, to help recover the physical



and virtual node failures on node C, node D (BK = 5) would be selected to protect the
in-service SFs at node C' (IS = 5). As a result, the off-site virtual node protection scheme
in Fig. 3.4b requires BK = 20+ 5 = 25 CPU of the backup resource. The red dashed arrow
represents the protective relationship between the backup node and the protected in-service
SFs.

In this chapter, we focus on the node failure protection as it is important and needed
to increase the network reliability !. In order to reduce the potential disruption from the
failures, the off-site virtual node protection scheme should also take the latency requirement
into account. Accordingly, in the following sections, we propose and investigate a novel

problem, called latency-bounded off-site virtual node protection (LOVNP).

3.4 Latency-bounded Off-site Virtual Node Protection (LOVNP)

In this section, we formulate the problem of latency-bounded off-site virtual node protec-
tion (LOVNP) in NFV. When a PN and the in-service SFs at each physical node are given,
the optimization goal of LOVNP is to minimize the total backup resource consumption for

backup nodes.

3.4.1 Physical Network Model

Given a physical network (PN), we can generate an undirected weighted graph G =
(N, L, F), where N is the set of physical nodes. Fach physical node n € N can represent an

edge server or a data center with a certain amount of available computing resource C,,. The

Link/path protection has been widely studied and is beyond the scope of this work.



set L is the set of auxiliary links. Each link /,, , € L represents a shortest path with latency
L, ., where m and n (Vm,n € N) are its endpoints. We assume that each link has enough
bandwidth for supporting data transmission and the protection process. The set F' is the
set of in-service SFs. For each virtual (or SF) node f; € F, it requires a certain amount of

computing resource D,.

3.4.2 Problem Formulation

To recover from the physical or virtual node failures on node n, OVNP requires another
off-site node m € N to be the backup node, where m # n. In addition, to efficiently protect
the latency-sensitive applications, the latency between the physical node n and the backup
node m must be within the QoS constraint (or service latency boundary).

We define the latency-bounded off-site virtual node protection (LOVNP) problem as:
given a set of physical nodes with the available computing resource, and a set of embed-
ded virtual nodes with the required computing resource, how to minimize the total backup
resource consumption to protect the PN from virtual node failures while satisfying (i) the
QoS latency constraint, (ii) the SF computing constraint, and (iii) the off-site virtual node
protection constraint.

Let cost,, represent the cost of the backup node m to protect the in-service SFs on
other nodes. Accordingly, the objective function of LOVNP is to minimize the total cost of
backup nodes in the PN, which can be written as Eq. (3.1). Let the binary variable 7]}, = 1
if SF instances at node n are protected by backup node m, 0 otherwise. Table 3.2 lists the

necessary notations.



Table 3.2: Notations.

Notation Meaning

N Set of physical nodes.

L Set of links.

F Set of required in-service SFs.
n

m

Cn

Physical node n € N.

Backup node m € N.

Available computing resource on node n.

L, Link between node m and n.

Ly,  Latency on link [,, .
fi In-service SF f; € F.

D, Needed computing resource for f; at n.
0 Latency threshold.
v = 1 backup node m can protect node n; 0 otherwise.

cost,,  Cost (e.g., backup resource consumption) by m.

QoS latency constraint: As the network delay is relatively dynamic from time to time,
a latency threshold @ is set to limit the propagation delay from node n to its backup node
m.

SF computing constraint: When there is a physical/virtual node failure occurring at
node n, the backup node m must have enough computing resource to recover the in-service
SF's on node n.

Off-site virtual node protection constraint: In OVNP, a physical node n with in-
service SFs is under off-site virtual node protection if and only if all in-service SF's on node

n are protected by another node m (m # n).

min Z costy, (3.1)

YmeN



Subject to:

1, if SF instances at node n are
Vm = protected by backup node m. (3.2)

0, otherwise.

> an=1 VneN (3.3)
VmeN, m#n
777711 * le,n S 67 vlm,n €L (34)
Vo * Dn < Cpy ¥mym € N (3.5)
Costy, = max D, x~., Ym,neN (3.6)
m,ne

Eq. (3.2) determines whether SF instances at node n are protected by the backup node m
when there is a direct connection between node n and m. Eq. (3.3) specifies that when
the virtual node failure happens, there is another physical node (i.e., the backup node m)
to backup the in-service SFs on this node. In Eq. (3.4), # denotes the latency threshold to
ensure the backup node m is not far away from node n. Eq. (3.5) ensures that each backup
node m must contain enough computing resource for the in-service SF's that hosted by node

n. While the backup node providing share protection, Eq. (3.6) denotes that the cost of the



backup node m is the maximum needed computing resource for the in-service SFs on the

protected physical nodes.

3.5 NP-hardness Analysis of LOVNP

In this section, we analyze the NP-hardness of the proposed LOVNP problem in a com-

plete graph and non-complete graph.

3.5.1 OVNP in Complete Graph

When a backup node provides sharing protection to the in-service SF's, the QoS latency
constraint limits the feasible protection range for the backup node. To identify the potential
backup nodes in the PN, a given undirected graph G can be transferred into graph G’ by
removing the links that violate the QoS latency constraint.

When the topology of the new transferred graph G’ is a complete graph, and each physical
node has unlimited computing resource, the optimal number of the backup nodes to protect
all in-service SFs among the PN is two (say nodes m and n). node m will protect all in-
service SF's other than the ones on its own, and node n will protect the in-service SF's at node
m to achieve off-site virtual node protection. These two physical nodes are in fact a pair of
backup nodes that need the least computing resource to provide off-site sharing protection
for all in-service SFs in the PN. Since there are at most O(|N?|) pair of nodes in the PN,

Theorem 1 holds.

Theorem 3.5.1. When G’ is a complete graph, and each physical node has unlimited com-

puting resource, the LOVINP problem can be optimized within a polynomial-time.



Lemma 3.5.2. When G’ is a star or wheel, and each physical node has unlimited computing

resource, the LOVINP problem can also be solved in a polynomial-time.

When G’ is a complete graph, each physical node has limited computing resource, and
there exists a feasible solution for OVNP, we can also find two backup nodes to protect the
PN. We first select the node with the maximum available resource, say node m, to provide
sharing protection for all the in-service SFs except its own. Then, another node can be
identified to backup node m. Hence, when G’ is a complete graph, and there exists a feasible
solution for OVNP, the optimal number of the backup nodes to protect all in-service SFs in

the PN can be solved in a polynomial time.

Theorem 3.5.3. If there is a solution for OVNP in a complete graph, then there must exist

two backup nodes to optimize the LOVINP problem.

3.5.2 OVNP in Non-complete Graph

When G’ is a non-complete graph by removing invalid links, optimizing the LOVNP

problem is NP-hard.

Theorem 3.5.4. When G’ is a non-complete graph and excludes a star or wheel graph, the

LOVNP problem is NP-hard.

Proof. When G’ is a non-complete graph, we prove the NP-hardness of the proposed LOVNP
problem via the reduction from the minimum weighted dominating set (MDS) problem [66].
Given a PN, when relaxing the off-site virtual node protection constraint, finding a set of

physical nodes that can provide sharing protection on all virtual nodes in the PN with the



least computing resource is, in fact, equivalent to the MDS problem. Since the MDS problem

is proved to be NP-hard, the LOVNP problem is NP-hard as well. O

Therefore, to optimize LOVNP problem in a multiple functions mesh network, we pro-
pose the protection centrality-based pairwise node protection (PC-PNP) algorithm with

logarithm-approximation performance in the next section.

3.6 Protection Centrality-based Pairwise Node Protection (PC-PNP)

In this section, we propose the protection centrality-based pairwise node protection (PC-
PNP) algorithm to optimize the LOVNP problem. We first introduce the pairwise node
protection (PNP) technique that satisfies the off-site virtual node protection constraint, and
then, we propose the protection centrality (PC) technique to efficiently identify the physical

nodes used for protection.

3.6.1 Pairwise Node Protection (PNP)

Under the constraint of Eq. (3.3) in Section 3.4, each selected backup node in the PN will
be protected by another backup node. However, greedily applying the traditional backup
nodes selecting policies (e.g., largest degree first, least backup computing resource first)
to protect the in-service SFs in the PN may end up with more resource consumption for
the sake of the off-site virtual node protection constraint. To guarantee that the selected
backup nodes always satisfy the off-site virtual node protection constraint, we propose a novel
Pairwise Node Protection (PNP) technique. Here, in order to facilitate the presentation of

the proposed PNP technique, we define three sets: backup node set BS, the protected node



set PS, and the unprotected node set UPS. The set of B.S includes the identified backup
nodes that already allocate backup resource to provide sharing protection for the in-service
SFs in PS. The set of P.S consists of physical nodes that are protected by the backup nodes
in BS while the physical nodes in UPS have not identified the backup nodes/resource yet.
In other words, the backup nodes in BS will provide sharing protection for nodes in P.S,
while the nodes in U PSS need to identify backup nodes/resource from N. During the process
of identifying backup nodes/resource, the relations of PSUUPS = N, PSNUPS = () and
BS C PS are always true.

In PNP, the system starts with BS = (0, PS = (),UPS = N. The goal of PNP is to
move each node n € UPS to PS after identifying the proper backup node/resource (for n)
in BS. To efficiently identify the backup node and allocate the backup resource, we propose
to identify a pair of physical nodes (i, j), where i € N — BS, j € UPS in each iteration, such
that all the in-service SF's in these two nodes will satisfy the off-site virtual node protection
constraint in Eq. (3.3). In other words, at the end of the iteration, all the in-service SFs
at node 7 and j should be under protection from BS. Specifically, two scenarios will arise
when identifying (¢, j), where i € N — BS and j € UPS: (a) i € UPS,j € UPS and (b)
1 € PS—BS,j € UPS. For the former scenario, no nodes in PSS can offer protection for
these two nodes. Hence, these two nodes from U P.S will have to mutually protect each other
and move from UPS into PS. In addition, these two nodes will allocate proper backup
resource and are added into BS. For the latter scenario, we will use node i € PS — BS to

protect node j € UPS. As a result, node j will be moved from UPS into PS while node ¢
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End

Identify 4 € N — BS,j € UPS
1 and j satisfy OVNP constraints

False (scenario b)

Ifi € UPS

True (scenario a)
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Allocate backup resource at 2, j Allocate backup resource at ¢
BS = BSU{i,j} BS =BSU{i}

Find node m € U PS that can be
protected by the updated BS, move m
from UPS to PS

Figure 3.5: Flowchart for PNP.

will allocate proper backup resource (for j) and is added into BS.
Fig. 3.5 shows the flowchart for the proposed PNP technique. Note that within each
iteration, whenever more nodes are added into B.S, PNP will move node m from UPS to

PS if node m can be protected by the updated BS automatically (i.e., without consuming



additional backup resource).
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Figure 3.6: Examples of the PN and PNP selection.

Fig. 3.6 shows an example of how the PNP technique is applied. Fig. 3.6a is a PN
with four physical nodes, while Fig. 3.6b and Fig. 3.6c are the PNP technique results from
iterations 1 and 2, respectively. In the 1% iteration as shown in Fig. 3.6b, PNP will identify
node pair (A, B) from UPS that can mutually protect each other (i.e., scenario a). Nodes A
and B will be moved from UPS into PS and added into B.S after backup resource allocation.
At the same time, node C' will be moved into PS since the updated BS = {A, B} can offer
protection for C' automatically. For the next iteration, node pair (C, D) will be identified
(i.e., scenario b), where C needs to allocate backup resource to protect D. At the end of
PNP, all nodes are in PS, and BS will be the backup node set. Note that, the QoS latency
requirement should also be satisfied (i.e., Eq. (3.4) in Section 3.4). As a result, Eq. (3.7)

must hold for any node pairs identified by the PNP technique.



L <0 (3.7)

In addition, for scenario (a), when both backup nodes are selected from UPS, according
to the off-site virtual node protection constraint, they should provide enough available com-
puting resource to protect each other as Eqs. (3.8) and (3.9). For scenario (b), since node
i has already been protected by the node in BS, Eq. (3.9) needs to ensure that node i can

offer protection for node j from UPS.

Clearly, the above PNP technique will guarantee that the off-site virtual node protection
constraint can always be satisfied. However, to optimize the LOVNP problem, we need to
investigate how to properly identify the node pair in PNP, such that the overall backup com-
puting resource consumption can be minimized. Next, we propose the protection-centrality
(PC) technique to identify the potential backup pairs that can efficiently provide off-site

sharing protection.

3.6.2 Protection Centrality (PC)

As illustrated above, the proposed PNP technique finds a pair of nodes while not violating

the off-site virtual node protection constraint. However, randomly selecting a pair of nodes



may not optimize the backup resource consumption. To minimize the backup computing
resource consumption, we propose the protection centrality (PC) technique to facilitate PNP
in identifying node pairs for efficient network protection.

Intuitively, the backup computing resource used to protect the entire network is closely
related to the number of selected backup nodes. As the network topology is fixed, to ef-
ficiently protect the entire network with the least computing resource, the pair of backup
nodes should (i) protect as many nodes from UPS as possible, and (ii) cost as less comput-
ing resource as possible. Accordingly, we define a factor, namely, protection centrality (PC),

where the PC value of each pair of nodes is calculated as Eq. (3.10).

|(P,UP;)— (P,UP;NPS)|
Ce

PC’Z-J = max (310)

In Eq. (3.10), we use P, and FP; to represent the set of nodes that can be protected by the
potential backup nodes 7 and j, respectively. Note that, P, U P; N PS represents the set of
physical nodes that have been protected by the backup nodes in BS. The numerator of the
fraction in fact represents the number of physical nodes in UPS that will be protected by
¢ and j. For the denominator, C, represents the needed computing resource for protecting
these nodes. The PC value of a pair of nodes (i, j) indicates how many physical nodes in
UPS will be protected per unit of the computing resource. The higher the PC value, the

more effective the two potential backup nodes (i, 7) will be in providing protection for the

PN.



3.6.3 Protection Centrality-based Pairwise Node Protection (PC-PNP)

We combine the proposed PNP and PC techniques to propose the protection centrality-
based pairwise node protection (PC-PNP) algorithm as Alg. 4. To begin with, PC-PNP
initializes the backup set BS and the protected node set PS as empty. Then, PC-PNP
repeats the following operations until UPS == () (Lines 4-19): (i) applies the PNP technique
to find all potential back nodes and save them as feasible backup pairs set (£'S) (Line 5);
(ii) updates the PC value for each pair of potential backup nodes in F'S according to Eq.
(3.10) (Line 6); and (iii) PC-PNP selects the pair of potential backup nodes from F'S with
the highest PC value, and adds them to BS (Lines 7 - 18). At last, the PC-PNP algorithm
returns BS and the corresponding backup resource consumption.

Next, we illustrate how the proposed PC-PNP algorithm works with the examples in Fig.
3.7. Fig. 3.7a shows a given PN with seven physical nodes, and the number next to each link
represents its latency. We assume that the latency threshold is § = 50 pus. The original PN
will be transferred into the latency-based PN as shown in Fig. 3.7b. In Fig. 3.7b, the number
in the square brackets under each node represents the available computing resource, while
the number in the green box above each node represents the needed computing resource
for running SFs. In Fig. 3.7c and 3.7d, the red dashed arrow represents the protective
relationship between the backup node and the protected physical node, where the backup
node is in dark while the physical nodes under protection are in blue. In the 1% iteration
of Table 3.3, the PC-PNP algorithm will pick (C,G) as the node pair. This is because the

PC value of C and G is the highest. As a result, A, B,C, D, E,G are protected by (C, Q)



Algorithm 4 Protection Centrality-based Pairwise Node Protection (PC-PNP) Algorithm

Input: G,
Output: BS, cost;
Initialize BS = (), PS =, and UPS = N;
while UPS # () do
Find all pairs of potential backup nodes by applying the PNP technique, and save
them as F'S set;
6: Update the PC values for all pairs of potential backup nodes in F'S according to Eq.
(3.10);

7: Select the pair of potential backup nodes ¢, j with the highest PC value from F'S;
8: if (i,7 € UPS) then

9: Allocate backup resource at 1, j;

10: Add i, j into BS;

11: Move i, j from UPS into PS;

12: else

13: Allocate backup resource at i;

14: Add i into BS;

15: Move j from UPS into PS,

16: end if

17: Find nodes in UPS that can be protected by the updated BS and move them into
PS;

18: cost = cost + C¢

19: end while

20: return BS, cost;

with 33 CPU of the backup resource. PC-PNP adds both nodes C, G into BS, and updates
BS = {C,G}, PS = {A,B,C,D,E,G} and cost = 33. In the 2" iteration, since the
unprotected node set UPS = {F'}, node pair (D, F') with the highest PC value is identified,
where D needs to allocate backup resource to protect F'. Thus, PC-PNP adds node D into
BS, and updates BS = {C,G,D}, PS = {A,B,C,D,E,G, F} and cost = 33 + 15 = 48.
At last, PC-PNP returns the selected backup nodes (i.e., C, G, D) while the total backup
resource consumption is 48 CPU.

As one can see that the calculation of the PC value depends on the number of nodes
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Figure 3.7: Examples of PC-PNP algorithm.

Table 3.3: PC values for backup pairs in F'S in each iteration.

Backup Pairs |B,D|B,G|C,G|D,F |D,G

: . 5 5 6 5 5
1, iteration 35 | 38 35 35 33

Backup Pairs|B,D|B,G| C,G |D,F|D,G

2,4 iteration | 0 0 0 % 0

that can be protected by the node pair (7, j) and the computing resource required by these
nodes. A node pair (i,j) protects at most all physical nodes in the PN (i.e., the number of
protected nodes is |N|). It takes at most W times to traverse all potential node pairs
and calculate the PC value of each pair, which is O(|N|?). After that, at most |N| iterations

are required to find all backup nodes such that all nodes in the PN are protected. Thus, in



Table 3.4: Notations.

Notation Meaning

A New selected backup node(s) in each iteration.

T Total iterations of PC-PNP algorithm.

Cost; Backup resource consumption of PC-PNP in iteration i.

OPT; The optimal solution of LOVNP problem in iteration i.

IT;|  Number of protected nodes in iteration i.

|U;|  Number of unprotected physical nodes in iteration i.

the worst case, the PC-PNP algorithm has the time complexity as O(|N|?).

3.6.4 Boundary Analysis

Next, we prove that PC-PNP can achieve a logarithm-approximation. To facilitate the

presentation for the bound proof, the necessary notations are given in Table 3.4.

Theorem 3.6.1. PC-PNP algorithm can guarantee an In(|N|)-approzimation performance,

where |N| is the size of the PN.

Proof. Suppose that the proposed PC-PNP algorithm requires 7' iterations to select the
proper backup nodes to protect the entire PN. We denote the specific iteration as ¢, and let
OPT, denote the optimal solution of LOVNP problem in the t'* iteration. Let I'; indicate
the set of physical nodes that protected by the PC-PNP algorithm in ¢** iteration. Let Pa
represent the set of physical nodes that are protected by backup node(s) A in ¢ iteration.
Cost, represents the backup resource consumption in t* iteration.

The relationship of |I';| and | Pa| can be expressed by Eq. (3.11), where |I';| and | Pa| represent



the cardinality of I'; and Pa, respectively.

T = JIPal, Vt€[0,T],A € N (3.11)

tth

Let |U;| represent the number of unprotected physical nodes in the iteration. The rela-

tionship among |Uy|, |Usy1| and |T'y| can be described as Eq. (3.12).
U] = [Te| 4+ |Upsa|, ¥t € [0,T] (3.12)

|Uo| (the unprotected physical nodes in 0" iteration) equals to the size of the PN as shown
in Eq. (3.13).

|Uo| = [N (3.13)

Hence, in Eq. (3.14), the fraction on the left is the PC value for T, in ¢ iteration, while the
fraction on the right represents the average cost for each backup node in OPT;. Since the
proposed PC-PNP algorithm guarantees the selected backup node(s) owns the highest PC

value, Eq. (3.14) holds.

r o 1
Cost, — OPT,’

vt € [0,7] (3.14)

Then, one can transfer Eq. (3.14) into Eq. (3.15).

r
Costy < % x OPT;, ¥t € 0,7 (3.15)
t

Based on Eq. (3.12), we can have Eq. (3.16).

LI T S 1
Ul = U (U =1 U = Ty + 1

1
< -, Vt T

[Up1|<6<|U|

(3.16)



When accumulating the results of PC-PNP in T iterations, Eq. (3.15) can be transferred
into Eq. (3.17).

z}%m<§: MWE ), Vt € [0,T] (3.17)

According to Eq. (3.15), Eq. (3.17) can be formatted as Eq. (3.18); in particular, the left

side of Eq. (3.17) is the solution from the proposed PC-PNP algorithm.

T T
Z Cost; < Z Z(% x OPTy)
t=0

|Ut41|<6<|U| =0

< > (%*OPT) (3.18)

|Ur|<6<|Uo|
According to the property of harmonic series, Eq. (3.18) can be further extended to Eq.
(3.19):

T
Costpcpnp = Z Cost; < (In(|N|) + 1) « OPT (3.19)

=0
Thus, the PC-PNP algorithm result is bounded by an In(|N|)-approximation, where |N| is

the size of the PN. O
3.7 Experimental Results

3.7.1 Simulation Settings

We evaluate the performance of the proposed algorithm through extensive simulations.
Similar to the simulation setup in [17, 32, 48], we conduct simulations on large-scale networks

that are randomly generated with different node connectivity. Unless otherwise specified, the



physical network is randomly generated with the number of nodes in the range of [1000, 5000].
The connectivity (i.e., the number of directly connected neighbors) of each node in the PN
is randomly set in the range of [5,25]. Each physical node’s available computing resource
and the amount of computing resource of each virtual node are randomly set in the range of
[30 — 60]. For each link, the link bandwidth is randomly set in the range of [5,10], and the

link latency is randomly set in the range of [1 — 20].

3.7.2 Evaluation Metrics

We use the following metrics to evaluate the performance of the proposed algorithms.

Cost rate factor (CRF): We define the cost rate factor (CRF) as CRF = cof%, where
costps and |N| are the total cost of BS and the total number of physical nodes in the PN.

Number of backup nodes: The number of backup nodes is the total number of backup
nodes to protect the node failures in the PN.

For the evaluation, we compare the performance of the proposed PC-PNP with two
greedy algorithms: MDS-based off-site virtual node protection (MDS-OVNP) and largest
pair first pairwise node protection (LP-PNP). The basic steps of the MDS-OVNP algorithm
are as follows: (i) greedily selects a single backup node ¢ with the largest degree in each
iteration, adds ¢ into B.S and moves the protected nodes from UPS into PS; (ii) repeats
step (i) until PS = N; (iii) for each node i € BS, identifies another node j € N such that
node j (j # i) satisfies the latency threshold and can provide off-site protection for node 1,

adds node j into BS when necessary; (iv) calculates the total cost of BS.

In LP-PNP, the backup nodes selection takes the number of neighbors and the maximum



‘PZ‘UPJ‘|
C;+C;

needed computing resource of each pair into account. We define LP;; = where
|P; U P;| and C; + C; are the number of protected neighbors and the maximum needed

computing resource, respectively. In LP-PNP, the algorithm keeps selecting a pair of nodes

with the largest LP value until the network is fully under protection.

3.7.3 Impact of Network Size

In Fig. 3.8a, we set the latency threshold # = 6 and change the size of the generated
network. The performances of MDS-OVNP, LP-PNP and PC-PNP are denoted by the yellow
circle-dotted, blue square-dashed, and red rhombus-solid curves, respectively. As one can see
that the CRF values of three algorithms decrease when the network size increases. With the
increasing size of the network, more backup node pairs can be selected to protect the network,
leading to more sharing opportunities among the selected node pairs, thus decreasing the
average CRF values. Note that, the proposed PC-PNP algorithm outperforms the other two
schemes by as much as 48.1% and 58.1%. It is because the proposed protection centrality
technique tries to maximize the protection sharing by each backup node pair in each iteration.
This is further verified by the simulation results in Fig. 3.9a, which shows the number of
required backup nodes. In Fig. 3.9a, the red, blue and yellow bars represent the number
of backup nodes selected by PC-PNP, LP-PNP, and MDS-OVNP approaches, respectively.
The proposed PC-PNP can protect the entire network with less number of backup nodes
due to the fact the proposed techniques of pairwise node protection and protection centrality
can efficiently identify backup nodes and maximize backup sharing for off-site virtual node

protection.
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3.7.4 Impact of Connectivity

In Fig. 3.8b and Fig. 3.9b, we generated networks with different node connectivity. As
one can see from Fig. 3.8b, when the number of adjacent neighbors (or node connectivity)
increases, the CRF values from all three algorithms decrease.

This is because more node connectivity will enable a backup node to provide sharing
protection for more virtual neighbor nodes. Similarly, the number of required backup nodes
for the three algorithms in Fig. 3.9b decreases with larger node connectivity. In addition,
Fig. 3.8b and Fig. 3.9b show that LP-PNP is better than MDS-OVNP by as much as
27.4%. This is due to the fact that the technique of pairwise node protection technique can
efficiently identify a pair of virtual nodes that can satisfy the off-site virtual node protection
constraint during each iteration. When combining the pairwise node protection technique
with the protection centrality technique, the proposed PC-PNP outperforms LP-PNP by as
much as 57.4%. This is because the protection centrality technique will effectively select

node pairs that maximize the backup sharing.

3.7.5 Impact of Latency Threshold

Fig. 3.8c and Fig. 3.9c show when increasing the value of the latency threshold 6,
the CRF values and the total number of backup nodes decrease for all three algorithms.
Relaxing the latency threshold will enlarge the set size of potential backup nodes. Hence,
more potential backup sharing can lead to a decrease in the number of backup nodes and

backup cost for all schemes. Interestingly, in Fig. 3.8c, when # is smaller than 9, the CRF



values of LP-PNP and MDS-OVNP are relatively close. This is because when the latency
threshold is small, the adjacent neighbors of each node are limited and both algorithms
have very limited nodes in PS for backup sharing. In other words, both algorithms cannot
efficiently identify proper backup sharing while satisfying the off-site virtual node protection
constraint. As a result, the CRF value from both algorithms are approaching the one from
dedicated protection (i.e., double of the amount of the computing resource required by all in-
service SFs). Overall, the proposed PC-PNP algorithm averagely outperforms MDS-OVNP

by 62% and outperforms LP-PNP as much as 58% in terms of the CRF values.

3.8 Summary

In this chapter, we have investigated a new latency-bounded off-site virtual node pro-
tection (LOVNP) problem, which considers the SF computation, the QoS latency, and
the off-site virtual node protection constraints. We have proved the NP-hardness of the
LOVNP problem and proposed an efficient logarithm-approximate algorithm, called protec-
tion centrality-based pairwise node protection (PC-PNP). The proposed PC-PNP algorithm
employs two novel techniques: pairwise node protection and protection centrality. The for-
mer ensures node pairs are efficiently identified to meet the demands of the off-site virtual
node protection constraint, while the latter tries to maximize the backup sharing among
the selected backup nodes. We have also proved that the proposed PC-PNP algorithm is
logarithm-approximate. Our extensive simulation and analysis have shown that the pro-

posed PC-PNP algorithm outperforms the algorithms that are extended from the existing



work. In this chapter, we have only considered the cases with a single virtual node failure,
and a physical node can support all types of SFs. In future work, we will investigate more
practical cases with multiple failures and limited link bandwidth. Similarly, further studies

are deserved when each physical node can only support a limited set of SFs.
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CHAPTER 4

SERVICE FUNCTION FORWARDER FAILURE AND PROTECTION IN
CLOUD NETWORKS

4.1 Motivation

The wide deployment of 5G cellular infrastructures allows ultra-reliable and low-latency
communication (URLLC) services being ubiquitously deployed at the network edge [67].
Delivering the URLLC service needs a set of network functions, which are generally im-
plemented in proprietary middleboxes [68]. As the maintenance and management of these
dedicated middleboxes are expensive, network function virtualization (NFV) is introduced to
implement these functions with software-based modules, called service functions (SFs) [69].
In NFV, a service function request (SFR) is comprised of multiple SFs and related resource
demands (e.g., CPU, bandwidth) [21]. To deploy an SFR, the service providers bundles
the required SF's into a service function chain (SFC) and embeds it onto a shared physical
network (PN) [70]. The process of composing and embedding an SFC is referred to as service
function chaining and embedding (SFCE) [43]. The physical forwarding path that hosts the
SFC is referred to as a service function path (SFP) [71]. Along an SFP, every SF instance
is initiated to run a specific SF and connects to a service function forwarder (SEF) [72].

Recently, due to the significant financial losses caused by software failures, great efforts
have been put into investigating the SF protection in failure-sensitive applications, such as
real-time stock markets, remote surgery, and software-driven vehicles [73, 74, 75, 76]. Even

though many works have proposed protection approaches for SF failures [77, 78, 79], few
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Figure 4.1: Service function forwarder (SFF) in NFV.

studies have focused on how to effectively handle the SFF failures. The traditional SF
protection approaches protect either a single SF instance or multiple SF instances within a
network by allocating enough backup SF instances. To install the backup SF instances, a
variety of stochastic models [80, 81, 82] are applied depending on the available computing
resources on the physical nodes and the sharing manner. However, the failure of an SFF can
affect multiple SF instances of different SFCs connected to it simultaneously in an unexpected
way [83].

We use Fig. 4.1 to illustrate the impact of an SFF failure, which includes a PN with
four deployed SFFs. In this figure, a grey box denotes a running SF instance, a black ellipse
denotes a backup virtual machine (VM), and an orange box denotes an SFF. Four running SF
instances (i.e., fi, f2, f3, f3) are instantiated in Node A, whereas f{, f# connects to SFF1,
f3 connects to SFF2, and fJ connects to SFF3. In Node A, two instances f{ and f? share
SFF1 and require 2 and 3 CPUs!, respectively. The instance f; demands 4 CPUs, while the

instance f; demands 5 CPUs. Node B has one instance f? demands 6 CPUs and connects

"'Without loss of generality, we use the number of CPUs representing the resource demands by SF in-
stances.



to SFF3'. Node C has no running SF instances, but can host instances of f; and f,. Any
misconfiguration or security attack in SFF1 on Node A will cause simultaneous failures of f
and f? [72], which is called type-oriented SFF failures. In such a failure scenario, one would
have to identify backup VMs running f; to simultaneously protect fi and f2. As Node C'
provides f; and off-site protection, backup VM1 can protect f{ and f by initializing the
corresponding instances with 2 + 3 =5 CPUs.

It is imperative that the SFFs (in conjunctions with the connected SF instances) are
simultaneously protected. As a result, the backup resources on backup nodes are no longer
able to be shared or assigned randomly between SF instances that are connected to the same
SFF, which makes it infeasible to directly apply the traditional SF protection approaches
(e.g., [80]). In this work, we investigate how to efficiently allocate backup resources for
SF instances in a shared PN against the type-oriented SFF failure, which is called off-site
type-oriented SFF failure protection (TSFP). To optimize TSFP, we present an efficient
heuristic approach and derive its logarithm-approximation bound. Experiments show that
our proposed algorithm outperforms approaches derived from the existing work.

The rest of this chapter is organized as follows. In Section 4.2, we formulate the TSFP
problem with a mathematical model. Section 4.3 presents the type-oriented off-site shared
protection optimization (TOPO) algorithm. In Section 4.4, we analyze and evaluate our

proposed schemes. Finally, we conclude this chapter in Section 4.5.



4.2 Off-site Type-oriented SFF Failure Protection (TSFP)

4.2.1 Physical Network

Consider a physical network (PN) as an undirected graph denoted by PN = (N, L),
where N is the set of physical nodes, L is the set of physical links. Each physical node
n € N represents a server or data center, which has the total computing capacity C,,. For
each physical link [,,,, € L, where m and n (i.e., Vm,n € N,m # n) are its endpoints,
it has a specific amount of latency £, , and bandwidth BW,, . A physical path P, , is
composed of multiple physical links from Node m to n, which is the shortest path between
m and n. We use Ep, , and BWp, , to represent the latency and available bandwidth of

Py, n, respectively.

4.2.2 Problem Formulation

Given a PN with embedded SF instances, in which each physical node hosting limited
types of SF connected to the SFF's, we investigate how to protect SF instances in a PN against
type-oriented SFF failures with minimum amount of overall backup resources consumption.
We name this problem as the off-site type-oriented SFF failure protection (TSFP). The off-
site requirement enforces that the backup VMs must be in a physical node other than the
node hosting the failed SF'F, which is critical in handling failures due to natural disasters or
deny-of-service (DOS) attacks.

To against the type-oriented SFF failure, backup nodes must be identified to protect all

SF instances connected to the SFF. For example, in Fig. 4.1, the resource demands of f



and fP connected to SFF1 have to simultaneous be protected. When there is just one type-
oriented SFF failure, backup resources from the backup node can be shared among different
SFFs. We use & to represent a set of SF instances connected to i SFF in Node n. In
Figd.1, & = {fl. fi}, & = {2}, & = {f3} and & = {f3}. Let C¢ denote the resource
demands of &, as shown in Eq. (4.1), where C, is the resource demands of SF instance v.

Table I lists the notations.

Cg =) C. (4.1)

vEEL

Eq. (4.2) shows the objective function of minimizing overall backup resource consumption

in the PN.

min Y B, (4.2)

Eq. (4.3) defines a binary variable an,n,m € N,n € Nym # n,i € F,, where F,, is a set of
SFFs in Node n € N. an,n equals 1 if Node m provides protection for £ in Node n, and 0

otherwise.

A 1, if m provides protection for & in n.
Xonn = (4.3)

)

0, otherwise.

For the off-site backup requirements, Eq. (4.4) ensures that each SF instance in Node n can

only be off-site backed up by another Node m (i.e., m # n). Eq. (4.5) restricts that each



Table 4.1: Notations.

Notation Meaning

The set of physical nodes in the PN.

The set of physical links in the PN.

A physical node in N.

A physical link between m and n.

The latency on I, p.

The bandwidth on 1, .

A physical path between m and n.

The latency on P, ,,.

The bandwidth on P, ,,.

An SF instance running specific SF.

A set of SF'Fs in Node n.

a set of SF instances connected to it SFF in Node n.

The resource demands of £.

The resource demands of SF instance v.

The total computing capacity of Node m.

The backup resource consumption of Node m

A binary variable to determine whether Node m

provides protection for &, in Node n.

A binary variable to determine if P, , is employed

to backup traffic from & to m.

The latency threshold.

The required bandwidth resources for backup.

physical node cannot protect the SF instances hosted by itself.

> Xpw=1, VieF,VneN

meN,m#n

(4.4)



Xopn =0, Vi€ F,,Vm,ne N,m=n (4.5)

We use B,, to represent the overall backup resource consumption of Node m, which is

calculated by Eq. (4.6).

B,, = ik N 4.
m ieﬁ?ﬁ}éNcgm*XW”’ Vm € (4.6)

Eq. (4.7) is the constraint of computing resources at a physical node.
B, <Cpn—» Cg,VmeN (4.7)
i€Fm,

Let ’yf,m, m € N,n € N,m # n,i € F, represent a binary variable; ”yﬁn’n equals 1if P, , is a

backup path to transmit the backup traffic from & in Node n to Node m; 0 otherwise.
(

1, if P, , is employed to backup traffic

Vin,n = from &' to m. (4.8)

0, otherwise.
\
The required bandwidth resources for backup is denoted by BW, Eq. (4.9) ensures that
if P, is employed to backup traffic from &, to Node m, then P,,, must have enough

bandwidth. Let © denote the latency threshold, Eq. (4.10) ensures that Node m must be

not far away from Node n for backup.

Yo * BW < BWp, ., Vi€eF, (4.9)
> 2 |

meN neN



Epy % Yipn <O, VieF,,Vm,n € N,m#n (4.10)

Note that, when each physical node hosts limited SFs in an edge network, by relaxing
the off-site backup constraints, the TSFP problem can be reduced to the minimum weighted

set cover (MWSC) problem, which is NP-hard [84].
4.3 Type-oriented Off-site Shared Protection Optimization (TOPO)

In this section, we introduce the type-oriented gain (TG) to identify suitable backup
candidates, and then propose a novel heuristic approach called type-oriented off-site shared
protection optimization (TOPO).

According to Eqs. (4.4) and (4.5), to provide off-site protection, one can greedily pick a
backup node by applying the traditional physical node or SF instance protection methods
(e.g., largest degree first, or shortest path first). However, these methods may not optimize
the backup resource consumption, as they cannot effectively take advantages of the sharing
among different SFF's. From our observation, the number of backup nodes increases when the
backup resource consumption increases for the type-oriented SFF failure. A backup node may
use less backup resources when protecting as many SFFs as possible across different physical
nodes by sharing the same amount of backup resources. Let |S,,| denote the cardinality of
the SF instances from identical SFFs that are protected by backup node m, and B,, is its
backup resource consumption. A type-oriented gain (TG) can be defined for each of the

potential backup node to measure how backup resources can be effectively utilized by SF



instances from identical SFFs, as shown in Eq. (4.11). Here, the higher TG value indicates
the more SF instances from the SFF's can be protected by using less backup resources due

to the sharing among different SFF's.

S|

B (4.11)

TG, = max

Following that, we propose the TOPO algorithm as shown in Alg. 5. To begin with,
TOPO discards all physical links that violate the routing constraints associated with band-
width and latency requirements in a PN based on Eqs. (4.8)-(4.10). Thereafter, TOPO
creates three sets: the backup node set BN as empty, the backup candidate set BC' as all
physical nodes, and the unprotected SF instance set U F' as all SF instances. TOPO repeats
the following operations until UF' becomes empty: (i) calculates and updates the TG value
for each element in BC based on Eq. (4.11), (ii) sorts BC' based on the TG value, and
selects node € BC' which has the highest TG value as the backup node, (iii) identifies the
protected SF instances set S, for node x, (iv) updates the backup cost, and updates UF' by
removing S,, (v) moves backup node x from BC into BN. In the end, the TOPO algorithm
returns the backup node set BN and the overall backup resource consumption cost.

As one can see that, Alg. 5 takes O(|N| + |L|) to discard the invalid physical links in
the PN. The calculation of the TG value depends on the number of SF instances with
identical SFFs that can be protected by the backup nodes and the required computing
resources from these SF instances. Suppose there are at most |V| SF instances on a physical
node, and it takes at most |/N| times to traverse all backup candidate nodes, so the time

complexity of calculating the TG value of each backup candidate node is |[NV|. After



Algorithm 5 Type-oriented off-site shared protection optimization (TOPO) Algorithm

Input: G,
Output: BS, cost;
Discard physical links that violate Eqs. (4.9) and (4.10);
Initialize BN = (), BC'= N, and UF as all SF instances;
while UF # () do
Calculate and update the TG value for each element in BC based on Eq. (4.11);
Sort BC' based on the TG value, and select node x that has the highest TG value as
the backup node;
Identify the protected SF instances set S, for node ;
9: Update the backup cost, and UF = UF — S;;
10: Move backup node z from BC' into BN
11: end while
12: return BN, cost;

®

that, it takes at most |N| iterations to find all backup nodes such that all SF instances in
the PNs are protected. As a result, in the worst case, TOPO has the time complexity as
O(IN[+ L] + [N*V]) = O(IN?V]).

Table 4.2: Notations.

Notation Meaning

ISs;,|  The number of SF instances protected by TOPO.

0; The backup candidate node selected in it iteration.

UF; The unprotected SF instances in i*" iteration.
\ p

BNPPT  The optimal backup node set in i iteration.

|¢;/  The number of backup nodes in BNOFT.

costropo The overall backup resource consumption of TOPO.

Theorem 4.3.1. When each physical node hosts limited required SF's, the TOPO algorithm

15 logarithm-approximate.

Proof. Let |Ss,

represent the number of SF instances protected by TOPO, and ¢; represents



the backup candidate node selected in *" iteration. To facilitate the presentation for the
bound proof, the necessary notations are given in Table II. Eq. (4.12) shows the relationship
between the number of protected SF instances and unprotected SF instances in adjacent

iterations (i.e., iterations ¢ and 7 + 1).
UF| = [Ss,| + |UFi] (4.12)

As the TOPO algorithm picks the backup candidate node in BC' with the highest TG value

as a backup node, TG, should be larger than the average TG value of the backup nodes from

OPT
Ni

the optimal solution. Let B represent the optimal backup node set in " iteration,

and |¢;| denote the number of backup nodes in BNPFT| then Eq. (4.13) holds.

S|

1S5,] _ 2meBNOPT T
Bs, — |9l

(4.13)

To maximize the TG value of the backup node m in BNPFT  its backup resources should

not be greater than the backup resources of BN?F7T as shown in Eq. (4.14).
IB3m S IB%BN,OPT (414)

Following that, identical SFFs can be shared among different physical nodes, Eq. (4.15)
holds.

> ISkl > |UF (4.15)

meBNOFT

Combining Eqgs. (4.13)-(4.15), we have Eq. (4.16) as following.

]B T % i
 Boxorr |01 (4.16)

Bs < ,
o < el * TR e




Next, we can derive Eq. (4.17) from Eq. (4.12).

|UF;|

1S5 | 1 1 1 1
— < + +... .+ =< — 4.17

R A R o P e

w
w=|UFit1]

Assuming the proposed TOPO algorithm has a total of [ iterations to select the proper

backup nodes for the entire PN, we combine Eqs. (4.16) and (4.17) to Eq. (4.18) as follows.

1] Rl [UE |

Bs < —xB < —xB 4.18
Z 6 > Z w BNPPT > Z w BNOPT ( )
=1 w:|UFi+1| wleFll

Since Eq. (4.18) follows the properties of the harmonic series, it can be transformed into
Eq. (4.19), where UF, represents the unprotected SF instances in the 0™ iteration and

equals to the total number of SF instances in the PN.
||

—w |UFy| |UF|=1S5] IS5yl

1=

(4.19)

1 LS 115 21

< 1
SR TR -k =% 7

Let costropo denote the overall backup resource consumption of TOPO. Eq. (4.19) can be

extended as the following.

1]
costtopo = E(gi < ( —+ 1) * Bgyorr (4.20)

i=1

l”(|UF0|)
k

Thus, the proposed TOPO algorithm achieves a logarithm-approximation performance. [J



4.4 Experimental Results

4.4.1 Simulation Settings

To evaluate the performance of the proposed TOPO algorithm, we conduct our exper-
iments in 24-nodes-43-links mesh networks. Each physical link has a bandwidth set in the
range of [5,20]. The latency of each physical link is set in the range of [10,30]. The com-
puting capacity of each physical node is set in the range of [100,400]. Each physical node
hosts four random SFs and equips with four SFFs. Note that every SF will initialize [1, 4]
SF' instances in the PN. The resource demands of each SF instance are set in the rang of
10, 40].

We implement two greedy algorithms called internal sharing gain only (ISGO) and exter-
nal sharing gain only (ESGO) algorithms to evaluate the sharing efficiency of the proposed
TOPO. In specific, ISGO only allows SFF sharing in the physical node, and no sharing is
allowed among different physical nodes. Similarly, ESGO only allows SFF sharing in the
same type of i SFF, and no sharing is allowed among different type of SFFs. Furthermore,
to compare the performance of the proposed TOPO algorithm with the state-of-the-art
techniques, we implement the minimum cost pairwise node assistance (NOTION) algorithm
in [80]. We extend NOTION by 1) identifying a pair of physical nodes that have most com-
mon SFFs, 2) selecting this node pair to protect the identical SFFs on each other by only
sharing backup resources to the SFF's inside of each other first, then protecting as many
SFFs on the rest of physical nodes as possible, and 3) repeating the previous step until all

SFFs are protected.



4.4.2 Performance Analysis
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Figure 4.2: Performance comparison of TOPO, ISGO and ESGO.

Fig. 4.2 shows the backup resource consumption and the resource saving ratio of TOPO,
ISGO, and ESGO when increasing the number of required SF on each physical node. Here,
the resource saving ratio is the proportion of resources saved through sharing to the total
amount of resources that must be backed up. In Fig. 4.2, the red solid bar (solid curve),
green dotted bar (dashed curve), and purple stripes bar (dash-dotted curve) represent the
performance of TOPO, ISGO, and ESGO, respectively. The bars are measured by the left
y-axis, and the curves are measured by the right y-axis.

When increasing the number of required SF, more SF instances need to be backed up,
resulting in all protection schemes consume more backup resources. Specifically, TOPO uses
less backup resources than the minimum backup resources used by either ISGO or ESGO.
This is because Eq. (4.11) ensures the proposed TOPO to minimize the needed backup

resources by applying the SFF sharing. Fig. 4.3 illustrates an example of how the backup



resources are allocated by TOPO for the PN in Fig. 4.1. The overall backup resource
consumption of TOPO is 11 CPUs. However, when applying ISGO in Fig. 4.1, Node D
cannot share the backup resources among SF'F3 in Node A and B, which has to provide
5+6=11 CPUs to backup them, thereby Node C and D cost 5+11=16 CPUs in Fig. 4.1.
Similarly, when applying ESGO in Fig. 4.1, Node C' cannot share any backup resources for
SFF1 and SFF?2 inside of Node A, which has to provide 5+4=9 CPUs to backup them, and
the overall backup resource consumption is 9+6=15 CPUs in Fig. 4.1. As a result, TOPO

significantly outperforms ISGO and ESGO.

NodeAl 37 [ [ (6 ] |NodeB
| I I
[SFF] ] [SFFZ ] [SFF3 ] SFF3’
' ' i ]
{ ]
Backup Backup
SFF1&2 SFF3&3’
Node C costs 5 CPUs Node D costs 6 CPUs

Figure 4.3: Backup resource allocation of TOPO.

In Fig. 4.2, when there is only one required SF on each physical node, the resource saving
ratio of ISGO is 0. This is because when only one SFF inside a physical node capable of
running SF instances, the backup node cannot provide any SFF sharing. For example, when
applying ISGO in Fig. 4.3, Node D cannot provide any SFF sharing for SFF3 in Node A or
B. Due to the same reason, we can see that ESGO and TOPO achieve the same performance

when there is no SFF sharing for the case of only one required SF on each physical node.
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Figure 4.4: Impact of the number of SF instances on each physical node.

Furthermore, we observe that ESGO outperforms ISGO when the number of required SF
on each physical node is less than 7. However, when further increasing the number of SFs,
ISGO outperforms ESGO. This can be explained as follows. When the number of required
SF on each physical node is small, there is not many SFFs per node, and the SFF sharing
opportunity is small. In this case, the SFF sharing across different physical nodes will
dominate. However, with more SFs hosted by each physical node, more SFFs will increase
the chances for sharing inside of physical nodes.

Figs. 4.4-4.6 show the performance comparison among the proposed TOPO and NO-
TION, where the red solid bar (solid curve) and blue stripes bar (dashed curve) represent
the performance of TOPO and NOTION, respectively. The bars are measured by the left
y-axis, and the curves are measured by the right y-axis. In Fig. 4.4, the required backup
resources increase with the number of SF instances as more running SF instances demand

more resources. We can also see that TOPO outperforms NOTION by as much as 30%.
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Figure 4.5: Impact of latency threshold.
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Figure 4.6: Impact of bandwidth demands.

This is because the proposed TOPO can take advantages of sharing the SFFs within physi-
cal nodes and cross different physical nodes concurrently in Eq. (4.11), leading to less backup
resources protect more SF instances. However, NOTION exploits the SFF sharing inside of
physical nodes, and cross different physical nodes in a sequential manner.

Fig. 4.5 shows the backup resource consumption and the successful protection ratio (i.e.,



the ratio between the number of protected SF instances and the number of all SF instances)
when increasing the latency threshold. All approaches require less backup resources to
backup all SF instances against type-oriented SFF failure. TOPO outperforms NOTION
by using less backup resources, because with a larger given latency threshold, each physical
node can protect more SF instances in other physical nodes. Fig. 4.6 shows the performance
of all schemes when varying the available bandwidth. All schemes have higher successful
protection ratios when increasing expanding the bandwidth in each physical link. When
the available bandwidth is less, the number of candidate backup nodes is limited by the
available bandwidth, leading to less chance of sharing backup resources. On the average,

TOPO outperforms NOTION by as much as 20%.

4.5 Summary

In this chapter, we have studied a shared backup resource allocation problem to defend the
type-oriented SFF failures. We have defined a novel problem called the off-site type-oriented
SFF failure protection (TSFP) in NFV, and mathematically formulated this problem. We
have proposed an efficient heuristic algorithm called type-oriented off-site shared protection
optimization (TOPO) and proved its logarithm-approximation. Extensive simulation results
have verified that the proposed TOPO outperforms the approaches directly extended from

the existing work.
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CHAPTER 5

SERVICE FUNCTION FORWARDER FAILURE AND PROTECTION IN
EDGE NETWORKS

5.1 Motivation

With the widespread deployment of 5G infrastructure, many internet applications re-
quire ultra-reliable and low-latency communication (URLLC) services [85, 86, 87]. To de-
liver URLLC services, traditional middleboxes can be implemented to provide network func-
tions, such as firewall, network address translation (NAT'), and load balancers (LD), etc [68].
However, these proprietary middleboxes introduce high capital expenditures (CAPEX) and
operational expenses (OPEX) [82]. To deliver the high-performance URLLC services with
significant flexibility, scalability, and adaptability, network function virtualization (NFV) is
introduced to replace the proprietary middleboxes with software-based modules, called ser-
vice functions (SF's) [88]. In the NFV paradigm, SFs can be realized through virtual machines
running on the commodity servers to process clients’ traffic data [80]. A client’s service re-
quest (SR) is generally comprised of multiple SFs and corresponding resource demands (e.g.,
CPU, bandwidth, virtual machines, etc.) [13]. To deploy an SR, service providers pack
the required SF's into a service function chain (SFC) and embed it onto a shared physical
network (PN) [21]. The process of accommodating an SR in a shared PN is referred to
as service function chaining and embedding (SFCE) [43]. The SFCE process will yield a
physical path for the SFC, which is called a service function path (SFP). For example, as

shown in Fig. 5.1, there are two SFCs (i.e., SFC1 and SF'C2) and the corresponding SFPs
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Figure 5.1: Example of a PN with four SFFs.

are SF'P1 and SFP2. A service function forwarder (SFF) is in charge of forwarding traffic
along the SFP [89]. There may be various running SF instances connect to the same SFF,
and these SF instances may belong to separate SFPs, sharing the database or networking
resources [72].

For URLLC applications such as the remote surgery and intelligent transportation sys-
tems, SFP protection strategies must be provided to recover from diverse network fail-
ures [90]. In the literature, many studies have focused on how to protect against the failures
from physical nodes, links, and SF instances. For example, the work in [46] focused on
protecting physical node failures. The work in [59] investigated how to recover from physi-
cal link failures and [78] explored an efficient backup approach to recover from SF instance
failures.

In this work, we study a new type of failure: service function forwarder failure in NFV.

Fig. 5.1 shows an example of a PN with four SFF's, where the four white boxes are physical



nodes (e.g., edge servers). In each physical node, the green box denotes an SFF and the black
box denotes a backup SF instance. In Node A, SF instances v{ and v% are running the same
SF (i.e., fi) via the same SFF (i.e., SF'F1). The SF instance v{ and v? demand 2 and 5 CPUs?
torun SF fi, respectively. The v§ requires 3 CPUs to run fs through the connection of SFF2,
and v¢ requires 4 CPUs to run f3 through SFF3. Similarly, in Node B, v$ requires 6 CPUs
to run fo through SEFF2'. Node C has no actively running SF instances, but can support f;
and f3. That is to say, one can install backup SF instances running f; or f3 when SF instance
failures (e.g., v¢ or v¢) occur. Similarly, Node D can run backup SF instances for f; and f,.
In Fig. 5.1, SFC1 (Source — f; — fo — Dest.) is delivered through the blue-dashed SFP
(Source — v§ — v§ — Dest.), while SFC2 (Source — fi — f3 — fo — Dest.) is delivered
through the orange-dotted SFP (Source — v} — vd — v§ — Dest.). When SFF1 in Node
A fails, all connecting SF instances (i.e., v¢,v?) will not work and the corresponding SFCs
(i.e., SFC1,SFC2) will break down.

Defending against the SFF failure is challenging as multiple SF instances may be brought
down due to one SFF failure. In Fig. 5.1, once SFF1 in Node A fails, one would have to
identify backup SF instance running f; to protect v{,v% simultaneously. Furthermore, off-
site protection for such failures is important for many clients when facing the failures from
natural disasters, attacks, or security breaches [74]. In this case, Node C' can install backup

SF instances of fi to recover the workload of v{,v? by using 2 + 5 = 7 CPUs. In fact, if

SFF1 and SFF3 in Node A do not fail together, Node C' can provide shared protection for

"'Without loss of generality, we use the number of CPUs representing the resource demands by SF in-
stances.



v¢, v} and v¢ by using max{2 + 5,4} = 7 CPUs. This sharing of several SF instances within
a physical node is referred to as SEFF internal sharing. Similarly, when SFF2 in Node A
or SFF2 in B is down, Node D can backup v§ or v§ by using max{3,6} = 6 CPUs. This
sharing of several instances with the same type of SF among different physical nodes is called
SFF external sharing. Without considering the aforementioned SFF internal and external
sharing, existing approaches on physical node protection or SF instances protection cannot
be applied efficiently to resolve such SFF failures and related protection issues. For example,
neither Node C' nor D can replace Node A directly by applying the physical node protection
approaches [46]. Similarly, the single SF instance approaches [78] cannot be applied to
protect v{ and vll’ concurrently.

This study analyzes how to efficiently allocate off-site backup resources for SF instances
against the SFF failure with various service level agreements (SLAs) or quality of service
(QoS) needs. To reduce the overall backup resource consumption, we mathematically for-
mulate a new problem called SFF-driven multi-instances failures and protection (SMFP)
and prove its complexity. To optimize SMFP, we propose the SFF-centralized resource op-
timization (FCRO) algorithm, an efficient heuristic approach that builds on the proposed
backup auxiliary transferring, backup cost-effectiveness selection, and adaptive fit backup
techniques. Our analysis and simulation results show that the FCRO is effective and out-
performs the schemes that are directly extended from the existing work.

The rest of this chapter is organized as follows. Section 5.2 summarizes the related work.

Section 5.3 formulates the SMFP and analyzes its complexity. Section 5.4 presents the FCRO



algorithm. Section 5.5 analyzes the experimental results. Section 5.6 concludes this work.

5.2 Related Work

In this section, we review the related work on service function chaining and embedding

(SFCE) and network failures in NFV.

5.2.1 Service Function Chaining and Embedding

The existing work on the SFCE problem can be broadly classified into two categories,
depending on whether the clients specify the SFC or not [17]. When the complete order of
the SFs required in an SFC is given, the SFCE problem can be seen as a special case of
the virtual network embedding problem [53], or the virtual network placement problem [55].
When the order of SFs required in an SFC is not fully given, the service provider needs to

compose an SFC and embed it onto the PN.

5.2.2 Network Fatlures in NFV

In the literature, significant efforts have been put into investigating the network protec-
tion. In Fig. 5.2, we broadly classify the existing work on network failures in NFV as (i)
physical component failures, or (ii) virtual component (service function) failures.

Physical component failures: Various studies have been devoted to protect the the
network from the physical component failures, such as link or node failures [91, 92, 93].
In [91], the authors proposed a scheme to place the primary and backup sensors and fiber

optic sensing routes to protect against the physical link failures. In [92], the authors exploited
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Figure 5.2: Classification of network failures in NFV.

a new virtual line-based multipath routing protocol to combat path failures. The authors
in [93] studied a backup computing and transmission resource allocation model for virtual
networks to handle multiple facility node failures.

Service function failures: Distinct from physical component failures that alter the
topology and connectivity of a PN, the failures from the SF instance, SF forwarder and SFC
can also result in severely service interruptions [72]. SF failures may come from the SF license
expiration, misconfiguration, and software update errors and so on [94]. Considering the
vulnerability of the SFC, the authors in [95] proposed an algorithm to efficiently place SFCs
to enhance their availability. In [96], the authors explored the latency-aware and reliable
SFC placement to improve the SFC reliability. Once an SF instance failure is detected, a
pre-planned backup SF instance takes over and the traffic is redirected accordingly. In [78],
the authors proposed an approximate approach to backup multiple SF instances in a latency-
constrained system. The work in [62] considered a resource-aware backup allocation model

to protect multiple SF instance failures by using the minimal backup resources.



5.2.3 Off-site Protection

When the primary SF instances fail, one can activate the pre-planned on-site backup
SF instances to provide on-site protection locally [97]. However, these on-site backup SF
instances remain in the same physical location as the primary SF instances, and they may
connect to the same failed SFF. As a result, the backup SF instances may be rendered
as unavailable in the event of SFF failures. In addition, when facing the failures from the
natural disasters, attacks, or security breaches [74], the backup SF instances are better placed
in a different (off-site) physical node to provide the protection [78, 80, 82]. Hence, in this
chapter, we assume that the backup SF instances have to come from off-site physical nodes
when SFF failures occur.

All connecting SF instances of an SFF have two sharing options: 1) SFF internal sharing,
and 2) SFF external sharing. According to the example above, the SFF internal sharing
allows an SFF to share backup resources with other SFFs of different SF types within a
physical node, as long as they are all protected by the same backup node. Maximizing
the SFF internal sharing efficiency of a backup node is equivalent to reducing the backup
resource consumption. Intuitively, the more SFF's in a physical node protected by a backup
node, the more backup resources can be saved through the SFF internal sharing. The SFF
external sharing, on the other hand, allows an SFF to share backup resources with other
SEFFs of the same SF types on separate physical nodes.

Unlike a protection approach for the SF instance failure, the protection approach for

the SFF failure must take all connecting SF instances through the same SFF into account



concurrently. Furthermore, how to effectively take advantages of the unique opportunities
of SFF internal sharing and external sharing is still open and challenging. In the following
sections, we present the SFF-driven multi-instance failure and protection (SMFP) problem
and propose effective heuristics for the SMFP. In this chapter, we focus on utilizing both SFF
internal and external sharing to improve SF instance reliability against the SFF failure. In
the following section, we propose and study a new problem called SFF-driven multi-instances

failures and protection (SMFP).

5.3 SFF-driven Multi-instances Failures and Protection (SMFP)

In this section, we present the mathematical formulation of the SFF-driven multi-instances

failures and protection (SMFP) problem. Table 5.1 lists the notations.

5.3.1 Physical Network

Consider a physical network (PN) is an undirected graph denoted by PN = (N, L),
where N is the set of physical nodes, L is the set of physical links. Each physical node
n € N can represent an edge server, it has some available computing resources denoted by
cf. Each physical node has a set of running SF instances denoted by E,. Let §;,, C FE,
represent the set of existing SF instances that are connected to the i-th SFF. For example,
in Fig. 5.1, 614 = {v%, 08}, daa = {05}, 034 = {09} and dop = {v5}. Let r;, represent

the required computing resources of d;,, which is calculated by Eq. (5.1), where r, is the



required computing resources of SF instance v € 9, ,,.

Tin = Z Ty (51)

For each physical link [,,,, € L, m and n (i.e., Vm,n € N,m # n) are its endpoints. A
physical path p,, , is composed of a series of physical links from m to n, which has a specific

amount of latency la,,, and available bandwidth bw,, .

5.3.2 Problem Formulation

Given a shared PN, each physical node has a number of SFFs connecting with a set of
running SF instances. We investigate how to provide the SFF internal and external sharing
protection for all existing SF' instances, such that the total backup resource consumption is
minimized while satisfying (i) SFF constraints, (ii) off-site protection constraints, (iii) SF
capacity constraints, (iv) routing constraints, and (v) QoS latency constraints. We name
this problem SFF-driven multi-instances failures and protection (SMFP) in NFV.

We formulate the SMFP problem as the following optimization problem to minimize the
overall backup resource consumption. The objective function of the proposed SMFP problem

is shown as Eq. (5.2), where ¢Z represents the allocated backup resources at Node m.

min Z c,]'z (5.2)

YmeN

SFF constraints: A backup node m can provide protection for the existing SF instances in
d; », only if it has the identical i-th SFFs as Node n. Let r%" denote whether SF instances in

d;.n on n is protected by m. In Eq. (5.3), 2" = 1 represents that the primary SF instances



Table 5.1: Notations.

Notation Meaning

N A set of physical nodes.

L A set of physical links.

m,n A physical node in N.

din A set of SF instances connected to i-th SFF on n.

Tin The required computing resources of ¢; .
v An SF instance in d; .

Ty The required computing resources of v.
E, The set of SF instances in n.

ck The available computing resources on n.
cB The allocated backup resources at m.

lnn A physical link between m and n.

Pmn A physical path between m and n.

lamn,  The latency on py, p.
bwy.n, The bandwidth.
0 The latency threshold on py, ,

A binary variable to determine whether the backup

m,n
path from m to n is employed to transmit traffic
from the backup SF instance v to the primary
SF instance v.

A binary variable to determine whether SF instances

in d; , on n is protected by m.

in 4;,, are protected by the backup node m; otherwise %" = (.

' 1, ¢,y is protected by backup node m.
)t = (5.3)

0, otherwise.
Taking advantages of both the SFF internal and external sharing, a backup node m should al-

locate the largest required computing resources of 9, ,,, and the backup resource consumption



of Node m can be expressed as Eq. (5.4).

= max r,xab" (5.4)
nGN,éi,ngEn

Off-site protection constraints: When SFF failures occur, the SF instances in d;, have
to be protected by another node m (i.e., m # n). Eq. (5.5) ensures that each SF instance in

din, is protected by only one off-site backup node.

Z 2" =1, Yne€ N,m #n,6,CE, (5.5)

YmeN

SF capacity constraint: Since a set of primary SF instances running on each physical
node, the allocated backup resources cannot exceed the available computing resources when

it becomes a backup node offering the off-site protection.

B < vmeN (5.6)

m — m)

Routing constraints: When some SFFs fail, the connected SF instances have to be re-
located to the corresponding backup nodes. As a result, the virtual links connected to the
backup SF instances need to be remapped. Let wy, ,, indicate whether the backup path from

the backup SF instance v’ to the primary SF instance v is routed through /,, , as Eq. (5.7).
(

1, backup path from m to n employed to

w;’mn = transmit traffic from v’ to v. (5.7)

0, otherwise.
\

QoS latency constraint: Eq. (5.8) restricts the backup node m cannot be far from Node

n. The latency on the shortest distance between these two nodes cannot be bigger than the



latency threshold 6.

lamp * Wy, , <0, Ym,n € N,m#n,Yv e E, (5.8)

5.3.3 Complexity Analysis

When each physical node can host all SF's from the clients’ requests, any physical node m
can be designated as the backup node, providing backup for the required SFs. By relaxing the
stringent latency and bandwidth requirements, each physical node can provide SFF-based
off-site shared protection for the other nodes when the topology of the PN is a complete
graph. To satisfy the off-site protection constraints, Node m cannot protect existing SF
instances on its own. The SF instances on Node m will be protected by any other Node n.
As a result, the optimal number of backup nodes for the SMFP problem is two (i.e., Nodes
m and n). Since a complete PN can have at most |N?| pairs of backup nodes, Theorem 5.3.1

holds.

Theorem 5.3.1. When each physical node can host all SFs in a complete PN, the SMFP

problem can be optimized within a polynomaial time.

Lemma 5.3.2. If a given PN is a trivial graph such as circle, wheel, or star topology, the

SMFP problem can also be solved within a polynomial time.

Theorem 5.3.3. When each physical node can host all SFs in a non-complete PN, the SMFP

problem is NP-hard.

Proof. We prove the NP-hardness of the SMFP problem in this scenario by showing a reduc-

tion from the minimum weighted set cover (MWSC) problem [84]. Given a finite universe



U = {uy,ug,...,uq} of d elements, S = {sq, 89, ..., 8} is a collection of ¢ subsets of U, and
W = {wy,...,w;} assigns a positive real weight to each subset of U. The MWSC problem is a
well-known NP-hard problem, which aims to find a set I C S, such that I covers all elements
of U, and the sum of the weights of the subsets in [ is minimized. Given an instance of
the MWSC problem, we can construct an instance of the SMFP problem in a non-complete
PN. First, we construct a bipartite graph based on the set cover instance: for each element
u; € U, there is a node u; in the left side of the bipartite graph, and for each subset s; € S,
there is a node s; in the right side of the bipartite graph. There is an edge w;s; if and
only if u; belongs to subset s;. By omitting the off-site protection constraint, the special
case of the SMFP problem can be described as: given a set of unprotected SFFs that is
U = {uy,...,uq}, a set of potential backup nodes is S = {s1, ..., s}, and a set of available
positive real computing resources W = {wy, ..., w; }, how to find a set of backup nodes I C S
with the minimum backup resource consumption, such that each SFF u; € U can be pro-
tected. It can be seen that a solution of the instance of the SMFP problem is optimal if
and only if the corresponding solution of the MWSC instance is optimal. Therefore, in this

scenario, the SMFP problem is NP-hard. n

5.4 SFF-centralized Resource Optimization (FCRO)

In this section, we first propose the novel backup auxiliary transferring (BAT), backup
cost-effectiveness selection (BCS), and adaptive fit backup (AFB) techniques to facilitate
the SMFP optimization. Then, we combine these techniques to propose our SFF-centralized

resource optimization (FCRO) algorithm.



5.4.1 Backup Auzxiliary Transferring (BAT)

As shown in Eq. (5.8), the URLLC services require strict QoS and SLA requirements,

and not all physical links are involved in the backup process.

(a) A PN with latency. (b) A latency transferred PN’.

Figure 5.3: Example of BAT.

Fig. 5.3a shows an example of a PN with latency based on Fig. 5.1, where the number
near each physical link represents its latency. Given a latency threshold 6 = 5, we identify
that 4 ¢ violates Eq. (5.8), and remove [4 ¢ from PN. Then, we generate a new auxiliary
graph PN’ by connecting all nodes via the shortest path while satisfying the QoS latency
constraint as shown in Fig. 5.3b. We call this process of generating a new latency transferred
PN’ as backup auxiliary transferring (BAT), and each auxiliary link in PN’ is the shortest

path between each pair of physical nodes.

5.4.2 Backup Cost-effectiveness Selection (BCS)

With the constraints of Egs. (5.5) in Section IV, the SF instances in §; , must be protected

by another physical node. However, not all physical nodes can support the required SFs in



the PN as some of them may only host a limited set of SFs. A set of backup nodes with
identical SFFs must be identified to protect the workload of 9; ,, in the PN. To minimize the
overall backup resource consumption, it is critical to maximize the SFF internal and external
sharing by identifying the appropriate backup nodes to maximize the sharing.

Intuitively, the SFF internal sharing efficiency is closely related to the number of protected
SFFs within a physical node. The more SFF's in one physical node protected by a backup
node, the more backup resources may be saved. Likewise, the SFF external sharing efficiency
is closely related to the number of SFFs runs the same SF across different physical nodes.
The more SFFs that runs the same SF, the more backup resources can be saved externally.
Let Binternal represent a set of SFFs that can be protected by a potential backup node m
through the SFF internal sharing, and B4l denotes a set of SFFs that can be protected
by Node m through the SFF external sharing. The set of SFFs that can be protected by

Node m through the SFF internal and external sharing is expressed by Eq. (5.9).
Sm — B;r;ternal U Bzcternal (59)

We present a backup cost-effectiveness selection (BCS) technique to ensure that the selected

backup node can maximize the SFF internal and external sharing efficiency, as shown in

Eq. (5.10).
B

S, N U] (5.10)

I',,, = min

In Eq. (5.10), we use U to represent the unprotected SFFs in the PN. The denominator of

the fraction contains the actual number of SFFs that have been protected by node m in the



current iteration, whereas S,, includes SFFs that have been protected by previously selected
backup nodes. In the numerator, c2 is the required backup resources to protect these SFFs.
The smaller the value of I',, is, the more effective the potential backup node m will be in

protecting the PN.

5.4.3 Adaptive Fit Backup (AFB)

Ideally, by employing the BCS technique, each selected backup node can maximize the
benefits of the SFF internal and external sharing opportunities in each iteration. However,
due to a lack of available computing resources to cover all connecting SF instances in d;,,
(e.g., T > cB), it is possible that no backup node can be identified for d;,. In this case,
SF instances in 9;, have to be jointly protected by several backup nodes. We propose the
adaptive fit backup (AFB) technique in Alg. 6 to identify the SF instances in 6, ,, that cannot
be protected by a backup node as a whole. To begin with, for each physical node m € N,
AFB identifies all SFFs that satisfy the latency threshold 8 and run the same SFs as the
ones on Node m (except the SFFs on its own), and save them as [F,,,. Then AFB identifies
Sm according to Eq. (5.9). If F,,, # S,,, it indicates that there must exist d;,, that cannot be
protected by Node m as a whole. In this case, AFB identifies the potential backup nodes
for each of ¢, in F,, NS,,, and save them as P(d;,). Next, AFB assigns SF instances in 9, ,,
separately to each y € P(¢;,) until F,,, N'S,, are protected. Lastly, AFB updates the backup
resource consumption 05 of each Node y € P(d;,,), and removes F,, N'S,, from U.

For example, Fig. 5.4 shows the latency transferred graph PN’ from Fig. 5.1. In Fig. 5.4,

Nodes C' and D require 4 CPUs to protect fi, f3, and 6 CPUs to protect fi, fo, respectively.



Algorithm 6 Adaptive fit backup (AFB)

e d

10:
11:
12:

Input: PN’, and the resource allocation;
Output: c¢};
for each physical node m € N do
Identify all off-site SFFs running the same SFs as the ones on m within 6, and save
them as F,,;
Identify S,, according to Eq. (5.9)
if F,, #S,, then
Identify all potential backup nodes for every ¢;, in F,, N'S,,, and save them as
P(5i,n);
Assign SF instances in ¢;, separately to each y € P(d;,) until F,, N'S,, are
protected;
Update cf and remove [F,, N'S,, from U,
end if
end for

return c};

Node C can provide 4 CPUs Node D can provide 6 CPUs
to provide f1, f3 to provide f1, f5

S | sFR2 | -

Node A [ s ]7 Node B

Figure 5.4: Example of AFB.

For each physical node in PN’, we start with Node C' to employ the AFB technique. To

begin with, AFB identifies Fo = {SFF3}, and S¢ = {SFF1,SFF3}. Since Fo # S¢, AFB

identifies Fo NS¢ = {SFF1}. Next, AFB identifies P(SFF1) = {C, D}, and assigns the

SF instances in SFF1 (i.e., v{ and v?) separately to Nodes C and D. At last, AFB updates



Node C' takes 4 CPUs and Node D takes 6 CPUs for backup, and removes SFF1 from U.

5.4.4 SFF-centralized Resource Optimization (FCRO)

With the proposed BAT, BCS and AFB techniques, we introduce an efficient heuristic
algorithm called SFF-centralized resource optimization (FCRO), as shown in Alg. 7. To
begin with, FCRO initializes the backup resource consumption cost = 0, and creates a
backup node set B = (). Then, FCRO repeats the following steps until U is fully protected
by B (Line 4-13): (i) calculates and updates I, for each physical node m € N according
to Eq. (5.10) (Line 5); (ii) picks the physical node x which has the minimum value of I, as
the backup node (Line 6); (iii) adds Node = into B and removes the protected SFFs from

B Bl if it is also

U (Line 7); (iv) updates the backup resource consumption ¢ = max{c?, c;

the backup node selected in Alg. 6 (Line 8-11); and (v) updates the overall backup resource
consumption of B (Line 12). At last, FCRO returns B and the corresponding backup resource
consumption cost (Line 14).

Fig. 5.5 shows the flowchart of the proposed FCRO algorithm. In each iteration, FCRO
selects the physical node with the smallest value of I',, indicating that the selected physical
node achieved the smallest average backup resource consumption for each protected SFF. In
addition, when the SF instances from ¢;, are protected by the AFB technique separately,
as long as the selected physical node in FCRO (i.e., Node z) is the one that selected in
AFB (i.e., Node ), FCRO will remove the i* SFF from U, and update the backup resource
consumption accordingly.

As one can see that, the calculation of I',, depends on the number of SFFs that can be



Algorithm 7 SFF-centralized Resource Optimization (FCRO)
1: Input: PN’;
2: Output: B, cost;
3: Initialize the backup resource consumption cost = 0, and create a backup node set B = ();
4: while U # () do
Calculate and update T',, for each physical node m € N according to Eq. (5.10);
Pick Node z with the minimum value of I', as the backup node;
Add Node x into B, remove protected SFF's from U;
if © =y then
Apply the AFB technique via Alg. 6 to get ¢}';
10: Update ¢ = max{c?,c]};
11: end if
12: Update cost = cost + c5;
13: end while
14: return B, cost;

protected by each of physical node m € N, and the required backup resource consumption
of these SFFs. Suppose that there are at most U SFFs in the PN, and it takes at most
|N| times to traverse all physical nodes, the complexity of calculating I',, for each physical
node is | N x U|. Following that, it takes at most |N| iterations to find all backup nodes such
that all SFFs in the PN are protected. As a result, in the worse case, FCRO has the time

complexity as |[N? x U|.

5.4.5 Boundary Analysis

In this section, we prove that the proposed FCRO algorithm achieve an H, factor ap-
proximation. To facilitate the presentation for the bound proof, the necessary notations are

given in Table 5.2.

Lemma 5.4.1. Let uy,us,...uq denote the SFFs in U, in the order in which they were

protected. For each k € {1,2,...,d}, cost(uy) < 255
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B=@, cost=0
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Output: B, cost
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Figure 5.5: Flowchart of FCRO.



Table 5.2: Notations.

Notation Meaning

U The set of unprotected SFFs in the PN.
d The number of SFFs in U.
U, The k-th SFF in U that is protected.

cost(uy) The average backup resource usage to protect ug.

OPT  The optimal backup resource consumption by

the optimal solution in any iteration.

« The most cost-effectiveness backup node that is
chosen in any iteration.

IS*|  The optimal number of SFF's protected by Node «

through the SFF internal and external sharing in

any iteration.

Proof. Let OPT denote the optimal backup resource consumption of protecting the remain-

ing SFFs by an optimal solution in any iteration. It follows that there must exist at least

one backup node o with I', = (‘)SP*‘T,

where |S*| is the optimal number of SFFs protected by
Node a through SFF internal and external sharing. When wu, is protected, the size of S*
can be expressed as d — k + 1 < |S*|, where 1 < k < n. Since uy is protected by the most
cost-effectiveness backup node « in this iteration, hence, we have Eq. (5.11) as follows.

OPT < OPT
ST S d—k+1

cost(uy) < (5.11)
[l

Theorem 5.4.2. The proposed FCRO algorithm can achieve an Hy factor approximation,

whereHd:1+%+...+%l.

Proof. According to Eq. (5.10), a backup node’s cost-effectiveness is defined as its average



backup resource consumption for each protected SFF. Since the backup resource consumption
of each selected backup node is divided among the actual new unprotected SFF's that are in
consideration, the overall backup resource consumption of all selected backup nodes equals
Zzzl cost(uy). Therefore, by Lemma 4, we have Eq. (5.12), where d is the total number of

SFFs in the PN.
d

. OPT
; COSt(Uk) S Z m

k=1 (5.12)

1 1
§(1+§+...+3)*0PT:Hd*OPT

5.5 Experimental Results

5.5.1 Sitmulation Settings

To evaluate the performances of the proposed schemes, we conduct our experiment in
two network scenarios: (i) 24-node-43-link USNET [98], and (ii) random mesh networks. If
not otherwise specified, in the network, each physical link is given a bandwidth randomly
in the range of [5,20]. The latency of each physical link is randomly set in the range of
[10, 30]. The computing capacity is randomly set in the range of [100, 300] for each physical
node. In particular, each physical node randomly hosts four SFFs with four SFs, each of
which randomly instantiates [1, 4] SF instances. Note that multiple SF instances of the same
SF may exist at the same physical node. The required computing resources for each SF
instance are randomly set in a discrete-uniform range of [10,40]. For each network scenario,

we randomly generate 1000 runs to obtain the average results.



5.5.2 FEvaluation Metrics

We evaluate the performance of the proposed algorithms in terms of the following metrics:

Backup resource consumption: Let cost represent the overall required backup re-
sources for protecting all SFF's in the PN.

Resource saving ratio: Let Sg denote the proportion of computing resources saved
through sharing to the total amount of computing resources that must be backed up.

Protected ratio: The selected backup nodes may end up not being able to protect
all SF instances in the PN due to the lack of available resources, such as computing or
bandwidth/latency on the physical links. Let Rz denote the protected ratio, which is the
ratio between the number of protected SFF and the number of all SFFs.

To evaluate the sharing efficiency, we implement the internal sharing only (ISO) and

external sharing only (ESO) algorithms by replacing Eq. (5.4) with Eq. (5.13) and Eq. (5.14),

respectively.
C;gternal — E ( max r;, % $:;Ln) (513)
ai,ngE’ﬂ ’
neN
C:;d:ernal _ E (max Tin ¥ x;v%n) (514)
neN =’
6i,n, n

To evaluate the performance of the proposed FCRO algorithm, we also implemented a heuris-
tic algorithm called the instance separated backup (ISB) algorithm that is extended from
the existing work [99]. In ISB, the required computing resources of the SF instances in 9, ,,

are allocated to different potential backup nodes in P(4;,) separately, and each potential



backup node will protect at least one SF instance in 6;,. For each 9;, in U, the ISB algo-
rithm repeats the following steps until U is empty: (i) identifies P;,, for d;,; (ii) assigns the
SF instance that has the largest required computing resources in ¢;, to a potential backup
node that has the largest available computing resources; (iii) repeats the last step until all
SF instances in d;,, are protected separately; (iv) Adds the potential backup nodes into B,

removes ¢; , from U, and updates the backup resource consumption of B.

5.5.3 Performance Evaluation in 2j-node-43-link USNET
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Figure 5.6: Impact of sharing efficiency.

To demonstrate the efficiency of the sharing, we set each physical node to host four
SFF's with sufficient computing resources. Fig. 5.6 shows the performance of the proposed
FCRO, ISO, and ESO regarding the backup resource consumption and the resource saving
ratio when increasing the number of SFs on each physical node. The red solid bar (solid
curve), purple stripes bar (dashed curve), and orange dotted bar (dotted curve) represent

the performance of FCRO, ISO, and ESO, respectively. The left y-axis measures the bars for



the backup resource consumption, while the right y-axis measures the curves for the resource
saving ratio.

In Fig. 5.6, as the number of SFs on each physical node increases, so does the number of
SFFs; therefore, more running SF instances from the SFFs must be backed up. As a result,
the three sharing protection schemes necessitate more backup resources to protect against
the SFF failure. In comparison to ESO and ISO, FCRO requires less backup resources to
back up the same number of SFs. This is due to the fact that FCRO takes advantages of
both SFF internal and external sharing opportunities according to Eq. (5.10).

In Fig. 5.6, when each physical node has only one SF, the resource saving ratio of ISO
is 0. This is because a physical node only has one SFF with SF instances running, and the
SFF internal sharing cannot be applied at all. Due to the same reason, FCRO and ESO
achieve the same performance when there is only one SF per physical node. Furthermore,
ESO outperforms ISO when the number of SFs on each physical node is less than 7. When
the number of SFs on each physical node is greater than 7, ISO, on the other hand, slightly
outperforms ESO. This can be explained as follows. With more SFs within each physical
node, the more identical SFFs can be found, resulting in more opportunities to share inside
each physical node. As a result, the more identical SFFs within the physical node to be
backed up, the more backup resources can be saved through the SFF internal sharing.

Fig. 5.7 shows the performance of FCRO and ISB when increasing the PN size. In Fig.5.7,
each physical node has limited available computing resources. We increase the number of

physical nodes and the number of physical links to maintain the average degree of nodes in
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Figure 5.7: Impact of PN size.

the physical network. The red checker bar (solid curve) and blue stripes bar (dashed curve)
represent the performance of FCRO, ISB, respectively. The left y-axis measures the bars for
the backup resource consumption, while the right y-axis measures the curves for the resource
saving ratio.

When increasing the PN size, more SFF connects to more running SF instances in the
PN; thereby, both algorithms require more computing resources to protect the SFF failure.
FCRO outperforms ISB in terms of the backup resource consumption and the resource saving

ratio.

5.5.4 Performance Evaluation in Random Mesh Networks

Similar to [100], the random network is generated by constructing a tree with 40 nodes
and then adding links to ensure the existence of 180 links in the network.

Figs. 5.8 and 5.9 present the performance of FCRO and ISB in the 24-node-43-link
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while the right y-axis measures the curves.

In Fig. 5.8, when the latency threshold of the backup path is increased, the backup re-
source consumption of both algorithms decreases while the protected ratio of both algorithms
increases. The reasons are as follows. The relaxation of the latency threshold implies that
the backup node can be located further away from the primary SF instances. As a result,
more SFF internal and external sharing opportunities present.

Fig. 5.9 depicts how the number of running SF instances per SFF impacts the performance
of FCRO and ISB when each physical node hosts four SFFs. When the number of running SF
instances per SFF is increased, both algorithms require more backup resource consumption
for backup. The backup resource consumption of FCRO is lower than ISB. This demonstrates
the effectiveness of the AFB technique from FCRO. Since the AFB technique assigned the
SF instances of these SFF's separately, it increases the sharing efficiency of the same amount
of the backup resources from the backup nodes. As a result, even when the number of
running SF instances per SFF is large, the overall backup resource consumption does not
grow dramatically. In addition, we notice that when each SFF hosts one running SF instance,
the performance of FCRO and ISB are similar. This is because FCRO has no chance to utilize
the SFF internal sharing opportunity while ISB has no chance to separate the SF instance
from the SFFs to different backup nodes.

Figs. 5.10 and 5.11 present the performance of FCRO and ISB in the 40-node-180-link
random mesh network. Similarly, FCRO outperforms ISB in terms of the backup resource

consumption and the protected ratio. It is worth noting that all schemes in this mesh
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Figure 5.10: Latency threshold in random mesh networks.
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Figure 5.11: Number of running SF instances per SFF in random mesh networks.

network consume more backup resources, but are more reliable than in the 24-node-43-link
USNET. This is due to the higher connectives in the 40-node-180-link network lead to more
potential backup nodes and sharing. In our experiments, the average protected ratio for all

schemes is 52.6% in the 24-node-43-link USNET and 91.6% in the 40-node-180-link network,



respectively. FCRO, on average, outperforms ISB by 31.6%.

5.6 Summary

In this work, we have studied how to provide SFF-based off-site sharing protection for all
SF instances in a latency-constrained PN. We have identified the unique SFF internal and
external sharing opportunities when providing the off-site protection against SFF failures in
NFV. We have mathematically formulated a new problem, SFF-driven multi-instances fail-
ures and protection (SMFP), to minimize backup resource consumption. To optimize this
problem, we have proposed an efficient heuristic algorithm called SFF-centralized resource
optimization (FCRO), which builds upon three techniques: the backup auxiliary transfer-
ring, backup cost-effectiveness selection, and adaptive fit backup techniques. Our extensive
simulation results have shown the efficiency of the proposed schemes, which significantly

outperforms the approach directly extended from the existing work.
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CHAPTER 6

SERVICE FUNCTION CHAIN FAILURE AND PROTECTION

6.1 Motivation

At the network edge, services are traditionally delivered through proprietary middle-
boxes [67]. Deploying and maintaining these middleboxes incurs high capital expenditures
(CAPEX) and operational expenses (OPEX) [69]. To reduce the CAPEX and OPEX, net-
work function virtualization (NFV) is introduced [101]. In NFV, traditional middleboxes are
replaced by software-based service functions (SFs) [21]. A network service request (NSR) con-
sists of multiple SF's along with corresponding resource demands (e.g., CPU, bandwidth) [68].
To deploy an NSR, the service provider can concatenate the required SFs to a service func-
tion chain (SFC) and embed it onto a shared physical network (PN) [80]. When an SF is
embedded onto a physical node in the PN, an SF instance (or virtual machine) that runs the
specific SF' will be created. Once all the SFs are successfully embedded onto corresponding
physical nodes, they will be connected to form a service function path (SFP) in the PN. The
process of chaining and embedding an SFC to form a proper SFP is referred to as service
function chaining and embedding (SFCE) [43].

Many SFC service requests require ultra-reliable performance for emerging 5G applica-
tions, such as physiological sensors for wearable medical devices or ultra-precision machining
equipment in smart factories [96]. Such applications can fail and may result in severe fi-
nancial losses or human casualties when there are no effective protection strategies [90].

Hence, it is imperative to provide fault-tolerance mechanisms to protect the SFC service.
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Figure 6.1: Example of chain segment protection.

The authors in [102] proposed a fast remapping algorithm to realize the rapid migration and
response of an SFC service request when the SFC failed. The authors in [103] investigated
a path recovery algorithm in SDN-enabled system to handle a single link failure. The au-
thors in [48] explored a dedicated backup scheme to protect all nodes and links in a virtual
network request by using minimum resource provisioning cost. The author in [104] proposed
an efficient primary and backup SFC embedding algorithm to identify a node-link-disjoint
backup path for the primary SFP in fog networks. However, such a node-link-disjoint backup
path for the entire SFC may not even exist due to the PN topology, limited CPU or limited
bandwidth resources. In Fig. 6.1, we assume that a primary SFC s --» f; --» fo --» d,
is already embedded onto the primary SFP S — B — C — D, as shown by the black
dotted flow. To protect any failures along the primary SFC, we need embed a backup SFC

s --+ f{ -=» f} --» d onto a backup SFP that is node-link-disjoint from the primary SFP.



As one can see, we cannot find a node-link-disjoint backup SFP to embed the backup SFC in
Fig. 6.1. However, if we partition the backup SFC into chain segments, each chain-segment
protects one part of the SFC. When any failure occurs, only the affected segment will be
switched to its backup, while the other segments will remain undisturbed along the primary
SFP. In Fig. 6.1, the primary SFC can be divided into two segments as f;, and f,. Here, we
assume that only one failure occurs in the system [103]. We use f/ to denote the backup SF of
the primary SF f;. When the first segment fails, a blue dashed backup path S — A(f]) — C
can be employed, while the second segment remains on the path of C'(fs) — D. Similarly,
when the second segment fails, a green dot-dashed backup path B — E(f}) — D can be
employed, and the first segment will stay on the path of S — B(f;). It can be seen that
the backup chain segment typically contains fewer SFs and is easier to be embedded when
comparing the entire backup SFC. Identifying proper backup chain segments for effective
protection is challenging, and different from the traditional segment path protection [105].
This is because the optimization process must jointly consider chain segmentation, SF node
mapping, and SF link mapping.

In this chapter, for the first time, we investigate the problem of how to efficiently provide
chain segment protection while minimizing the backup bandwidth consumption. We define
a new problem named SFC failure with chain segment protection (SFCF-CSP) and prove
its NP-hardness. To optimize SFCF-CSP, we propose an efficient heuristic algorithm called
backup concatenation embedding and protecting (BCEP). Our analysis and simulation re-

sults show that the BCEP outperforms schemes that are directly extended from the existing



work.

The rest of this chapter is structured as follows. In Section 6.2, the chain segment
protection is introduced. Section 6.3 mathematically formulates the SFCF-CSP problem.
Section 6.4 describes the BCEP algorithm, and the simulation results are discussed in Section

6.5. Section 6.6 concludes our work.

6.2 Chain Segment Protection

6.2.1 Chain Segment Concatenation

Let SFC = (s(fo), f1, -, [r,d(fr+1)) represent an SFC that contains a set of required
SFs f;, where s(fy) and d(f,4+1) are source and destination, and 7 is the number of the SFs.
Depending on whether or not SFs within an SFC are capable of changing their order of
execution, the SFC can be classified as one of three categories: (1) SFC with no dependency,
(2) SFC with partial dependency, and (3) SFC with strong dependency [106]. Without loss
of generality, we assume that there is strong dependency among the SFs. That is, the SFs
in an SFC have to follow a given order.

We define a chain segment, denoted by C'S, includes a subset of required SF's of an SFC,
which does not violate the dependency requirements in the original SFC. The SFC may have
multiple possible C'S followed by the strong dependency. Let P denote a set that consists of all
possible chain segments of an SFC with the strong dependency requirements. Fig. 6.2 shows

the P of a primary SFC s --» f; --» f5 --» f3 --» d, which includes six chain segments:

CSi(f1), CS2(f2), CS3(f3), CSa(f1 =2 f2), CSs(fa -=» f3), and C'Se(f1 --» fa - f3).
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Figure 6.2: Example of a primary SFC with its P and CS.

The concatenation of some chain segments (e.g., C'S; € P) can form the SFC: SFC =
CSiU...uUCS,. Note that, not all CSs in P are needed to form the SFC. A valid chain
segment concatenation, denoted by CS, must satisfy following constraints: (1) each SF in
the SFC must belong to only one C'S;; and (2) the dependency relationships among the SFs
are maintained. As shown in Fig. 6.2, there are four possible CS to form the primary SFC:

CSy =05 UCS,UCS;s, CSy =CS;UCS;, CS3 =CS,UCS;, and CSy = C'Sg.

6.2.2 Backup Concatenation

Traditionally, when any failures occur in the primary SFC, the traffic is rerouted to a
disjoint backup SFC, in which all SFs in the primary SFC must be included [48]. However,

such a total disjoint backup SFC may not be identified to provide protection. When the
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Figure 6.3: Backup concatenation BS for CS.

primary SFC can be represented by a valid CS, the backup of CS, denoted by BS, can
provide equivalent protection. In specific, each chain segment C'S; in CS will be protected
by a corresponding backup chain segment, denoted by BS; in BS at a time. A valid BS must
satisfy the following constraints: (1) each BS; in BS must provide exactly same backup SFs
for its corresponding primary C'S; in CS; and (2) each BS; in BS must maintain the same
dependency relationship as C'S; in CS.

Fig. 6.3 shows four backup concatenations BS for CS in Fig. 6.2. For example, the primary
SFC can be concatenated by CSy, so it is protected by BS;, which consists of the blue BS;
(f1), red BSy (f}), and green BSs (f}). Similarly, the primary SFC can be protected by

BS,, which consists of the blue BS; (f), and the green BS; (f} --» f3). The primary SFC



can also be protected by BS3, which consists of the blue BSy (f] --+ f5), and the green
BSs3 (f}). Lastly, the primary SFC can be directly protected by BS4, which only consists
of the blue BSs(f] --» f5 --» f4). As one can see, BS; can be treated as the traditional
SF protection [78] by providing backup for each SF at a time, while BS, can be seen as the
traditional SFC protection.

In chain segment protection, the primary SFC and its backup concatenations must be
embedded onto the PN in a disjoint manner. In this work, we assume that a physical node
comprises both routing and computing components. A physical node failure is caused by
its computing component while the routing component remains operational. Therefore, to
ensure that the primary SFC and its backup concatenations are failure-disjointly accommo-
dated onto the PN, they must satisfy following disjointness constraints: (1) every backup
SF must be instantiated at a different physical node from any primary SF; and (2) every
virtual detour link must be embedded onto a link-disjoint path. In addition, identifying
such embedding results can be challenging, because they are directly affected by the PN
topology, available SF' and available computing/bandwidth resource on each physical node.
For example, in Fig. 6.4, given the primary SFC that are delivered through the primary SFP
S — A(f1) = B(f2) = C(f3) — D, it shows that BS; can be a feasible embedding result to
satisfy the computation and routing disjointness constraints. In particular, the blue BSj is
embedded onto the backup SFP S — E(f]) — F(f}) — D, while the green BS3 is embedded

onto the backup SFP B — G — H(f;) — D.
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Figure 6.4: Embedding results for CS3 and BS;.

6.3 SFC Failure with Chain Segment Protection (SFCF-CSP)

6.3.1 Physical Network Model

The physical network (PN) is denoted by PN = (N, L, F'), where N, L and F represent
the set of physical nodes, links and SF instances, respectively. Each physical node n € N can
host a set of SF instances F), € F' and has a certain amount of available computing resources
cn. We use | € L to represent a physical link /,,,, € L for convenient, where m,n € N are
its endpoints. Each [ has a specific available bandwidth resources denoted by bw;, and the
unit cost of the bandwidth on [ is cost;. A physical path is composed of multiple physical
links, and let P denotes a set of physical paths in the PN. As there might exist more than
one path from one physical node to another one, we use p; € P to represent the j-th path

from Nodes m to n for convenient.



6.3.2 Network Service Request Model

A network service request (NSR) can be represented by a 2-tuple NSR =< SFC, BW >,
where SF'C' denotes the required SFs, and BW is the bandwidth demands. In specific, for
each SF v € SFC, it has a primary SF instance v, € CS that is already embedded onto
the physical node along the primary SFP. For each v,, it has a corresponding backup SF

instance v, € BS, and demands a certain amount of computing resources c,,.

6.3.3 SFC Failure with Chain Segment Protection (SFCF-CSP)

The optimization problem of SFC failure with chain segment protection (SFCF-CSP) is
defined as: given an PN and an NSR with embedded primary SF instances, how to protect
the primary SFP with chain segment protection, such that (1) the following constraints are
satisfied, (2) the backup bandwidth resource consumption is minimized. The objective func-
tion of the proposed SFCF-CSP is to minimize the backup bandwidth resource consumption

as shown in Eq. (6.1). Table 6.1 shows the notations.

min 2% x BW * cost; 6.1
IDIDIE (6.1)

lEL up€BS v, €BS

Decision Variables: A binary variable z2 is defined in Eq. (6.2) to determine whether the
backup SF instance v, € BS is mapped onto n € N. Eq. (6.3) defines a binary variable y to
determine whether Node n € N can provide v, € BS. Egs. (6.4) and (6.5) define the binary
variables 2" and 2,0 to respectively indicate if the SF link from w, to v, is mapped onto

[ or p;. A binary variable w . is defined in Eq. (6.6) to determine whether BS; is selected



Table 6.1: Notations.

Notation Meaning

N

A set of physical nodes.

L

A set of physical links.

F

A set of SF instances.

A physical node in N.

A set of SF instances hosted by Node n.

Available computing resources on Node n.

A physical link between m and n.

Available bandwidth resources on I, .

Cost of allocating unit bandwidth on [, .

A set of physical path in the PN.

The j-th physical path between m and n.

An SF in SFC.

An embedded primary SF instance for v.

A backup SF instance for v.

Required computing resources of vy.

A binary variable to determine whether the backup

SF instance v, € BS is mapped onto n € N.

A binary variable to determine whether n € N can

provide vy,

A binary variable to determine whether (up,vp) is

mapped onto [.

A binary variable to determine whether (uy, vp) is

mapped onto p;.

A binary variable to determine whether BS; is

selected to protect SFC.

to protect SFC.

1, v, € BS is mapped onto n € N.

o _ (6.2)

0, otherwise.



, n € N can provide v, € BS.

Uy

yn_

0, otherwise.

1, SF link from u; to v, is mapped onto .
Up,Vb —

0, otherwise.

1, SF link from u; to v, is mapped onto p;.

Up,Vp
4 =
bj

0, otherwise.

' 1, BS; is selected to protect SFC.
Wope =

0, otherwise.

Eq. (6.11) ensures that n must provide enough available computing resources for v.

Zx”b: , Vv, € BS

n
neN

zyy <y’  Vne N,Vu, € BS

(6.3)

(6.4)

(6.5)

(6.6)

SF Embedding Constraints: Eqs. (6.7) and (6.8) ensure that v, is mapped onto exactly one
physical node only if this physical node supports v,. Eq. (6.9) ensures that n cannot host
more than one backup SF instance from BS. Eq. (6.10) constrains that the backup SF

instances v, has to be mapped on a disjoint physical node from the primary SF instance v,.

(6.7)



v, EBS
z,» +x0 <1, Vne N,v, €CS, v € BS (6.10)
Tr* ey, < ¢, Vn € N,Vu, € BS (6.11)

SF Routing Constraints: Eq. (6.12) ensures that each physical link hosts at most one virtual
connection in BS. This is the disjointness property to guarantee that the backup chain seg-
ments are mapped onto disjoint backup SFPs. Eq. (6.13) indicates the bandwidth resources

constraints on each physical link.

> gt < gt <1, VI E L Yuy, v, € BS (6.12)
ijP
D) g« BW <bwy, V€L (6.13)
up EBS v, EBS

Disjointness Constraints: Eqgs. (6.14) and (6.15) ensure that the backup SF link from u, to
vy is embedded onto node-link-disjoint paths with the embedded primary SF link from u,
to v,. Eq. (6.16) constrains that every backup chain segment BS; needs two virtual detour

link connecting to the primary SFC.

SN =0, if =1, (6.14)

up €BS v, EBS



vl € L,Vu,,v, € CS

A7 =0, if Y ) >0, (6.15)

up €EBS v, EBS

vl € L,Vu,,v, € CS

D gt = 2k whpe, (6.16)

p; CP

Vu, € CS,Vu, € BS,Vi € [1,|BS|]
Theorem 6.3.1. The proposed SFCF-CSP problem is NP-hard.

Proof. Several studies have shown that the dedicated SFC protection problem is NP-hard
when network resources are limited [48, 104, 107, 108]. However, none of existing SFC
protection methods can be used directly to address the SFCF-CSP problem. As described in
Section II-B above, when an SFC is protected by a backup chain segment concatenation, the
dedicated SFC protection can be considered as a special case of SFCF-CSP. This is because
SFC can directly identify one BS to backup all the required SFs, such as BS, in Fig. 6.3.
As the special case of SFCF-CSP is NP-hard, SFCF-CSP is also NP-hard when network

resources are limited. O

In the following section, we propose an efficient algorithm called backup concatenation

embedding and protecting (BCEP) to optimize the proposed SFCF-CSP problem.



6.4 Backup Concatenation Embedding and Protecting (BCEP)

In this section, we first introduce the backup concatenation composing (BCC) technique.
Based on the BCC technique, we propose an efficient backup concatenation embedding and

protecting (BCEP) algorithm to minimize the backup bandwidth consumption.

6.4.1 Backup Concatenation Composing (BCC)

Intuitively, when any failures occur on the primary SFC, a failure-disjoint backup SFC is
expected to be embedded onto the backup SFP. This backup SFP contains the least number
of backup detours to protect the primary SFC, thereby minimizing the backup bandwidth
consumption. However, such a disjoint backup SFP may not be found. To against any
failures from the primary SFC, it must be partitioned and protected by employing chain
segment protection.

In chain segment protection, when the primary SFC is given, each required SF must be
protected by a chain segment, while the dependency requirements must be obeyed. Such
proper chain segments can only be selected in the P of the primary SFC and form a valid
chain segment concatenation CS. To find these chain segments, the primary SFC must
determine the appropriate breakpoints so that the corresponding backup concatenation can
be composed. However, identifying the breakpoint can be challenging, because each SF may
have multiple physical node candidates that can be embedded. In specific, the backup SF
instance can only be embedded onto a physical node that is capable of hosting it as well

as having enough computing resources. Thus, the identification of the most appropriate



breakpoint must be based on the information from a given PN.

In graph theory, betweenness centrality is a measure of centrality in a graph based on the
shortest paths, which is often used to find nodes that serve as a bridge from one part of a
graph to another [109]. Traditionally, the betweenness centrality of Node n can be calculated
as shown in Eq. (6.17), where p(n) and p(S, D) represent the number of the shortest paths
passing Node n and the total number of the shortest paths from source S to destination D,

respectively.

BTC, = (6.17)
p

The more shortest paths passing Node n, the more likely the SF embedded onto Node n
will be connected to other SFs via the shortest path rather than going a longer detour.
Accordingly, Node n with the higher BTC value can help to reduce the cost of constructing
a backup SFP by connecting to other physical nodes, which provide the required backup SF
instances via the shortest path. Hence, Node n can be a potential breakpoint for partition.

In the PN, each SF has several physical node candidates for embedding, and the backup
SF can only be embedded onto these physical node candidates. We define a CBC factor as
shown in Eq. (6.18) to set each SF a weight based on its physical node candidates in the PN.
We specify a physical node candidate to host the SF v as n,. The CBC factor is the sum of
BTC values of n, in the PN to measure the importance of the SF in the given primary SFC.

The larger the CBC value, the more flexible v can be allocated. In other words, the more



likely a primary SFC will be partitioned into two chain segments via v.

CBC, = n% pl(?gg) (6.18)

With the CBC factor, we propose the backup concatenation composing (BCC) technique
in Algorithm 8 to compose a valid backup chain segment concatenation BS. In the BCC,
Line 3 initializes a breakpoint SF v, as empty. Line 4 calculates the CBC value for each
SF v in SFC based on Eq. (6.18), and sorts all SFs in SF'C in an ascending order. Line 5
identifies the SF v which has the largest CBC value in SF'C' as v,, and partitions SF'C into
two chain segments as C'S7, and C'Sy via v,. Line 6 constructs the corresponding BS; and
BS,, and generates backup detour links for each BS to connect with SFC'. Line 7 updates

BS, and lastly, Line 6 returns this BS.

Algorithm 8 Backup Concatenation Composing (BCC)

Input: PN, SFC,

Output: BS;

Initialize a breakpoint SF v, as (;

Calculate the CBC value for each SF v in SFC based on Eq. (6.18), and sort v in SFC

in an ascending order;

5: Identify v which has the largest CBC value in SF'C as v,, and partition SF'C into C'Sy
and C'Sy via vy

6: Construct the corresponding B.S; and BS,, and generate backup detour links to connect
with the primary SFC;

7. Update BS = BS; U BS5;

8: return BS.

6.4.2 Backup Concatenation Embedding and Protecting (BCEP)

In chain segment protection, the backup SFC should have as few partitions as possible

to minimize backup bandwidth consumption. Once a backup SFC creates more partitions,



it has more backup chain segments. Since each backup chain segment requires two backup
detour links for connecting to the primary SFC, more partitions imply a higher consumption
of backup bandwidth. Therefore, the protection of the primary SFC should start with the 0
partition, that is, prioritizing to determine whether the entire backup SFC can be embedded
on the PN.

By applying the BCC technique, we propose the backup concatenation embedding and
protecting (BCEP) in Algorithm 9. Let SF Pps represent a set of backup paths for BS,
costgs denote the backup bandwidth consumption for BS, and costpg, denote the backup
bandwidth consumption for B.S;. In BCEP, Line 3 first initializes costgs = 0, and costpg, =
0. Line 4 creates three sets: BS and SF Pgs as two empty sets, and U = SF(C. Line 5
identifies the given primary SF P for SF'C'. Since each physical link has a certain bandwidth
cost, the bandwidth-aware shortest SF'P can be obtained by applying Dijkstra’s algorithm
beforehand. Line 6 deletes all physical nodes and links of SFP from PN. As mentioned
earlier, the primary SFC should have as few partitions as possible. In BCEP, we will start
with the SFC in partition 0, first identifying a failure-disjoint backup SFC. To do so, Line
7 creates a backup SFC BSy for SF'C' and obtains the shortest failure-disjoint backup path
SF Pgg,. If such SFPgg, can be identified in Line 8, Line 9-12 removes SF'C from U, adds
BSy into BS, adds SF Pgg, into SF Pgs, and updates costgs = costpg,. Otherwise, the BCEP
executes Line 13-25, whereas the chain segment protection is activated. In specific, while U
is not empty, Line 15 calls BCC(PN, U), and Line 16 obtains the shortest failure-disjoint

backup for each BS; in U. If BCEP identifies SF Pgg, in Line 17, Line 18-20 moves C'S;



from U, adds SF Ppg, into SF Fgg, and updates costgs = costps + costps,. Otherwise, BCEP

updates BS by removing the invalid B.S; which does not have the embedding results. BCEP

repeats the above Line 14-24 until U is empty. Lastly, Line 26 returns the embedding results.

Algorithm 9 Backup concatenation embedding and protecting (BCEP)

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

Input: PN, SFC, SFP;
Output: SF Pgs, costps;
Initialize costps = 0, and costpg, = 0;
Create three sets BS = (), SFPgs =0, U = SFC;
Identify the given primary SF'P for SFC;
Delete all physical nodes and links of SF'P from PN;
Create a backup SFC BS, for SF'C, and obtain the shortest failure-disjoint backup path
SFPgsy;
if SF'Ppg, == true then
Remove SFC from U
Add BSj, into BS
Add SFPBSO into SFPBS
Update costps = costps,:
else
while U # () do
Call BCC(PN,U);
Obtain the shortest failure-disjoint backup path for each BS; in BS;
if SFPps, == true then
Remove C'S; from U
Add SFPBSi into SFP]BS
Update costps = costgs + costpg,;;
else
Update BS by removing the invalid BS;;
end if
end while
end if
return SF Pgs, costps.

In the BCEP algorithm, the process with the highest running time complexity is to

calculate the CBC values to identify the most appropriate breakpoint SF to partition SF'C.

In the worst case, when every SF is the breakpoint SF for SFC' the time complexity of this



algorithm is O(7(|N||L| 4+ |N|*log|N|)), where 7 is the number of the required SFs, |N| is

the number of physical nodes, and |L| is the number of physical links.

Table 6.2: PN Information in Fig. 6.4.

Physical node |A|B|C|D|E|F|G|H|S

Available SF | fi|fo|fs|d|filfel|falfs|s
Available CPU| 6 | 7[5/ 16 [8]3]7]/

We use the PN in Fig. 6.4 to illustrate how the BCEP algorithm works. Table 6.2
shows the PN information in Fig. 6.4, which includes each physical node’s available SFs and
available computing resources. Here, we assume that each SF requires 5 CPUs to install
the backup SF instance, and the unit cost of the bandwidth is cost; = 1. Given an SFC
s --» f1 -=» fo --» f3 --» d, which is delivered via the shortest primary SFP S — B —
C' — D. To begin with, BCEP initializes BS and SF Pgs as empty, and U = {fi, fo, f3}.
The BCEP algorithm removes Node S, B, ', and D from the PN. Next, BCEP creates a
backup SFC f| --» f5 --» fi --» d, and determines that there is no shortest backup path
in the PN to embedded it. Following that, BCEP calls the BCC technique to find the first
breakpoint SF f5. Specifically, BCEP calculates the CBC values of all SF's and identifies that
f2 has the largest CBC value. The primary SFC is concatenated by CS, which consists of
CS1(f1 --» f2) and CSy(f3). Next, BCEP constructs the corresponding BS:(f] --» f3) and
BS5(f3) with backup detour links. The BCEP obtains the shortest failure-disjoint backup
path for BS; and BSs, respectively. Here, BS; is delivered via S — E(f]) — F(f}) and
its backup cost is 3, while BS, is delivered via B — G — H(f;) — D and its backup

cost is 4. Lastly, BCEP removes fi, fo and f3 from U, adds S — FE(f]) — F(f}) and



B — G — H(f;) — D into SF Pgs, and updates costgs = 3 +4 = 7. Thus, the overall

backup bandwidth consumption of the primary SFC is 7.

6.5 Experimental Results

6.5.1 Simulation Settings

To evaluate the performances of the proposed schemes, we conduct our experiments in
a 40-node-180-link random network with a minimum node degree of 3. The parameters
are generated as follows if not otherwise specified, similar to the simulation settings in
[21, 78, 100]. Each physical node has enough computing resources to host multiple SF
instances and provides [2, 5] types of SFs. Each physical link has bandwidth resources set
in a range of [5, 20] and the cost of each link is set in a range of [3, 8]. In addition, the
network provides 8 types of SFs, and each SF has several physical node candidates to be
hosted in a range of [5, 8]. For each NSR, we set the number of required SFs in a range
of [6, 24], the computing resources for instantiating the required SF are set in a range of
[10, 20], and the bandwidth demands are set in a range of [1, 5|. Specifically, we randomly
generate the source and destination of an NSR, and the physical node that hosts the primary
SF instance is randomly selected from physical node candidates. We generate 1000 copies of

40-node-180-link random networks and 100 different NSRs.

6.5.2 Fvaluation Metrics

Blocking probability: is used to measure the backup blocking ratio of each approach

when deploying the corresponding backup path(s). An NSR’s backup will be blocked when



(1) lacks backup computing resources to embed backup SF; (2) lacks backup bandwidth
resources to identify failure-disjoint backup path(s).

Average backup cost: is used to measure the average backup bandwidth resources em-
ployed by each scheme for each NSR. A smaller average backup cost means that we need
to assign fewer bandwidth resources. It also means fewer bandwidth resources are reserved
along all the backup paths.

Awverage recovery time: is used to measure the average computation time per NSR em-
ployed by each scheme.

Furthermore, we extend and implement an existing protection method in [48] and name
it protection for SFC only (P-SFCO). The NSR will be blocked immediately if the algorithm
cannot find a proper backup path for the primary SFC. We also implement protection for
chain segment only (P-CSO) method by directly applying Line 9-17 in the proposed BCEP
algorithm. Specifically, P-CSO provides backup chain segments for the primary SFC, which
always start with identifying the first breakpoint SF for partition. The NSR will be blocked

immediately if the algorithm cannot find proper backup paths for each chain segment.

6.5.3 Performance FEvaluation

Fig. 6.5 shows the blocking probability of three schemes regarding bandwidth capacity
on each physical link. When increasing the bandwidth capacity, the blocking probability of
BCEP and P-CSO is lower than that of P-SFCO. This is because, when bandwidth resources
are insufficient, P-SFCO cannot find an entire backup SFC for each NSR and guarantee total-

disjoint when the backup SFC is of the same length as the primary SFC. On the other hand,
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Figure 6.5: Blocking probability vs. bandwidth capacity.

BCEP and P-CSO provide chain segment protection for the primary SFC. The length of
the chain segments is typically shorter, which results in fewer backup resources reserved for
each chain segment than that of P-SFCO. P-CSO has a slightly lower blocking probability
than BCEP because it directly starts with identifying the first breakpoint SF (1 partition)
instead of identifying a failure-disjoint backup SFC (0 partition) before determining it, as
BCEP does. Without loss of generality, for the same primary SFC, if it can find a failure-
disjoint backup SFC, it must be able to find a backup chain segment concatenation, but not
vice versa.

In Fig. 6.6, we can see that the blocking probability of three schemes increased while
increasing the number of required SFs per NSR. The reason is that, as the length of the
SFC becomes longer, the length of the entire backup SFC and backup chain segments also
becomes longer. Thus, finding the corresponding backup path can be challenging. Since the

length of the backup chain segment and the corresponding backup SFP is shorter than the
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Figure 6.6: Blocking probability vs. the number of required SFs per NSR.
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Figure 6.7: Average backup cost vs. the number of required SFs per NSR.

length of the primary SFC and SFP. When failures occur, the blocking probability of BCEP
and P-CSO is lower than that of P-SFCO.

In Fig. 6.7, when increasing the number of required SFs per NSR, the P-SFCO outper-
forms the P-CSO and BCEP by using fewer reserved backup bandwidth resources. This can

be explained by the following. The P-SFCO always identifies an entire backup SFC for pro-
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Figure 6.8: Blocking probability vs. the number of physical nodes.

tecting the primary SFC. Since its backup SFP contains the least number of backup detours,
thereby it has the least backup bandwidth consumption. On the contrary, as more SFs are
required in each NSR, the primary SFC may be partitioned more for P-CSO, which increases
the number of backup chain segments of P-CSO. As a result, the number of backup detours
used to connect to the primary SFP also increases, P-CSO has to provide more average
backup cost compared to P-SFCO and BCEP.

In Fig. 6.8, when the number of physical nodes increases, the blocking probability of
the three algorithms increases. This is because the physical links remain constant at 180.
Thereby when the PN has only 30 physical nodes, the average degree per node is relatively
high. Hence, there is a higher probability of finding the shortest backup path regardless of
whether it is for a backup SFC or chain segment. As a result, P-CSO and BCEP’s blocking
probability can be reduced to almost 20%. However, as the number of physical nodes is

increased, the node degree of each physical node decreases, causing the whole graph to
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become more sparse. Therefore, finding a proper backup path becomes more difficult among
these three algorithms.

In Fig. 6.9, we can see that the average recovery time is longer for all three schemes
when the number of physical nodes in the PN increases. P-SFCO performs a faster average
recovery time than P-CSO and BCEP. Moreover, we note that the performance of P-CSO
and BCEP is close. This can be explained by the following. If the number of physical nodes
becomes larger, the computation of CBC values will consume more time to find a proper
breakpoint SF and thus form a backup chain segment concatenation. Consequently, even if
the required number of SFs in NSR remains the same, the computation of CBC values will
take longer as the number of physical nodes increases.

To summarize, when the number of required SFs per NSR increases, the P-SFCO algo-
rithm has the lowest average backup cost among the three algorithms, due to the least backup

detours. However, it also has the highest blocking probability, which can provide limited sup-



port when bandwidth resources are limited. In contrast, the P-CSO algorithm outperforms
the three algorithms in blocking probability and always has the lowest blocking probability.
This highlights the advantages of our proposed chain segment protection. However, despite
the lower blocking probability, we observe that the average backup cost of P-CSO is the
highest when increasing of the number of required SFs per NSR, as the more chain segments
are generated, the more the backup detour links are consumed. Overall, BCEP outperforms
the other two schemes by minimizing the backup bandwidth consumption while keeping the

blocking probability as low as possible.

6.6 Summary

In this chapter, we have investigated a new problem of SFC failure with chain segment
protection (SFCF-CSP) for the first time. We have introduced chain segment protection
to protect the primary SFC. After mathematically formulating the problem of SFCF-CSP
and proving its NP-hardness, we have proposed an efficient algorithm called backup con-
catenation embedding and protecting (BCEP) based on the proposed backup concatenation
composing (BCC) technique. Our extensive analysis and simulation results have shown that

the proposed BCEP outperforms the algorithms directly extended from the existing works.
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CHAPTER 7

DISSERTATION CONCLUSION

7.1 Dissertation Overview

While NFV provides more flexibility and efficiency for network service delivery, it also
introduces new challenges to ensure network robustness, where network reliability with NF'V
has become a significant concern. In this dissertation, for the first time, we comprehensively
study and propose a series of problems for efficiently delivering the network services to clients
with backup resource allocation approaches against different network failures in NFV.

In Chapter 2, we studied the problem of protecting the running NFV services from SF
instance failure in unique function networks. We named this problem the VNF failure protec-
tion cover (VFPC) while considering the latency, computing, and off-site backup constraints.
We have formulated a mathematical model for the VFPC problem to minimize the num-
ber of VNF backup nodes and proposed an In(|N|) + l-approximation algorithm, namely,
protection cover list-based VNF protection (PCL-VP), where | N| represents the number of
physical nodes in the SN. Our simulation results show that the proposed PCL-VP algo-
rithm outperforms the minimum dominating set based on the VNF protection (MDS-VP)
algorithm.

In Chapter 3, we have investigated the problem of protecting NF'V services against SF in-
stance failure in multiple functions networks. We call it the latency-bounded off-site virtual
node protection (LOVNP) problem, which considers the SF computation, the QoS latency,

and the off-site virtual node protection constraints. We have proved the NP-hardness of the



LOVNP problem and proposed an efficient logarithm-approximate algorithm called protec-
tion centrality-based pairwise node protection (PC-PNP). The proposed PC-PNP algorithm
employs two novel techniques: pairwise node protection and protection centrality. The for-
mer ensures node pairs are efficiently identified to meet the demands of the off-site virtual
node protection constraint, while the latter tries to maximize the backup sharing among
the selected backup nodes. We have also proved that the proposed PC-PNP algorithm is
logarithm-approximate. Our extensive simulation and analysis have shown that the proposed
PC-PNP algorithm outperforms the algorithms that are extended from the existing work.

In Chapter 4, we have studied a shared backup resource allocation problem to defend
against SFF failure. We defined a novel problem called the off-site type-oriented SFF failure
protection (TSFP) in NFV and mathematically formulated this problem. We have proposed
an efficient heuristic algorithm called type-oriented off-site shared protection optimization
(TOPO) and proved its logarithm approximation. Extensive simulation results have verified
that the proposed TOPO outperforms the approaches directly extended from the existing
works.

In Chapter 5, we have studied how to provide SFF-based off-site sharing protection for
all SF instances in a latency-constrained PN. We have identified the unique SFF internal
and external sharing opportunities when providing off-site protection against SFF failures in
NFV. We have mathematically formulated a new problem, SFF-driven multi-instances fail-
ures and protection (SMFP), to minimize backup resource consumption. To optimize this

problem, we have proposed an efficient heuristic algorithm called SFF-centralized resource



optimization (FCRO), which builds upon three techniques: the backup auxiliary transfer-
ring, backup cost-effectiveness selection, and adaptive fit backup techniques. Our extensive
simulation results have shown the efficiency of the proposed schemes, which significantly
outperforms the approach directly extended from the existing work.

In Chapter 6, we have investigated a new problem of SFC failure with chain segment
protection (SFCF-CSP) for the first time. We have introduced chain segment protection
to protect the primary SFC. After mathematically formulating the problem of SFCF-CSP
and proving its NP-hardness, we have proposed an efficient algorithm called backup con-
catenation embedding and protecting (BCEP) based on the proposed backup concatenation
composing (BCC) technique. Our extensive analysis and simulation results have shown that

the proposed BCEP outperforms the algorithms directly extended from the existing work.

7.2 Future Direction

While this dissertation investigated state-of-the-art problems in delivering NF'V services
with reliable resource allocation strategies, two future directions may be explored. First,
this dissertation considers providing chain segment protection against SFC failure. By con-
catenating more backup chain segments, we can extend the proposed strategies in a shared
manner, such that multiple primary chain segments from different SFCs can share the same
backup chain segment for fault tolerance. Second, when SFC services are delivered, the
existing approaches cannot simultaneously handle overlapping multiple failure types. As an

example, the link and SF instances may fail simultaneously. It is then possible to extend the



proposed protection strategies to achieve k-fault tolerance for the SFC to keep a high level

of reliability.
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