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ABSTRACT 

CRYPTOCURRENCY-ENABLED ONLINE ROMANCE FRAUD: AN EXPLORATORY 

ANALYSIS OF ENFORCEMENT PRACTICES IN NIGERIA AND THE UNITED STATES 

By 

HOLUMIDHEY ADEBAYO ADEGUNLE 

AUGUST, 2026 

Committee Chair: Dr. Joshua Hinkle 

Major Department: Criminal Justice and Criminology 

Cryptocurrency has expanded opportunities for rapid, decentralized, and cross-border 

financial exchange, but it has also created new challenges for agencies responding to cyber-

enabled fraud. Among the most harmful forms of such fraud is online romance fraud, in which 

offenders build emotional relationships with victims and later manipulate them into sending 

money. This thesis explores how cryptocurrency shapes the enforcement of online romance fraud 

and related cyber-enabled financial crime in Nigeria and the United States. 

The study uses an exploratory pilot design grounded in qualitative comparative case 

study methods. Data were drawn from documentary analysis and ten semi-structured interviews 

with law-enforcement, investigative, intelligence, and compliance professionals. Documentary 

sources included enforcement reports, regulatory guidance, policy materials, and public records 

from both countries. Interview participants in Nigeria were drawn from the Nigeria Police Force 

and the Economic and Financial Crimes Commission. U.S.-based participants contributed 

broader perspectives on cryptocurrency investigations, tracing, and regulatory coordination, 

although they did not directly work cryptocurrency romance-fraud cases. 



 

 

Five major themes emerged. First, cryptocurrency tracing is possible but attribution 

remains difficult because wallet addresses are pseudonymous and funds can move quickly across 

multiple platforms. Second, institutional capacity, including access to tools, training, and 

specialized personnel, strongly shapes investigative effectiveness. Third, international 

cooperation is essential because victims, offenders, exchanges, and digital evidence frequently 

span multiple jurisdictions. Fourth, the Nigerian material shows that romance-fraud operations 

often involve organized networks using sustained emotional manipulation to obtain repeated 

payments. Fifth, enforcement outcomes are influenced by financial-intelligence capabilities and 

regulatory coordination. 

Overall, the findings suggest that cryptocurrency intensifies the complexity of fraud 

investigations while also creating new opportunities for blockchain-based tracing. The study 

offers preliminary comparative insight into enforcement practice and highlights the need for 

stronger institutional capacity, clearer regulatory coordination, and improved cross-border 

collaboration. 

Keywords: cryptocurrency-enabled fraud, online romance fraud, cybercrime enforcement, 

financial crime investigation, digital assets, transnational fraud.  
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CHAPTER I: INTRODUCTION 

1.1 Introduction 

Over the past decade, cryptocurrencies have evolved from a niche technological innovation 

into a mainstream financial instrument used for savings, investment, remittances, and cross-border 

commerce. Digital assets such as Bitcoin and Ethereum offer decentralized transaction 

mechanisms, rapid cross-border transfer capabilities, and alternative financial infrastructure 

outside traditional banking systems (Financial Action Task Force [FATF], 2022). Nigeria ranks 

among the highest cryptocurrency adoption countries globally, driven by inflation, currency 

instability, foreign exchange restrictions, and high mobile penetration (Chainalysis, 2023). 

Similarly, cryptocurrency use in the United States has expanded rapidly, supported by institutional 

investment, exchange development, and regulatory evolution (U.S. Department of the Treasury, 

2022). 

While cryptocurrencies provide legitimate economic benefits, their structural features-

pseudonymity, global accessibility, irreversibility of transactions, and limited centralized 

oversight-also make them attractive for criminal misuse (FATF, 2022; Möser, Böhme, & Breuker, 

2013). Among the most financially damaging forms of cryptocurrency-enabled crime is online 

romance fraud. 

Online romance fraud, also referred to as confidence fraud or sweetheart scams, involves 

offenders creating fictitious romantic identities on dating platforms or social media in order to 

manipulate victims into sending money under false pretenses (Whitty, 2019; Buchanan & Whitty, 

2014). Although romance fraud predates digital assets, the integration of cryptocurrency as a 

payment mechanism has significantly altered the scale, speed, and complexity of these schemes 

(Federal Trade Commission [FTC], 2023; Chainalysis, 2023). 
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The economic impact of romance fraud has grown dramatically in recent years. 

According to the Federal Trade Commission (FTC), U.S. consumers reported over $547 

million in losses from romance scams in 2021, with a median loss exceeding $2,400 (FTC, 2022). 

By 2022, reported losses exceeded $1.3 billion, with cryptocurrency emerging as the most 

common payment method in fraud cases (FTC, 2023). The Federal Bureau of Investigation’s 

Internet Crime Complaint Center (IC3) reported that cryptocurrency-related fraud losses reached 

$5.6 billion in 2023 and increased to $9.3 billion in 2024, accounting for more than half of all 

reported fraud losses that year (Federal Bureau of Investigation [FBI], 2024). Romance scams 

represent one of the leading categories within those cryptocurrency fraud losses. These figures 

likely underestimate total harm due to significant underreporting driven by shame, stigma, and 

limited reporting awareness (Cross, 2020; Whitty, 2019). 

In Nigeria, online romance fraud has long been associated with so-called “Yahoo Boys,” a 

colloquial term referring to individuals engaged in internet-based fraud schemes (Tade & Aliyu, 

2011; Olayemi, 2014). While earlier iterations of Nigerian fraud operations relied on wire transfers 

and money mules, recent enforcement reports indicate increasing use of cryptocurrency to receive 

and launder illicit proceeds (Chainalysis, 2023; EFCC, 2024). In December 2024, Nigeria’s 

Economic and Financial Crimes Commission (EFCC) announced the arrest of hundreds of 

suspects linked to organized cryptocurrency-enabled fraud operations (EFCC, 2024). 

However, Nigeria does not maintain centralized, publicly accessible national fraud loss 

data comparable to FTC or IC3 reporting systems. 

The integration of cryptocurrency introduces both enforcement challenges and 

opportunities. Contrary to early assumptions that Bitcoin is anonymous, blockchain-based 

cryptocurrencies operate on publicly accessible ledgers that permanently record transaction 
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histories (Möser et al., 2013; Huang et al., 2018). Blockchain analytics firms such as Chainalysis 

and Elliptic provide tools that enable law enforcement to trace transaction flows, cluster wallet 

addresses, and identify exchange points where digital assets intersect with regulated financial 

systems (Chainalysis, 2023). However, effective tracing depends on enforcement capacity, 

exchange cooperation, regulatory clarity, and international coordination (FATF, 2022; 

INTERPOL, 2023). 

Enforcement responses vary significantly across jurisdictions. The United States operates 

a multi-agency federal framework in which the FBI investigates cryptocurrency-enabled fraud; the 

Department of Justice (DOJ) prosecutes related offenses; the Securities and Exchange Commission 

(SEC) regulates securities-related digital assets; and the Financial Crimes Enforcement Network 

(FinCEN) enforces anti-money laundering compliance for virtual asset service providers 

(Brummer & Kiviat, 2019; U.S. Department of Justice, 2023). These agencies increasingly employ 

blockchain analytics and leverage mutual legal assistance treaties (MLATs) to address cross-

border fraud. 

Nigeria’s enforcement landscape involves the EFCC, the Nigerian Financial Intelligence 

Unit (NFIU), the Central Bank of Nigeria (CBN), and the Securities and Exchange Commission 

(SEC Nigeria). However, regulatory fragmentation and the CBN’s 2021 banking restriction on 

cryptocurrency transactions shifted activity toward peer-to-peer markets, potentially complicating 

transaction monitoring and enforcement visibility (Central Bank of Nigeria, 2021; FATF, 2022). 

Despite growing scholarship on cryptocurrency regulation and cybercrime trends, limited 

research has examined how enforcement actors themselves perceive and respond to 

cryptocurrency-enabled romance fraud across jurisdictions. Most studies focus either on 
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victimization patterns (Whitty, 2019; Cross, 2020) or regulatory design (Brummer & Kiviat, 

2019), rather than on comparative enforcement capacity and institutional response. 

This study addresses that gap through an exploratory pilot study of enforcement practices 

related to cryptocurrency-enabled online romance fraud in Nigeria and the United States. Rather 

than testing hypotheses or seeking definitive causal claims, the thesis explores how investigators 

and related practitioners describe the challenges, constraints, and institutional responses associated 

with cryptocurrency-enabled fraud across the two contexts. 

This study adopts a cross-national comparative approach, recognizing that cryptocurrency-

enabled romance fraud is inherently transnational in nature. Offenders frequently operate across 

jurisdictions, exploiting differences in regulatory frameworks, enforcement capacity, and 

institutional coordination. As a result, understanding how enforcement responses vary across 

countries is essential for identifying both structural constraints and opportunities for improving 

investigative effectiveness. 

Comparing Nigeria and the United States is particularly important due to their distinct 

regulatory environments, levels of institutional capacity, and roles within global fraud networks. 

While the United States represents a highly developed enforcement system with advanced 

technological resources and regulatory oversight, Nigeria reflects a rapidly evolving system 

characterized by high cryptocurrency adoption, regulatory fragmentation, and increasing 

enforcement activity. This contrast provides a useful opportunity to explore how different 

institutional contexts shape enforcement responses to cryptocurrency-enabled crime. 

Semi-structured interviews are especially important in this context because they provide 

practitioner-centered insight that cannot be captured fully through statistics, policy documents, or 

enforcement press releases alone. In this study, the Nigerian interviews spoke more directly to 
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online romance-fraud enforcement, while the U.S. interviews offered broader perspectives on 

cryptocurrency-related financial crime enforcement, tracing, and regulatory coordination. Taken 

together with the documentary analysis, these accounts help illuminate both shared and context-

specific features of enforcement practice. 

While this study adopts a comparative framework between Nigeria and the United States, 

it is important to note that interview data specifically related to cryptocurrency-enabled online 

romance fraud was primarily obtained from participants in Nigeria. U.S.-based participants 

provided broader insights into cryptocurrency investigations and enforcement practices but did not 

directly engage with romance fraud cases involving cryptocurrency. 

As a result, the analysis of cryptocurrency-enabled romance fraud is more deeply grounded 

in the Nigerian context, while the U.S. perspective contributes to a broader understanding of 

investigative and regulatory challenges associated with cryptocurrency. 

Given the exploratory nature of this study, findings are intended to provide preliminary 

insights and identify areas for future research rather than offer definitive conclusions. 

1.2 Statement of the Problem 

Online romance fraud represents a rapidly expanding form of transnational cybercrime that 

produces significant financial and psychological harm. Unlike many other fraud types, romance 

scams rely on prolonged emotional manipulation, often targeting individuals experiencing social 

isolation, bereavement, or life transitions (Whitty, 2019; Buchanan & Whitty, 2014). The financial 

losses associated with these schemes have grown substantially over the past decade, with 

cryptocurrency emerging as a dominant payment mechanism (FTC, 2023; FBI, 2024). 

The integration of cryptocurrency into romance fraud operations has altered both offender 

strategies and enforcement dynamics. Cryptocurrency enables rapid cross-border transfers without 



 

6 

reliance on traditional banking intermediaries, allows offenders to fragment and layer transactions 

through multiple wallets, and complicates asset recovery due to the irreversibility of blockchain 

transactions (FATF, 2022). At the same time, blockchain transparency provides new investigative 

opportunities through transaction tracing and clustering techniques (Möser et al., 2013; Huang et 

al., 2018). These competing dynamics create a paradox: cryptocurrency increases offender 

efficiency while simultaneously offering traceability advantages—if enforcement agencies possess 

adequate technical capacity and regulatory support. Enforcement effectiveness, however, does not 

depend solely on technological traceability. It is shaped by institutional capacity, regulatory clarity, 

inter-agency coordination, and international cooperation (INTERPOL, 2023; Levi, 2017). These 

factors vary significantly across jurisdictions. 

The United States benefits from a mature federal enforcement framework, established anti-

money laundering regulations for virtual asset service providers, access to commercial blockchain 

analytics platforms, and formalized international cooperation mechanisms (Brummer & Kiviat, 

2019; U.S. Department of Justice, 2023). Nevertheless, U.S. agencies continue to face challenges 

in prosecuting offenders operating abroad, obtaining timely foreign exchange records, and 

recovering funds dissipated through complex transaction chains (FBI, 2024). 

Nigeria, by contrast, operates within a context of high cryptocurrency adoption and 

documented involvement in transnational online fraud operations (Chainalysis, 2023; Tade & 

Aliyu, 2011). While the EFCC has expanded cybercrime enforcement efforts and established 

partnerships with international agencies, regulatory fragmentation and resource constraints may 

limit enforcement capacity (Central Bank of Nigeria, 2021; FATF, 2022). The CBN’s 2021 

directive restricting bank facilitation of cryptocurrency transactions shifted much activity into 

peer-to-peer markets, potentially reducing formal oversight mechanisms (CBN, 2021). 
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Additionally, disparities in technical capacity and access to blockchain analytics tools may 

influence investigative feasibility. 

Despite the scale and growth of cryptocurrency-enabled romance fraud, existing 

criminological scholarship has not adequately examined how enforcement actors in different 

institutional contexts perceive and respond to these crimes. The literature on romance fraud has 

focused primarily on victimization patterns, psychological manipulation, and financial losses 

(Whitty, 2019; Cross, 2020). Research on cryptocurrency regulation has concentrated on legal 

classification, securities enforcement, and financial compliance frameworks (Brummer & Kiviat, 

2019). Studies of international cybercrime enforcement often discuss jurisdictional barriers and 

mutual legal assistance constraints at a general level (Levi, 2017; INTERPOL, 2023), but rarely 

analyze offense-specific enforcement practices. 

Consequently, there is limited understanding of: 

1. how enforcement stakeholders describe the operational role of cryptocurrency in 

romance fraud schemes; 

2. how they perceive regulatory frameworks as enabling or constraining 

investigations; 

3. what investigative tools and strategies are used in practice; and 

4. how institutional capacity shapes enforcement outcomes across developed and 

developing contexts. 

This gap is particularly significant given the transnational nature of cryptocurrency-enabled fraud. 

Romance scams frequently involve victims in one country and offenders in another, requiring 

cross-border coordination. Without comparative research examining enforcement practices in both 

sending and receiving jurisdictions, policy recommendations risk being incomplete or contextually 
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misaligned. This study addresses this gap by conducting a qualitative comparative analysis of 

enforcement practices related to cryptocurrency-enabled online romance fraud in Nigeria and the 

United States. By centering the perspectives of enforcement and regulatory stakeholders, the 

research seeks to illuminate how institutional structures, regulatory clarity, and technical capacity 

shape investigative responses in distinct national contexts. 

1.3 Guiding Areas of Inquiry 

Consistent with the exploratory pilot design of this thesis, the study was guided by two 

broad areas of inquiry rather than formal research questions: 

1. First, the study explored how enforcement and regulatory stakeholders in Nigeria and 

the United States described the role of cryptocurrency in online romance fraud and 

related cyber-enabled financial crime investigations. 

2. Second, the study explored how participants understood existing enforcement 

practices, regulatory frameworks, and institutional structures as shaping investigative 

capacity, coordination, and response. 

These inquiry areas were used to guide the interviews and documentary analysis, not to test 

hypotheses or produce fixed predictions. They functioned as flexible prompts that organized the 

exploration while leaving room for unanticipated themes to emerge. 

Rationale for the Guiding Inquiry Areas 

The guiding inquiry areas were designed to support an exploratory qualitative investigation 

into how enforcement and regulatory stakeholders understand and respond to cryptocurrency-

enabled fraud in a cross-national setting. Given the limited empirical research examining 

practitioner perspectives on this issue, an exploratory approach was appropriate for generating in-

depth, contextually grounded insight. 
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The first inquiry area focused on how stakeholders describe the role of cryptocurrency in 

fraud schemes because digital assets have altered the operational dynamics of fraud by enabling 

rapid cross-border transfers and new forms of concealment. Examining participant descriptions 

made it possible to explore how practitioners understand offender strategies, victim vulnerability, 

and the traceability of different cryptocurrencies in practice. 

The second inquiry area focused on how stakeholders understand enforcement practices, 

regulatory frameworks, and institutional structures because investigative effectiveness depends not 

only on technology but also on organizational capacity, regulatory clarity, inter-agency 

coordination, and access to specialized tools. The contrast between Nigeria and the United States 

made this especially useful for identifying both shared pressures and context-specific constraints. 

Together, these inquiry areas created a flexible structure for interviews and analysis 

without imposing predetermined assumptions. This approach is consistent with the study's 

qualitative design and with its aim of generating insight that can inform future research, theory 

refinement, and policy development. 

1.4 Research Objectives 

To support this exploratory pilot study, the research pursued the following objectives: 

1. to document stakeholder descriptions of cryptocurrency's role in online romance 

fraud schemes across Nigeria and the United States; 

2. to identify perceived enforcement challenges and institutional constraints, including 

technological, regulatory, and resource-related barriers; 

3. to examine similarities and differences in investigative strategies across jurisdictions; 

4. to analyze how regulatory structures and institutional capacity shape enforcement 

responses in developed and developing contexts; and 
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5. to generate policy-relevant insights for strengthening investigative effectiveness and 

improving cross-border cooperation. 

1.5 Conceptual Orientation 

Although the study is primarily exploratory and qualitative, it is conceptually informed by 

Routine Activity Theory (Cohen & Felson, 1979) and situational opportunity frameworks. These 

perspectives help frame how cryptocurrency-enabled romance fraud may emerge at the 

intersection of motivated offenders, suitable targets, and changing technological opportunities, 

while also drawing attention to how institutional capacity shapes guardianship. 

The theories are not tested in this thesis and are not used to generate formal hypotheses. 

Instead, they function as interpretive lenses for understanding enforcement narratives and 

institutional differences. 

1.6 Significance of the Study 

Practical Significance 

Cryptocurrency-enabled online romance fraud represents a convergence of technological 

innovation, transnational crime, and institutional enforcement challenges. Despite the rapid growth 

of cryptocurrency-related fraud losses globally (FBI, 2024; FTC, 2023), scholarly understanding 

of enforcement responses remains limited. This study contributes to criminology, cybercrime 

scholarship, and policy discourse in four primary ways. 

Contribution to Romance Fraud Literature 

Existing research on online romance fraud has focused predominantly on victim 

characteristics, psychological manipulation tactics, offender narratives, and financial losses 

(Whitty, 2019; Buchanan & Whitty, 2014; Cross, 2020). While these studies provide valuable 

insight into victimization dynamics, they rarely examine enforcement practices in depth. 
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Moreover, although recent reports identify cryptocurrency as an increasingly common 

payment mechanism in romance fraud schemes (FTC, 2023; Chainalysis, 2023), few 

criminological studies analyze how digital assets reshape investigative processes, prosecutorial 

strategies, or asset recovery efforts. 

By centering enforcement stakeholders, this study expands the literature beyond 

victimization analysis and situates romance fraud within institutional and regulatory contexts. It 

shifts focus from “how victims are defrauded” to “how states respond.” 

Contribution to Cryptocurrency and Cybercrime Scholarship 

Scholarship on cryptocurrency and crime has often emphasized regulatory classification 

debates, securities enforcement, anti-money laundering compliance, and blockchain traceability 

(Brummer & Kiviat, 2019; FATF, 2022). Technical studies demonstrate that blockchain 

transactions are pseudonymous but traceable through clustering techniques and analytics tools 

(Möser et al., 2013; Huang et al., 2018). However, technical traceability does not automatically 

translate into enforcement success. 

Research on international cybercrime enforcement documents challenges related to 

jurisdictional boundaries, mutual legal assistance delays, and disparities in technical capacity 

between developed and developing nations (Levi, 2017; INTERPOL, 2023). Yet much of this 

literature treats cybercrime as a broad category rather than examining specific offense types such 

as cryptocurrency-enabled romance fraud. 

This study bridges these literatures by analyzing how enforcement actors navigate both the 

technical features of cryptocurrency and the institutional realities of transnational investigations. 

It provides offense-specific, practitioner-informed insight into enforcement capacity. 
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Comparative Institutional Contribution 

Comparative criminology emphasizes the importance of institutional context in shaping 

crime control outcomes (Tonry, 2011). However, comparative research on cybercrime 

enforcement remains underdeveloped, particularly between Global North and Global South 

contexts. The United States operates within a highly institutionalized regulatory framework with 

established anti-money laundering structures, advanced technical resources, and formalized 

international cooperation mechanisms (U.S. Department of Justice, 2023). Nigeria, by contrast, 

combines high cryptocurrency adoption rates with evolving regulatory frameworks and resource 

constraints (Chainalysis, 2023; Central Bank of Nigeria, 2021). 

By comparing enforcement practices in Nigeria and the United States, this study 

illuminates how differences in regulatory clarity, institutional capacity, and technological 

resources shape investigative feasibility and perceived effectiveness. The comparative approach 

moves beyond single-country analysis and highlights structural factors influencing enforcement. 

Policy and Practical Relevance 

Cryptocurrency-enabled romance fraud is inherently transnational. Victims and offenders 

frequently reside in different countries, requiring cross-border coordination and regulatory 

alignment. Enforcement gaps in one jurisdiction can undermine efforts in another. 

Findings from this study may inform: 

1. strengthening regulatory coherence in emerging cryptocurrency markets; 

2. improving cross-border cooperation mechanisms; 

3. identifying resource and training needs for enforcement agencies; 

4. enhancing asset-recovery strategies; and 

5. clarifying institutional roles in multi-agency enforcement frameworks. 
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By incorporating practitioner perspectives, the research generates grounded insights 

relevant to policymakers, regulators, and law enforcement agencies seeking to improve responses 

to cryptocurrency-enabled crime. 

Theoretical Significance 

Although exploratory in nature, this study contributes to theoretical discussions concerning 

guardianship and institutional capacity within Routine Activity Theory (Cohen & Felson, 1979). 

Cryptocurrency alters the opportunity structure of fraud by reducing traditional financial 

intermediaries, increasing transaction speed, and decentralizing oversight. Enforcement capacity 

functions as a form of capable guardianship, but its effectiveness varies across institutional 

contexts. By examining stakeholder perceptions, the study contributes to understanding how 

technological change interacts with institutional guardianship mechanisms in transnational crime 

settings. 
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CHAPTER II: LITERATURE REVIEW 

This chapter reviews existing research and policy literature on online romance fraud, 

cryptocurrency use in fraud schemes, enforcement responses in Nigeria and the United States, and 

the criminological theories that guide this study. The review is organized to move from general to 

specific: it begins with global patterns in online romance fraud and economic impacts, examines 

how cryptocurrency has been integrated into romance fraud operations, explores the enforcement 

landscapes in Nigeria and the United States, presents the theoretical frameworks that inform the 

analysis, and concludes by identifying gaps in existing scholarship that this research addresses. 

Over the past decade, online romance fraud has evolved from a relatively minor nuisance 

into one of the most financially devastating forms of consumer fraud globally (Federal Trade 

Commission, 2022; Whitty, 2019; Buchanan & Whitty, 2014). These schemes exploit the 

emotional vulnerabilities of individuals seeking companionship through dating websites, social 

media platforms, and messaging apps. Offenders create fake profiles, establish seemingly genuine 

romantic relationships over weeks or months, and then manipulate victims into sending money 

under various pretenses—emergency medical expenses, business investment opportunities, travel 

costs to meet in person, customs fees, or assistance with legal troubles (Whitty, 2019; Buchanan 

& Whitty, 2014). The emotional manipulation inherent in these schemes often leads victims to 

send multiple payments over extended periods, sometimes losing their entire life savings before 

recognizing the fraud (Federal Trade Commission, 2022; Cross, 2020). 

The integration of cryptocurrency as a payment mechanism has fundamentally altered the 

scale, speed, and enforcement challenges associated with romance fraud (Commodity Futures 

Trading Commission, 2025; Whitty, 2019). While earlier schemes relied on wire transfers, money 

orders, and networks of money mules to move funds, contemporary operations increasingly direct 
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victims to purchase Bitcoin or other cryptocurrencies and send them to wallet addresses controlled 

by offenders (Commodity Futures Trading Commission, 2025). 

This shift has several consequences: transactions occur nearly instantaneously and 

globally, funds can be moved through multiple wallets and exchanges to obscure their origin, and 

recovery of stolen assets becomes significantly more difficult. At the same time, advances in 

blockchain analytics have created new opportunities for law enforcement to trace cryptocurrency 

transactions, map criminal networks, and identify offenders, though the effectiveness of these tools 

depends heavily on institutional capacity, regulatory frameworks, and international cooperation. 

Law enforcement responses to cryptocurrency-enabled romance fraud vary dramatically 

across jurisdictions. The United States has developed a sophisticated federal enforcement 

framework involving specialized cybercrime units, access to commercial blockchain tracing 

platforms, and established international coordination mechanisms, yet it still faces challenges in 

prosecuting cross-border cases and recovering victims' funds. 

Nigeria's enforcement agencies have demonstrated growing capacity to investigate and 

prosecute high-profile romance fraud cases involving cryptocurrency, but they face obstacles, 

including regulatory fragmentation, limited access to advanced investigative tools, and 

coordination difficulties with international partners. 

This chapter synthesizes the literature that informs the current study's focus on comparing 

enforcement practices and regulatory frameworks between Nigeria and the United States. It 

demonstrates that, while substantial research documents the growth of romance fraud and the 

increasing use of cryptocurrency in these schemes, significant gaps remain in understanding how 

enforcement actors across jurisdictions perceive and respond to these crimes, the specific tools and 

strategies they employ, and the lessons that can be drawn from cross-national comparisons. 
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2.1 Online Romance Fraud: Global Patterns and Economic Impact 

Online romance fraud, also referred to as confidence fraud or sweetheart scams, represents 

a form of advance-fee fraud in which offenders establish romantic relationships with victims to 

gain their trust and ultimately convince them to send money. 

These schemes have existed in various forms for decades, but the proliferation of online 

dating platforms, social media networks, and international messaging apps has dramatically 

expanded the pool of potential victims and enabled offenders to operate at scale. 

The economic impact of romance fraud is substantial and growing. In the United States, 

the Federal Trade Commission reported that romance scam victims lost more than $547 million in 

2021, with the median individual loss exceeding $2,400—significantly higher than most other 

fraud types (Federal Trade Commission [FTC], 2022). By 2023, cryptocurrency-related fraud 

losses reported to the FBI’s Internet Crime Complaint Center (IC3) totaled $5.6 billion, with 

romance scams accounting for a substantial share of those reported losses (Federal Bureau of 

Investigation [FBI], 2024). The FBI’s 2024 report indicated that cryptocurrency fraud losses 

climbed to $9.3 billion, representing more than half of all reported fraud losses that year (FBI, 

2024). These figures likely underestimate total harm, as research consistently finds that many fraud 

victims do not report losses due to embarrassment, shame, stigma, or uncertainty about reporting 

mechanisms (Cross, 2020; Whitty, 2019). 

The demographics of romance fraud victims challenge common stereotypes. While older 

adults—particularly those who are widowed or divorced—face an elevated risk of victimization, 

victims span all age groups, educational levels, and socioeconomic backgrounds (Cross, 2020; 

Whitty, 2019). Women constitute a majority of reported victims in many studies, although men 

are also victimized and may be less likely to report due to stigma and social expectations 
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surrounding masculinity (Buchanan & Whitty, 2014; Cross, 2020). Psychological research 

indicates that victims often exhibit situational vulnerabilities, including recent life transitions such 

as divorce, bereavement, or relocation, social isolation, and limited awareness of online fraud 

tactics (Whitty, 2019; Button & Cross, 2017). Cognitive biases—such as optimism bias and the 

sunk cost fallacy—further contribute to continued financial investment in fraudulent relationships 

despite emerging warning signs (Whitty, 2019; Cross, 2020). 

Romance fraud schemes follow recognizable patterns, often described as crime scripts that 

detail the sequence of actions undertaken to identify, groom, and exploit victims. Offenders 

typically begin by creating convincing fake profiles on dating websites or social networking 

platforms, often using stolen photographs and fabricated biographical details. They initiate contact 

with potential victims and quickly move conversations to private messaging channels or email to 

avoid platform monitoring. 

Over a period of weeks or months, offenders build emotional intimacy through frequent 

communication, expressions of affection, and sometimes discussion of future plans together, 

creating a sense of obligation and commitment in the victim. Once trust is established, the 

individual often introduces requests for financial assistance, often framing them as temporary 

emergencies or investment opportunities. Victims who send initial payments are frequently asked 

for additional funds, with offenders creating new scenarios to justify continued transfers. 

The geographic distribution of romance fraud operations is global, though certain countries 

have gained notoriety in law enforcement reporting as hubs for organized fraud networks. Nigeria, 

Ghana, Jamaica, Malaysia, and the Philippines have been identified in international enforcement 

reports and cybercrime assessments as significant source countries for online romance fraud and 

related confidence schemes (Federal Bureau of Investigation [FBI], 2024; INTERPOL, 2023; 
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United Nations Office on Drugs and Crime [UNODC], 2021). Within some of these jurisdictions—

particularly Nigeria—romance fraud has evolved from individual-level activity into more 

structured and organized operations involving coordinated groups that recruit, train, and manage 

participants who simultaneously target multiple victims using scripted interactions, shared digital 

assets, and standardized narratives (Tade & Aliyu, 2011; Olayemi, 2014; Whitty, 2019). Law 

enforcement investigations have documented the use of centralized management structures, shared 

photograph repositories, and coordinated financial laundering mechanisms in large-scale romance 

fraud enterprises (FBI, 2024; INTERPOL, 2023). 

The emotional harm experienced by romance fraud victims often exceeds financial losses. 

Research documents that victim’s experience significant psychological distress, including 

depression, anxiety, shame, self-blame, and post-traumatic stress symptoms following 

victimization. The betrayal of trust and violation of intimate emotional bonds distinguish romance 

fraud from other property crimes and create lasting harm to victims' well-being and willingness to 

engage in future relationships. 

Table 2.1 

Online Romance Fraud Losses: Nigeria and United States (2021-2024) 

Year United States (USD) Nigeria (Estimated, USD) 

2021 $547 million (FTC) No centralized national loss data; EFCC reports 

increasing romance fraud investigations and 

cryptocurrency-related arrests 
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Table 2.1 (Continued) 

Year United States (USD) Nigeria (Estimated, USD) 

2022 $1.3 billion (FTC) 

EFCC reports expanded operations targeting crypto-

enabled romance fraud; asset recoveries reported but 

no national loss estimate 

2023 

$5.6 billion crypto 

fraud (FBI IC3) 

Approximately $2-5 million recovered in major 

EFCC operations 

2024 

$9.3 billion crypto 

fraud (FBI IC3) 

792 arrests in December nationwide EFCC 

cybercrime operation 

 

Table 2.1 illustrates the dramatic growth in reported losses from cryptocurrency-related 

fraud in the United States, much of which involves romance scams, alongside evidence of growing 

enforcement activity in Nigeria. Nigeria does not maintain a centralized public reporting system 

equivalent to the FTC or FBI IC3; consequently, Nigerian figures reflect enforcement activity and 

recovery disclosures rather than comprehensive national loss estimates. 

2.2 Cryptocurrency Use in Online Romance Fraud 

The integration of cryptocurrency into online romance fraud represents a significant 

evolution in offender tactics, reshaping both the scale of victimization and the challenges faced by 

law enforcement. While traditional romance fraud operations relied on wire transfers, prepaid debit 

cards, and networks of money mules to receive and launder proceeds, contemporary schemes 

increasingly direct victims to purchase cryptocurrency and transfer it to wallet addresses controlled 

by offenders. 
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This shift offers several advantages from an offender's perspective. Cryptocurrency 

transactions occur nearly instantaneously, regardless of geographic distance, eliminating delays 

associated with international wire transfers and reducing opportunities for financial institutions to 

intercept suspicious transactions. Digital assets can be transferred without intermediaries such as 

banks that are subject to anti-money laundering regulations and suspicious activity reporting 

requirements. Cryptocurrencies offer pseudonymity, meaning that while transactions are recorded 

on public blockchains, the identities behind wallet addresses are not immediately apparent without 

additional investigative steps. Finally, offenders can quickly move funds through multiple wallets, 

exchanges, and mixing services to obscure the transaction trail and complicate efforts to trace 

stolen assets. 

From a victim's perspective, cryptocurrency introduces additional layers of complexity and 

vulnerability. Many romance fraud victims, particularly older adults, have limited familiarity with 

digital assets and rely on others' instructions to purchase and transfer cryptocurrency. 

Offenders often direct victims to Bitcoin ATMs, cryptocurrency exchanges, or peer-to-peer 

trading platforms, walking them through the process via phone or messaging apps. This guided 

process creates an illusion of legitimacy and reduces the likelihood that victims will question the 

unusual payment method. Once cryptocurrency is transferred to an end user's wallet, recovery 

becomes extremely difficult, as transactions are irreversible and many exchanges operate in 

jurisdictions that offer limited cooperation with foreign law enforcement. 

Research examining which cryptocurrencies are most commonly used in romance fraud 

has identified Bitcoin as the dominant payment method, followed by Ethereum, Tether (a stable 

coin), and other altcoins. Bitcoin's widespread availability, established infrastructure, including 

ATMs and exchange platforms, and name recognition among the general public make it the default 
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choice for many offenders, who instruct victims on how to send payments. However, contrary to 

popular perception, Bitcoin is not anonymous and is increasingly traceable through blockchain 

analytics. 

Bitcoin operates on a public, transparent blockchain where every transaction is 

permanently recorded and visible to anyone with internet access. Each transaction includes the 

sending address, receiving address, amount transferred, and timestamp. While addresses are 

pseudonymous (consisting of alphanumeric strings rather than names), several factors make 

Bitcoin traceable in practice. First, when users purchase Bitcoin through regulated exchanges, they 

must complete know-your-customer (KYC) verification, including identity documents, allowing 

law enforcement to link wallet addresses to real-world identities through exchange records. 

Second, blockchain analytics companies such as Chainalysis, Elliptic, and CipherTrace have 

developed sophisticated software that maps transactions, identities, and wallet clusters associated 

with known entities (e.g., exchanges, merchants, criminal services), and traces funds as they move 

through the ecosystem. Third, because the Bitcoin blockchain is immutable and permanent, 

investigators can conduct retrospective analysis even years after transactions occurred. 

Law enforcement agencies increasingly use blockchain tracing to investigate 

cryptocurrency-enabled crimes. The FBI, Drug Enforcement Administration (DEA), Internal 

Revenue Service Criminal Investigation Division (IRS-CI), and other U.S. federal agencies 

maintain licenses for commercial blockchain analytics platforms and have developed specialized 

units with expertise in cryptocurrency investigations. These tools have enabled successful 

investigations into major darknet marketplaces, ransomware operations, and Bitcoin-related fraud 

schemes. In romance fraud cases, investigators can trace victim payments from the initial transfer 

through subsequent movements across exchanges and wallets, potentially identifying points where 
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offenders converted cryptocurrency to fiat currency or linking wallet addresses to KYC-verified 

exchange accounts. 

However, the effectiveness of blockchain tracing depends on several factors. Privacy-

focused cryptocurrencies such as Monero, Zcash, and Dash use cryptographic techniques to 

obscure transaction details, making them significantly harder to trace than Bitcoin. Mixing services 

(also called tumblers) pool together cryptocurrency from multiple users and redistribute it, 

breaking the direct link between sending and receiving addresses. Decentralized exchanges and 

peer-to-peer trading platforms may lack KYC requirements, creating challenges when 

investigators attempt to identify the real-world individuals behind wallet addresses. Cross-border 

coordination difficulties and varying levels of law enforcement cooperation in exchanges further 

complicate tracing efforts. 

Table 2.2 

Cryptocurrency Types and Traceability Characteristics 

Cryptocurrency Traceability Key Characteristics 

Bitcoin (BTC) High Public blockchain; widely used; extensive analytics 

tools 

Ethereum (ETH) High Public blockchain; smart-contract functionality; 

traceable 

Tether (USDT) High Stablecoin, typically issued on traceable blockchains 

Monero (XMR) Very Low Privacy coin; obscures transaction details 

Zcash (ZEC) Low Optional privacy features; less commonly used 
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Table 2 summarizes the traceability characteristics of cryptocurrencies commonly 

encountered in fraud investigations. Understanding these technical distinctions is crucial for 

enforcement agencies developing investigative strategies and for policymakers considering 

regulatory interventions. 

The literature on cryptocurrency use in online romance fraud demonstrates that while 

digital assets create new challenges for law enforcement, they also create new investigative 

opportunities through blockchain tracing. However, existing research provides limited insight into 

how enforcement actors across jurisdictions perceive and respond to these challenges, the specific 

tools and tactics they employ, and how institutional capacity and regulatory frameworks shape 

investigative effectiveness—gaps that the current study addresses through comparative qualitative 

analysis. 

2.3 Nigeria: Enforcement Landscape and Cryptocurrency-Enabled Romance Fraud 

Nigeria has gained international attention for both its high levels of cryptocurrency 

adoption and its role as a significant source country for various forms of cybercrime, including 

online romance fraud. Understanding Nigeria's enforcement landscape requires examining the 

country's regulatory framework, institutional capacity, and the specific dynamics of 

cryptocurrency-enabled crime. 

2.4 Cryptocurrency Adoption in Nigeria 

Nigeria’s regulatory approach to cryptocurrency has been widely characterized as 

inconsistent and institutionally fragmented (Financial Action Task Force [FATF], 2022). In 

February 2021, the Central Bank of Nigeria (CBN) issued a circular directing banks and other 

financial institutions to cease facilitating cryptocurrency transactions and to close accounts 

associated with cryptocurrency exchanges (Central Bank of Nigeria [CBN], 2021). The CBN cited 
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concerns regarding money laundering, terrorist financing, consumer protection risks, and potential 

threats to monetary policy and financial stability (CBN, 2021). Importantly, the directive did not 

criminalize cryptocurrency ownership or peer-to-peer trading; rather, it restricted banking sector 

participation. As a result, cryptocurrency activity shifted toward peer-to-peer (P2P) markets and 

informal channels operating outside direct banking oversight (FATF, 2022; Chainalysis, 2023). 

In parallel, the Securities and Exchange Commission (SEC) Nigeria had earlier asserted 

regulatory authority over certain categories of digital assets. In September 2020, the SEC issued a 

public statement classifying digital assets that qualify as securities under Nigerian law and 

announcing its intention to regulate initial coin offerings and virtual asset service providers 

(Securities and Exchange Commission Nigeria [SEC Nigeria], 2020). This overlapping regulatory 

posture between the CBN and SEC Nigeria contributed to uncertainty regarding institutional 

jurisdiction and regulatory clarity (FATF, 2022). 

2.5 Romance Fraud and "Yahoo Boys" 

Nigeria has a well-documented history of online fraud, colloquially referred to as “Yahoo 

Boys,” a term commonly used to describe young Nigerian men engaged in internet-based fraud 

schemes (Tade & Aliyu, 2011; Olayemi, 2014). The label originally referred to email-based 

advance-fee fraud—often associated with the so-called “419 scams,” named after Section 419 of 

Nigeria’s Criminal Code addressing fraud offenses (Smith, 2007; Tade & Aliyu, 2011). While 

early schemes primarily involved deceptive emails promising large financial rewards in exchange 

for upfront payments, contemporary iterations have evolved to include romance fraud, investment 

scams, business email compromise, identity theft, and increasingly, cryptocurrency-enabled fraud 

(Olayemi, 2014; Whitty, 2019; INTERPOL, 2023). 
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Romance fraud operations in Nigeria range from individual offenders working 

independently to highly organized criminal networks. Empirical research and law enforcement 

investigations document the professionalization of some cybercrime groups, including structured 

recruitment, training in scripted communication, shared digital assets such as photograph libraries, 

and coordinated financial management (Tade & Aliyu, 2011; Whitty, 2019; United Nations Office 

on Drugs and Crime [UNODC], 2021). Recent enforcement operations have revealed large-scale 

syndicates operating from residential compounds and commercial premises, where coordinated 

teams simultaneously target victims in the United States, United Kingdom, Canada, and other 

developed countries (Economic and Financial Crimes Commission [EFCC], 2024; INTERPOL, 

2023). These networks often exhibit hierarchical structures in which organizers recruit and train 

participants, provide scripts and technological tools, and centralize collection and distribution of 

illicit proceeds (Tade & Aliyu, 2011; UNODC, 2021). 

The integration of cryptocurrency into these operations has been increasingly documented 

in both enforcement reporting and blockchain analytics research (Chainalysis, 2023; EFCC, 2024). 

The Economic and Financial Crimes Commission (EFCC), Nigeria’s primary financial crime 

enforcement agency, has conducted multiple high-profile arrests and prosecutions involving 

cryptocurrency-enabled romance fraud. In December 2024, the EFCC reported the arrest of 792 

individuals suspected of involvement in cryptocurrency-related fraud and cybercrime activities, 

including foreign nationals allegedly linked to organized fraud networks (EFCC, 2024; Reuters, 

2024). Seized materials reportedly included digital devices, cryptocurrency wallet information, 

and cash proceeds. 

Enforcement reports indicate that proceeds from romance fraud are increasingly routed 

through cryptocurrency channels. Offenders often instruct victims to purchase Bitcoin or other 
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digital assets through exchanges or cryptocurrency ATMs and transfer funds to wallets controlled 

by fraud networks (FBI, 2024; Chainalysis, 2023). Funds may then be layered through multiple 

wallets, converted into alternative cryptocurrencies, or transferred to exchange accounts for 

liquidation into Nigerian Naira or other fiat currencies. In some cases, peer-to-peer (P2P) trading 

platforms are used to convert cryptocurrency into cash outside traditional banking channels, 

complicating enforcement visibility (FATF, 2022; Chainalysis, 2023). 

2.6 Enforcement Capacity and Challenges 

Nigeria’s enforcement capacity to investigate cryptocurrency-enabled romance fraud has 

expanded in recent years, although significant structural constraints remain. The Economic and 

Financial Crimes Commission (EFCC) has developed specialized cybercrime and digital forensics 

units and has pursued prosecutions involving online fraud and cryptocurrency-enabled money 

laundering (Economic and Financial Crimes Commission [EFCC], 2024; Financial Action Task 

Force [FATF], 2022). The agency has also strengthened cooperation with international partners, 

including INTERPOL, the Federal Bureau of Investigation (FBI), and regional law enforcement 

agencies, particularly in joint cybercrime operations and intelligence-sharing initiatives 

(INTERPOL, 2023; UNODC, 2021). 

However, enforcement effectiveness remains constrained by multiple institutional factors. 

Access to advanced blockchain analytics tools in Nigeria is comparatively limited relative to 

enforcement agencies in the United States and Europe, which routinely maintain commercial 

licenses for platforms such as Chainalysis and Elliptic (Chainalysis, 2023; FATF, 2022). While 

Nigerian authorities have increasingly sought to procure digital forensic and tracing technologies, 

international assessments note continuing capacity gaps in technical infrastructure and training 

(FATF, 2022; UNODC, 2021). 
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Technical expertise in cryptocurrency investigations tends to be concentrated within 

specialized units rather than diffused across the broader enforcement system, limiting scalability 

(FATF, 2022). Additionally, coordination with foreign cryptocurrency exchanges to obtain user 

identification records and transaction histories may be delayed by mutual legal assistance 

processes, jurisdictional complexities, and bureaucratic procedures common in cross-border 

financial crime investigations (Levi, 2017; INTERPOL, 2023). 

Regulatory fragmentation further complicates enforcement. Overlapping mandates among 

the Central Bank of Nigeria (CBN), Securities and Exchange Commission (SEC Nigeria), Nigerian 

Financial Intelligence Unit (NFIU), and EFCC have created institutional ambiguity in digital asset 

governance (FATF, 2022). The CBN’s 2021 directive restricting bank facilitation of 

cryptocurrency transactions shifted substantial activity into peer-to-peer (P2P) markets, which 

often lack centralized transaction monitoring and formalized know-your-customer (KYC) 

frameworks (Central Bank of Nigeria, 2021; Chainalysis, 2023). Although the EFCC retains 

authority to investigate financial crimes and the NFIU collects suspicious transaction reports, the 

absence of fully harmonized cryptocurrency regulation creates enforcement blind spots (FATF, 

2022). 

Resource constraints also affect enforcement capacity. While the EFCC has invested in 

digital forensic infrastructure and cybercrime task forces, funding limitations restrict procurement 

of advanced analytics software, large-scale training programs, and sustained international 

collaboration initiatives (UNODC, 2021; FATF, 2022). Moreover, cryptocurrency-enabled 

romance fraud competes with corruption, terrorism financing, and other financial crimes for 

investigative attention and resources. 
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Despite these challenges, Nigerian enforcement agencies have demonstrated growing 

institutional commitment to addressing cryptocurrency-enabled crime. The scale of recent 

enforcement operations-including the December 2024 arrest of nearly 800 individuals linked to 

organized cybercrime networks-signals increasing prioritization of digital financial crime within 

national enforcement strategy (EFCC, 2024; Reuters, 2024). Ongoing regulatory reforms and 

international capacity-building partnerships suggest potential for continued improvement in 

investigative effectiveness (FATF, 2022; INTERPOL, 2023). 

Table 2.3 

Enforcement Agencies and Mandates: Nigeria vs. United States 

Agency Function Nigeria United States (Federal) 

Primary AML/CFT NFIU FinCEN 

Financial Crime 

Investigation 

EFCC FBI, IRS-CI 

Securities Regulation SEC Nigeria SEC 

Banking Oversight Central Bank of Nigeria Federal Reserve, OCC 

Prosecution EFCC, Attorney General DOJ 

 

Table 2.3 compares the primary enforcement and regulatory agencies responsible for 

addressing cryptocurrency-enabled financial crime in Nigeria and the United States. While both 

systems involve multiple agencies with complementary mandates, differences in regulatory clarity, 

institutional capacity, and inter-agency coordination create distinct enforcement dynamics that this 

study seeks to explore. 
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2.7 United States: Federal Enforcement Framework and Romance Fraud 

The United States has developed one of the world's most sophisticated enforcement 

frameworks for addressing cryptocurrency-enabled crime, including online romance fraud. 

Understanding the U.S. system requires examining the federal regulatory structure, the 

mandates of enforcement agencies, investigative capabilities, and ongoing challenges. 

Federal Regulatory Framework 

At the federal level, cryptocurrency regulation in the United States is distributed across 

multiple agencies with overlapping but complementary authorities (Brummer & Kiviat, 2019; 

Congressional Research Service [CRS], 2023). The Securities and Exchange Commission (SEC) 

regulates digital assets that qualify as securities under federal securities laws and has brought 

enforcement actions against unregistered token offerings, fraudulent investment schemes, and non-

compliant cryptocurrency exchanges (Congressional Research Service [CRS], 2023; Brummer & 

Kiviat, 2019). The Commodity Futures Trading Commission (CFTC) oversees cryptocurrency 

derivatives markets and has enforcement authority over fraud and market manipulation involving 

digital commodities (Congressional Research Service [CRS], 2023). 

The Financial Crimes Enforcement Network (FinCEN), a bureau within the U.S. 

Department of the Treasury, requires certain cryptocurrency businesses to register as 

money services businesses and comply with Bank Secrecy Act (BSA) obligations, including anti-

money laundering (AML) programs, customer identification procedures, and suspicious activity 

reporting (Financial Crimes Enforcement Network [FinCEN], 2019; CRS, 2023). 

The Department of Justice (DOJ) prosecutes criminal violations involving cryptocurrency, 

including fraud, money laundering, sanctions evasion, and ransomware-related offenses (U.S. 

Department of Justice [DOJ], 2023). The Federal Bureau of Investigation (FBI) investigates 
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cryptocurrency-enabled cybercrimes such as romance fraud, business email compromise, 

ransomware, and darknet marketplace activity (FBI, 2024). The Internal Revenue 

Service Criminal Investigation Division (IRS-CI) investigates tax evasion and financial 

crimes involving digital assets (IRS-CI, 2023). Other federal agencies—including the Drug 

Enforcement Administration (DEA) and the Department of Homeland Security (DHS)—also 

conduct cryptocurrency-related investigations within their statutory mandates (CRS, 2023). 

This multi-agency framework creates both strengths and challenges. Specialization enables 

agencies to develop expertise in securities enforcement, commodities regulation, anti-money 

laundering compliance, tax investigation, and criminal prosecution (Brummer & Kiviat, 2019). 

Inter-agency task forces and joint investigations facilitate coordination in major cases (DOJ, 2023). 

However, the distributed nature of authority can create jurisdictional ambiguities, particularly for 

emerging digital asset business models that may fall within overlapping statutory definitions of 

securities, commodities, or payment instruments (CRS, 2023; Brummer & Kiviat, 2019). 

Enforcement Capabilities and Tools. U.S. federal enforcement agencies have invested 

substantially in digital forensic capacity and blockchain analytics to address cryptocurrency-

enabled crime. Over the past decade, the Federal Bureau of Investigation (FBI), Internal Revenue 

Service Criminal Investigation Division (IRS-CI), and other agencies have developed specialized 

cybercrime units equipped to trace digital asset transactions and conduct cryptocurrency-related 

financial investigations (Federal Bureau of Investigation [FBI], 2024; Internal Revenue Service 

Criminal Investigation Division [IRS-CI], 2023). 

Blockchain-based cryptocurrencies such as Bitcoin operate on public ledgers that 

permanently record transaction histories. Investigators use blockchain analytics software to trace 

transaction flows, identify wallet clustering patterns, and detect exchange interaction points 
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(Möser, Böhme, & Breuker, 2013; Huang et al. 2018). Commercial analytics firms—

including Chainalysis, Elliptic, and TRM Labs—provide law enforcement with tools that map 

cryptocurrency transactions and assist in identifying addresses linked to criminal activity 

(Chainalysis, 2023). Federal agencies routinely reference blockchain tracing in public indictments 

and seizure actions involving ransomware, darknet marketplaces, and fraud schemes (U.S. 

Department of Justice [DOJ], 2023). 

The Department of Justice has emphasized cryptocurrency enforcement as a strategic 

priority, establishing the National Cryptocurrency Enforcement Team (NCET) to coordinate 

complex digital asset investigations involving money laundering, sanctions evasion, and cyber-

enabled financial crime (DOJ, 2023). Prosecutors increasingly rely on blockchain tracing evidence 

to support criminal charges and asset forfeiture actions (DOJ, 2023). 

The IRS-CI has played a central role in cryptocurrency tracing investigations, particularly 

in cases involving tax evasion and money laundering (IRS-CI, 2023). Public reports document the 

agency’s involvement in major cryptocurrency seizures, including recovery of digital assets 

associated with ransomware and darknet marketplace activity (DOJ, 2023). 

In addition to blockchain tracing, federal enforcement benefits from strong legal authorities 

to compel information from cryptocurrency exchanges operating within U.S. jurisdiction. 

Exchanges registered as money services businesses must comply with Bank Secrecy Act (BSA) 

requirements, including customer identification (KYC) procedures and suspicious activity 

reporting (Financial Crimes Enforcement Network [FinCEN], 2019). Subpoenas, court orders, and 

search warrants enable investigators to obtain customer account records and link wallet addresses 

to real-world identities (Congressional Research Service [CRS], 2023). 
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International cooperation mechanisms further enhance enforcement capacity. Mutual legal 

assistance treaties (MLATs), direct agency-to-agency collaboration, and participation in 

INTERPOL cybercrime initiatives facilitate cross-border evidence gathering (Levi, 2017; 

INTERPOL, 2023). Nevertheless, scholars note that cross-border cryptocurrency investigations 

remain complex due to jurisdictional differences in regulatory frameworks and the rapid 

movement of funds across exchanges in multiple countries (Levi, 2017). 

Despite these capabilities, enforcement challenges persist. The decentralized nature of 

cryptocurrency markets allows funds to be transferred to exchanges in jurisdictions with weaker 

regulatory oversight or limited KYC compliance (FATF, 2022). Privacy-enhancing technologies, 

including mixing services and privacy-focused cryptocurrencies, can further complicate tracing 

efforts (FATF, 2022). Additionally, the volume of reported cryptocurrency-related fraud—

exceeding $9.3 billion in reported losses in 2023—places substantial strain on investigative 

resources (FBI, 2024). Thus, while U.S. federal agencies possess comparatively advanced 

investigative infrastructure, enforcement effectiveness remains contingent upon inter-agency 

coordination, international cooperation, and the evolving technological landscape of digital asset 

markets. 

Romance Fraud Enforcement in the United States. The Federal Bureau of Investigation 

(FBI) serves as the lead federal agency for investigating romance fraud, typically prosecuting such 

schemes under wire fraud (18 U.S.C. § 1343), conspiracy, and related federal offenses (U.S. 

Department of Justice [DOJ], 2023). The FBI’s Internet Crime Complaint Center (IC3) received 

more than 17,800 complaints specifically categorized as confidence/romance fraud in 2023, with 

reported losses exceeding $652 million for that category alone (Federal Bureau of Investigation 

[FBI], 2024). Overall, cryptocurrency- related fraud losses reported to IC3 in 2023 totaled $5.6 
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billion, increasing to $9.3 billion in 2024, representing more than half of total reported fraud losses 

(FBI, 2024). 

When cases involve cryptocurrency, investigators employ blockchain analytics to trace 

victim payments through transaction chains, identify wallet addresses where funds accumulate, 

and determine points at which cryptocurrency intersects with regulated exchanges subject to know-

your-customer (KYC) requirements (Möser, Böhme, & Breuker, 2013; Huang et al., 2018; 

Chainalysis, 2023). Prosecutors have relied on blockchain tracing evidence in multiple high-profile 

cases, including prosecutions involving cryptocurrency-based romance and investment fraud 

schemes in which digital assets were traced to exchange accounts linked to defendants (DOJ, 

2023). 

Successful prosecutions demonstrate the evidentiary utility of blockchain analysis. U.S. 

Attorneys’ Offices have obtained convictions and multi-million-dollar forfeiture 

judgments in cases where investigators traced cryptocurrency payments from victims through 

layered wallet transfers to exchange accounts controlled by offenders, then used exchange KYC 

records to establish identity (DOJ, 2023). In certain cases, international coordination facilitated the 

arrest and extradition of offenders operating abroad, including defendants located in West Africa 

(DOJ, 2023; Levi, 2017). 

However, significant enforcement challenges persist. Romance fraud frequently involves 

offenders operating from jurisdictions with limited law enforcement cooperation or prolonged 

mutual legal assistance treaty (MLAT) processes (Levi, 2017; INTERPOL, 2023). Even when 

blockchain tracing identifies foreign exchange endpoints, delays in obtaining records or executing 

cross-border warrants may impede prosecution (Congressional Research Service [CRS], 2023). 

The decentralized structure of cryptocurrency markets allows funds to move rapidly across 
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exchanges in multiple jurisdictions, including those with minimal regulatory oversight or weak 

KYC enforcement, thereby complicating asset recovery (Financial Action Task Force [FATF], 

2022). 

The volume of reported cases also strains enforcement capacity. In 2023, IC3 received over 

880,000 total complaints across all categories of cyber-enabled crime, representing reported losses 

exceeding $12.5 billion (FBI, 2024). Resource allocation requires prioritization based on loss 

magnitude, evidentiary strength, and prosecutorial feasibility. As a result, smaller-dollar romance 

fraud cases may receive limited investigative attention. 

Recovery of stolen cryptocurrency presents additional obstacles. Federal courts may issue 

criminal forfeiture and civil forfeiture orders when digital assets are traceable to criminal conduct 

(18 U.S.C. §§ 981, 982), but offenders frequently transfer funds to foreign exchanges or convert 

assets before seizure actions can be executed (DOJ, 2023; FATF, 2022). Civil forfeiture 

proceedings may take months or years, reducing the likelihood of full victim restitution. 

Despite these constraints, U.S. enforcement agencies continue to expand cryptocurrency-

focused initiatives. The DOJ established the National Cryptocurrency Enforcement Team (NCET) 

to coordinate complex digital asset investigations (DOJ, 2023). Federal agencies also partner with 

financial institutions and cryptocurrency exchanges to enhance suspicious activity reporting and 

rapid response mechanisms (FinCEN, 2019; CRS, 2023). Public awareness campaigns, including 

FBI fraud alerts and IC3 reporting initiatives, seek to strengthen preventive guardianship (FBI, 

2024). 

The U.S. federal enforcement framework is widely regarded as one of the most 

institutionally developed systems for addressing cryptocurrency-enabled crime (Brummer & 

Kiviat, 2019). Nonetheless, the transnational character of romance fraud, the technical complexity 
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of blockchain investigations, and the rapid evolution of decentralized financial markets ensure that 

enforcement challenges persist even within this comparatively advanced regulatory environment 

(FATF, 2022; Levi, 2017). 

2.8 Theoretical Framework: Routine Activity Theory and Situational Crime Prevention 

This study draws on two complementary criminological perspectives: routine activity 

theory (RAT) and situational crime prevention (SCP). They are used here as interpretive lenses 

rather than as hypotheses to be tested, helping to frame how cryptocurrency reshapes opportunities 

for online romance fraud and how enforcement practices and regulatory arrangements may operate 

as forms of guardianship and constraint. 

Routine Activity Theory 

Routine activity theory, developed by Cohen and Felson (1979), argues that crime occurs 

when three elements converge in time and space: a motivated offender, a suitable target, and the 

absence of capable guardianship. This perspective shifts the analytical focus from endogenous 

motivation to opportunity structures, suggesting that crime rates can be influenced by changing 

the availability of suitable targets or the presence of capable guardians, even without addressing 

underlying motivations. 

In the context of cryptocurrency-enabled online romance fraud, RAT provides a framework 

for understanding how technology reshapes each element of the crime triangle: Motivated 

offenders include individuals and organized networks engaged in romance fraud. 

While offender motivation stems from various factors, such as economic need, low 

perceived risk of detection, social learning within criminal networks, and low moral inhibition 

regarding fraud against foreign victims, RAT treats motivation as constant and focuses analytical 

attention on how opportunities either enable or constrain motivated offenders. 
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Suitable targets in romance fraud are individuals who use online dating platforms, social 

media, or messaging apps, and who have financial resources that can be extracted through 

manipulation. Target suitability is enhanced by factors including emotional vulnerability (e.g., 

recent life transitions such as divorce or bereavement), social isolation, low awareness of fraud 

tactics, and cognitive biases such as optimism bias and the sunk cost fallacy, which lead victims 

to continue investing in fraudulent relationships despite warning signs. The integration of 

cryptocurrency as a payment method increases target suitability in several ways: victims 

unfamiliar with digital assets may perceive cryptocurrency transactions as legitimate when guided 

by trusted (but fraudulent) romantic partners; their reversibility of cryptocurrency transactions 

eliminates the possibility that victims or financial institutions will halt payments before they are 

completed; and the pseudonymous nature of cryptocurrency reduces the perceived risk that 

offenders will be identified, potentially making victims more willing to comply with payment 

requests. 

Capable guardianship comprises surveillance, monitoring, and intervention mechanisms 

that make crime more difficult and risky for offenders. In traditional crime settings, guardianship 

includes formal actors such as police and security personnel, as well as informal guardians, 

including neighbors and bystanders, and target-hardening measures such as locks and alarms. In 

the context of cryptocurrency-enabled romance fraud, guardianship operates at multiple levels: 

Platform-Level Guardianship. Dating websites and social media platforms that monitor 

for fake profiles, suspicious messaging patterns, and fraud warnings provide initial guardianship. 

However, offenders often move conversations to private channels quickly to evade platform 

monitoring. 
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Financial Institution Guardianship. Banks and payment processors that flag unusual 

transactions and contact customers about potential fraud serve as guardians in traditional wire 

transfer schemes. However, the CBN's banking restrictions in Nigeria and the use of P2P 

cryptocurrency markets in both countries reduce this layer of guardianship by moving transactions 

outside monitored financial channels. 

Exchange-Level Guardianship. Cryptocurrency exchanges that implement KYC 

requirements, transaction monitoring, and suspicious activity reporting function as guardians by 

increasing the risk of offender identification and creating records that law enforcement can trace. 

However, the availability of exchanges with weak or nonexistent KYC, particularly in jurisdictions 

with minimal regulatory oversight, creates gaps in oversight that offenders exploit. 

Regulatory Guardianship. Laws, regulations, and enforcement agencies constitute 

formal guardianship mechanisms that establish rules, monitor compliance, investigate violations, 

and impose sanctions. The effectiveness of regulatory guardianship depends on the clarity of legal 

frameworks, the adequacy of enforcement resources, technical capacity for blockchain tracing, and 

the ability to coordinate across agencies and jurisdictions. 

Victim Self-Guardianship. Individual awareness of fraud tactics, skepticism toward 

unusual payment requests, and a willingness to verify the authenticity of the relationship before 

sending money represent important guardianship at the target level. Public awareness campaigns 

and fraud warnings aim to strengthen victim self-guardianship. 

By comparing Nigeria and the United States, this study examines how different 

configurations of guardianship—shaped by regulatory frameworks, enforcement capacity, and 

institutional coordination—created opportunities for cryptocurrency-enabled romance fraud. 
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Nigeria's regulatory fragmentation, the CBN banking restrictions that pushed 

cryptocurrency activity into P2P markets, limited access to blockchain tracing tools, and resource 

constraints in enforcement agencies all contribute to reduced guardianship compared to the U.S. 

federal system's coordinated multi-agency framework, advanced investigative technology, and 

strong exchange oversight. 

In its original form, RAT would suggest that reduced guardianship is associated with 

expanded criminal opportunity. This thesis does not test that proposition directly. Instead, it uses 

the concept of guardianship as a heuristic for interpreting how participants described regulatory 

gaps, tracing capacity, exchange compliance, and institutional response across the two countries. 

Situational Crime Prevention 

(SCP), developed by Clarke (1980, 1995), emphasizes how modifications to immediate 

environmental conditions can reduce crime opportunities by making offenses more difficult, risky, 

or less rewarding for offenders. SCP is closely related to RAT but focuses specifically on 

identifying actionable intervention strategies. 

Clarke's framework identifies categories of situational techniques that can prevent crime: 

1. Increase effort: Make it harder for offenders to complete crimes (e.g., target 

hardening, access controls, detecting offenders). 

2. Increase risks: Make it more likely offenders will be detected or apprehended (e.g., 

surveillance, formal guardianship, employee screening). 

3. Reduce rewards: Diminish the benefits offenders gain from crime (e.g., removing 

targets, identifying property, disrupting markets). 

4. Reduce provocations: Minimize factors that motivate or trigger offending (e.g., 

reducing frustrations, avoiding disputes, discouraging imitation). 
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5. Remove excuses: Eliminate justifications offenders use to rationalize criminal 

behavior (e.g., setting rules, posting instructions, alerting conscience). 

Applied to cryptocurrency-enabled romance fraud, SCP provides a framework for 

analyzing how enforcement practices and regulatory measures function as situational 

interventions. Below I give examples of ways SCP approaches in each of the five 

categories could be used to address the use of cryptocurrency in online romance fraud. 

Increasing Effort. Exchange KYC requirements can make it harder for offenders to open 

accounts and cash out proceeds anonymously. Banking restrictions in Nigeria (intended to control 

cryptocurrency) may inadvertently decrease activity by pushing it to less-regulated P2P markets 

where oversight is minimal. Multi-factor authentication and identity verification on exchanges 

increases the effort required to create fraudulent accounts. 

Increasing Risks. Blockchain analytics tools increase the risk that transactions will be 

traced and offenders identified. Suspicious activity reporting by exchanges increases detection risk 

by alerting law enforcement to unusual patterns. International law enforcement cooperation and 

MLATs increase the risk that offenders operating from foreign jurisdictions will be identified and 

prosecuted. Public registries often require disclosures, increasing perceived risk by demonstrating 

that authorities successfully prosecute cryptocurrency-enabled fraud. 

Reducing Rewards. Asset forfeiture and seizure mechanisms reduce rewards by enabling 

recovery of stolen cryptocurrency. Freezing of exchange accounts when criminal activity is 

detected prevents offenders from accessing proceeds. Rapid victim reporting and law enforcement 

response can enable intervention before offenders move or convert funds. 
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Reducing Provocations. Public awareness campaigns that educate potential victims about 

romance fraud tactics may reduce the pool of susceptible targets, indirectly reducing offender 

motivation. 

Removing Excuses. Clear regulatory frameworks that explicitly define cryptocurrency-

related obligations remove ambiguity that might allow offenders to claim ignorance. Terms of 

service on dating platforms that prohibit fraud and financial solicitation establish clear rules. Fraud 

warnings displayed by exchanges when users initiate transactions to suspicious addresses alert 

users and remove the offender's ability to claim victims acted willingly. 

The comparative analysis between Nigeria and the United States allows this study to 

examine which situational interventions are present in each jurisdiction, how effectively they are 

implemented, and their perceived impact on offender behavior and enforcement outcomes. For 

example, while both countries have legal frameworks prohibiting fraud, the U.S. federal system 

provides clearer regulatory guidance on cryptocurrency business obligations, greater use of 

blockchain tracing (increasing risk), and stronger asset forfeiture mechanisms (reducing rewards). 

Nigeria's regulatory fragmentation and resource constraints may limit the effectiveness of 

situational interventions despite legal prohibitions against fraud. 

Taken together, RAT and SCP offer a useful conceptual vocabulary for interpreting how 

cryptocurrency can reshape criminal opportunity and how enforcement practices may alter effort, 

risk, and reward. In this thesis, however, those frameworks remain interpretive rather than 

predictive: the qualitative analysis is used to understand practitioner accounts and institutional 

patterns, not to test whether the theories hold in a formal hypothesis-testing sense. 



 

41 

2.9 Comparative Enforcement Studies and Research Gaps 

Comparative criminology examines how criminal justice systems, crime patterns, and 

enforcement practices differ across jurisdictions, seeking to identify context-specific determinants 

and broader structural patterns (Nelken, 2010; Tonry, 2011). While substantial scholarship 

compares policing models, judicial systems, and correctional institutions across countries (Nelken, 

2010; Tonry, 2011), comparatively less attention has been devoted to how enforcement agencies 

respond to transnational cybercrimes enabled by emerging financial technologies such as 

cryptocurrency (INTERPOL, 2023; Levi, 2017). 

Existing comparative research on cryptocurrency governance has focused primarily on 

legal classification and regulatory design rather than operational enforcement practices. Scholars 

have examined how jurisdictions classify digital assets as securities, commodities, or payment 

instruments, how licensing regimes are imposed on exchanges, and how central banks 

conceptualize cryptocurrency in relation to monetary sovereignty and financial stability (Brummer 

& Kiviat, 2019; Congressional Research Service [CRS], 2023; Financial Action Task Force 

[FATF], 2022). While this regulatory-focused literature is analytically valuable, it provides limited 

insight into how enforcement agencies investigate cryptocurrency-enabled crimes in practice, what 

investigative tools they rely upon, and how institutional capacity shapes investigative outcomes 

(FATF, 2022; Levi, 2017). 

Research on international cybercrime enforcement has documented substantial challenges 

arising from jurisdictional fragmentation, delays in mutual legal assistance treaty (MLAT) 

processes, evidentiary standards across legal systems, and disparities in technical capacity between 

developed and developing countries (Levi, 2017; UNODC, 2021; INTERPOL, 2023). 
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However, much of this scholarship treats cybercrime as a broad category—including 

ransomware, hacking, intellectual property theft, and online fraud without examining how specific 

offense types, such as cryptocurrency-enabled romance fraud, create distinct investigative 

dynamics (Levi, 2017; UNODC, 2021). 

The literature on online romance fraud, reviewed in Sections 2.2 and 2.3, has primarily 

focused on victim demographics, offender tactics, emotional manipulation strategies, and financial 

losses (Whitty, 2019; Buchanan & Whitty, 2014; Cross, 2020). Although some recent enforcement 

reports note the increasing use of cryptocurrency in romance scams (Federal Bureau of 

Investigation [FBI], 2024; Chainalysis, 2023), few peer-reviewed studies have examined in depth 

how digital assets reshape enforcement strategies, evidentiary processes, and asset recovery efforts 

(Cross, 2020; Whitty, 2019). 

Moreover, most romance fraud scholarship is single-jurisdictional, concentrating on the 

United States, United Kingdom, or Australia (Whitty, 2019; Cross, 2020), rather than conducting 

systematic cross-national comparisons of enforcement practices across jurisdictions with differing 

institutional capacities and regulatory maturity. Several research gaps emerge from this literature. 

First, existing scholarship lacks a detailed comparative examination of how enforcement 

actors in different jurisdictions perceive and respond to cryptocurrency-enabled romance fraud. 

While aggregate statistics document the scale of reported losses (FBI, 2024; FTC, 2023) 

and regulatory texts outline formal institutional frameworks (CRS, 2023; FATF, 2022), little 

research has systematically analyzed practitioner perspectives regarding how cryptocurrency 

affects investigative workflows, evidentiary strategies, and cross-border coordination (Levi, 

2017). 
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Second, much scholarship treats cryptocurrency as a uniform technological category, 

without sufficiently distinguishing between digital assets with differing levels of traceability, 

privacy features, and regulatory treatment (Möser et al., 2013; FATF, 2022). The traceability of 

Bitcoin and Ethereum through blockchain analytics contrasts sharply with privacy-enhancing 

technologies such as Monero, yet this heterogeneity is rarely integrated into criminological 

analysis of enforcement strategy (Huang et al., 2018; FATF, 2022). 

Third, comparative research has not adequately examined how regulatory fragmentation 

versus coordination influences enforcement effectiveness. Nigeria’s multi-agency structure 

involving the Central Bank of Nigeria (CBN), Securities and Exchange Commission (SEC 

Nigeria), Nigerian Financial Intelligence Unit (NFIU), and Economic and Financial Crimes 

Commission (EFCC) reflects overlapping mandates and evolving jurisdictional authority (CBN, 

2021; FATF, 2022). By contrast, the United States’ federal system distributes responsibilities 

among the SEC, CFTC, FinCEN, DOJ, and FBI within a more formalized regulatory framework 

(CRS, 2023; Brummer & Kiviat, 2019). Existing literature describes these frameworks but does 

not empirically examine how such structural differences shape investigative capacity and 

enforcement outcomes (Levi, 2017). 

Fourth, theoretical applications of Routine Activity Theory (Cohen & Felson, 1979) and 

Situational Crime Prevention (Clarke, 1995) to cybercrime have emphasized online opportunity 

structures and target suitability (Bossler & Holt, 2009), but have not sufficiently incorporated 

cryptocurrency’s distinctive features—such as blockchain transparency, exchange regulation, and 

transnational asset mobility—as evolving forms of guardianship and opportunity mediation 

(FATF, 2022; Möser et al., 2013). 
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Finally, existing research provides limited context-sensitive guidance for policymakers and 

enforcement agencies in developing countries seeking to strengthen responses to cryptocurrency-

enabled crime. While international bodies such as FATF issue recommendations regarding virtual 

asset service providers (FATF, 2022), implementation challenges vary significantly based on 

institutional capacity, regulatory coherence, and resource availability (UNODC, 2021). Few 

empirical studies examine how enforcement actors in developing jurisdictions interpret and 

operationalize these global standards. 

This study addresses these gaps through a qualitative comparative analysis of enforcement 

practices in Nigeria and the United States. By centering enforcement stakeholder perspectives, 

comparing jurisdictions with distinct institutional capacities and regulatory trajectories, and 

grounding analysis in established criminological theory (Cohen & Felson, 1979; Clarke, 1995), 

the research seeks to generate insights with both theoretical and policy relevance. 
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CHAPTER III: RESEARCH METHODOLOGY 

This chapter presents the research methodology guiding data collection and analysis for 

this comparative study of enforcement practices related to cryptocurrency-enabled online romance 

fraud in Nigeria and the United States. The chapter outlines the philosophical foundations of the 

research, justifies the methodological design, and details procedures for data collection, analysis, 

and strategies to ensure rigor and ethical compliance. 

The study employs a qualitative comparative case study design grounded in an 

interpretivist research philosophy and an inductive analytical approach. Interpretivism assumes 

that social reality is constructed through human interpretation and meaning-making rather than 

existing as an objective, observer-independent phenomenon (Schwandt, 2014; Crotty, 1998). 

Because enforcement practices are shaped not only by formal legal structures but by how 

institutional actors interpret technological change, regulatory mandates, and organizational 

constraints, an interpretivist framework is appropriate for understanding practitioner perspectives. 

The study adopts an inductive qualitative approach to theory development. Rather than 

testing predetermined hypotheses, the analysis identifies themes and patterns that emerge from 

empirical interview data (Thomas, 2006; Charmaz, 2014). Interview transcripts were analyzed 

using reflexive thematic analysis following the procedures outlined by Braun and Clarke (2006, 

2021). The analytic process involved iterative coding of interview transcripts, identification of 

recurring patterns across participants, and the development of broader thematic categories. 

Through this process, key themes related to investigative practices, institutional constraints, and 

cross-border enforcement challenges in cryptocurrency-enabled romance fraud investigations 

were identified. 
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A comparative case study design is employed to examine enforcement practices across two 

national contexts. Case study research is particularly appropriate when investigating contemporary 

phenomena embedded within real-life institutional settings where contextual boundaries are not 

easily separated from the phenomenon under study (Yin, 2018). Comparative case analysis 

enhances explanatory depth by examining similarities and differences across bounded systems 

operating under distinct structural conditions (Stake, 1995; Ragin, 1987). In this study, Nigeria 

and the United States constitute analytically bounded cases defined by their regulatory 

frameworks, institutional capacity, and enforcement structures. 

Data were collected through semi-structured interviews conducted via phone and Email 

with law enforcement and regulatory professionals involved in investigating cryptocurrency-

enabled financial crimes in Nigeria and the United States. This interview format allowed the 

researcher to ask follow-up questions, clarify participant responses, and explore emerging themes 

during the interview process. Semi-structured interviews are widely used in qualitative research 

because they allow for in-depth exploration of participant experiences while maintaining 

consistency across interviews (Kvale & Brinkmann, 2009). This format enables flexibility to probe 

emerging themes while ensuring that core topics related to cryptocurrency enforcement are 

addressed across participants. 

Document analysis will supplement interview data and provide institutional context. 

Documentary sources including enforcement press releases, policy statements, regulatory 

guidance documents, and court filings serve as important contextual data that can corroborate or 

illuminate interview findings (Bowen, 2009). 

Data analysis will be conducted using reflexive thematic analysis, a method designed to 

identify, analyze, and interpret patterns within qualitative data (Braun & Clarke, 2006; Braun & 
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Clarke, 2021). The analytic process will involve iterative coding, theme development, cross-case 

comparison, and theoretical integration. Thematic analysis is well-suited to comparative 

qualitative research because it allows identification of both shared and divergent themes across 

cases. 

Strategies to ensure trustworthiness will follow the criteria established by Lincoln and 

Guba (1985), including credibility, transferability, dependability, and confirmability. Techniques 

such as triangulation (Denzin, 1978), audit trails, reflexive memoing, and detailed contextual 

description will be employed to enhance rigor. Ethical considerations include informed consent, 

confidentiality protections, and secure data storage. Institutional Review Board (IRB) approval 

has been obtained prior to data collection to ensure compliance with human subjects protections 

consistent with federal research ethics standards (U.S. Department of Health and Human Services, 

2018). 

3.1 Research Philosophy 

This study is grounded in an interpretivist research philosophy, which holds that social 

reality is constructed through human interpretation, meaning-making, and interaction rather than 

existing as an objective, observer-independent truth. Interpretivism is particularly well-suited to 

research that seeks to understand how individuals perceive, experience, and make sense of 

complex social phenomena. 

In the context of this study, interpretivism recognizes that enforcement responses to 

cryptocurrency-enabled romance fraud are shaped not only by formal laws and technical 

capabilities but also by how enforcement actors interpret their mandates, perceive the challenges 

they face, understand the technologies involved, and construct meaning around their successes and 

failures. For example, an investigator's perception of whether Bitcoin is "traceable" or 
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"anonymous" influences the investigative strategies they attempt, regardless of the 

technical reality. Similarly, perceptions of regulatory clarity, inter-agency cooperation, and 

international coordination shape how enforcement actors approach cases and allocate resources. 

Interpretivism also acknowledges that the researcher plays an active role in constructing 

knowledge through interaction with research participants and interpretation of data. Rather than 

claiming to discover objective facts about enforcement practices, this study seeks to generate a 

contextually rich, theoretically informed understanding of how enforcement actors in Nigeria and 

the United States experience and respond to cryptocurrency-enabled romance fraud. 

This philosophical stance contrasts with positivist approaches that treat social phenomena 

as objective realities measurable through standardized instruments and generalizable through 

statistical inference. While positivist methods have value for certain research questions—such as 

measuring crime rates or testing specific causal hypotheses—they are less well-suited to exploring 

the complex, contextual, and meaning-laden dynamics that characterize enforcement responses to 

emerging technologies. 

3.2 Research Approach 

The study employs an inductive research approach, moving from specific observations and 

empirical data toward broader patterns, thematic structures, and theoretical insights. Inductive 

reasoning is central to qualitative inquiry, particularly when investigating phenomena that are not 

yet fully theorized or when the goal is to generate or refine theoretical understanding rather than 

test predefined hypotheses (Thomas, 2006; Charmaz, 2014). Unlike deductive approaches, which 

begin with formal hypotheses derived from established theory, inductive research allows patterns 

to emerge from participant accounts and contextual analysis. 
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While this study is informed by established theoretical frameworks—Routine Activity 

Theory (Cohen & Felson, 1979) and Situational Crime Prevention (Clarke, 1995)—the research 

design remains inductive. These frameworks function as sensitizing concepts rather than rigid 

predictive models (Blumer, 1954). Sensitizing concepts provide a general interpretive lens that 

directs attention to relevant phenomena such as guardianship, opportunity structures, risk, and 

reward without constraining analysis to predetermined categories. 

Rather than deriving specific hypotheses from Routine Activity Theory (RAT) and 

Situational Crime Prevention (SCP) and testing them deductively, the study used those frameworks 

as sensitizing concepts during data collection and interpretation. Ideas such as guardianship, 

opportunity, effort, risk, and reward helped shape the interview guide and later assisted in 

interpreting how participants described investigative constraints, regulatory gaps, exchange 

compliance, blockchain tracing, and inter-agency coordination. 

At the same time, the analysis remained open to themes not fully captured by RAT or SCP. 

Prior research in organizational criminology suggests that enforcement outcomes are also shaped 

by institutional resources, bureaucratic culture, political priorities, and inter- organizational 

dynamics (Levi, 2017). By allowing themes to emerge through systematic coding and iterative 

analysis (Braun & Clarke, 2006), the study was able to identify factors that extend beyond the 

initial conceptual framing. 

The inductive approach also facilitates theory refinement. Qualitative research has long 

been recognized as essential for elaborating and modifying theoretical constructs in light of new 

empirical contexts (Charmaz, 2014; Thomas, 2006). Cryptocurrency introduces novel 

characteristics—such as blockchain transparency, decentralized exchange architecture, and rapid 

cross-border transferability—that were not contemplated in early formulations of Routine 
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Activity Theory (Cohen & Felson, 1979) or Situational Crime Prevention (Clarke, 1995). 

By grounding analysis in enforcement practitioner accounts, the study seeks to contribute 

empirically informed insights that may inform future theoretical development in cybercrime 

scholarship. 

3.3 Research Design 

The study employs a qualitative comparative case study design, treating Nigeria and the 

United States as analytically bounded cases for in-depth examination and systematic comparison. 

Case study research is particularly appropriate when investigating contemporary 

phenomena embedded within real-life institutional contexts where the boundaries between the 

phenomenon and its environment are not clearly separable (Yin, 2018). Cryptocurrency-enabled 

romance fraud enforcement is deeply shaped by regulatory frameworks, institutional capacity, 

legal authority, and international cooperation structures; thus, understanding enforcement 

responses requires contextualized analysis rather than decontextualized measurement. 

A qualitative design is appropriate because the guiding areas of inquiry seek to understand 

how enforcement actors interpret and describe their investigative practices, institutional 

constraints, and regulatory environments. Qualitative case studies are well suited to capturing 

institutional processes, decision-making dynamics, and contextual variation that may not be 

observable through quantitative methods (Stake, 1995; Merriam & Tisdell, 2016). Rather than 

measuring enforcement outputs, the study seeks to examine meaning-making, organizational 

experience, and cross-jurisdictional variation. 

The comparative dimension strengthens explanatory depth. Comparative case study 

research enables identification of similarities and differences across cases operating under distinct 

structural conditions (Ragin, 1987; Yin, 2018). Nigeria and the United States were selected as 
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theoretically informative cases due to their contrasting regulatory maturity, institutional capacity, 

and positions within transnational romance fraud networks. Nigeria represents a high 

cryptocurrency adoption environment with evolving regulatory coordination and documented 

cybercrime activity (Chainalysis, 2023; FATF, 2022), while the United States represents a highly 

institutionalized enforcement system with established multi-agency regulatory oversight 

(Congressional Research Service [CRS], 2023). 

This design allows for analytic comparison rather than statistical generalization. The goal 

is analytic generalization—drawing insights about how institutional context shapes enforcement 

capacity—rather than producing population-level inference (Yin, 2018). By examining two 

contrasting enforcement systems, the study can identify structural factors that appear context-

dependent and those that may be generalizable across jurisdictions. 

The cases are defined at the national enforcement system level, with embedded units of 

analysis including enforcement agencies (e.g., EFCC, FBI), regulatory authorities (e.g., CBN, 

SEC, FinCEN), and compliance professionals within cryptocurrency exchanges. This structure 

aligns with Yin’s (2018) conception of embedded case study design, where multiple subunits exist 

within each bounded case. 

Case Study Approach 

Case study research involves intensive analysis of a bounded system in this instance, the 

enforcement system for addressing cryptocurrency-enabled romance fraud within a particular 

country, to generate a rich, contextual understanding of complex phenomena. Case studies are 

particularly valuable when research questions focus on "how" and "why" processes unfold, when 

contextual conditions are important to the phenomenon under study, and when the boundaries 

between the phenomenon and its context are not clearly evident. 
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The study's guiding areas of inquiry how stakeholders describe cryptocurrency's role in 

fraud and how they understand enforcement capacity and regulatory frameworks are well suited 

to case study investigation. The enforcement systems in Nigeria and the United States cannot be 

understood apart from their institutional, regulatory, economic, and technological contexts, 

making the case study approach appropriate. 

Comparative Design 

The comparative dimension adds analytical leverage by examining the same phenomenon 

(enforcement responses to cryptocurrency-enabled romance fraud) across two jurisdictions with 

markedly different characteristics: Institutional capacity: The U.S. benefits from well-established 

federal enforcement agencies with specialized cybercrime units, extensive resources, and 

advanced technology, while Nigeria's enforcement system faces resource constraints and capacity-

building challenges. 

Regulatory Frameworks. The U.S. federal system provides a relatively clear division of 

responsibilities among agencies and establishes regulatory expectations for cryptocurrency 

businesses, while Nigeria's system is characterized by regulatory fragmentation and inconsistent 

guidance. 

Cryptocurrency Market Structure. The U.S. market features regulated exchanges with 

KYC requirements and transaction monitoring, while Nigeria's market is dominated by P2P 

trading following the CBN banking restrictions. 

Economic and Technological Context. Nigeria represents a developing country context 

with high cryptocurrency adoption driven by economic pressures and mobile technology 

infrastructure, while the U.S. represents a developed economy with mature financial institutions 

and regulatory infrastructure. 
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By systematically comparing enforcement practices across these contrasting contexts, the 

study can identify which challenges are universal and which are context-specific, which 

enforcement approaches are effective across different settings, and what lessons each country 

might offer the other. 

The comparative design also strengthens the conceptual contribution by showing how ideas 

such as guardianship and situational constraint travel across markedly different institutional 

settings rather than assuming that they operate identically in each jurisdiction. 

3.4 Data Collection Methods 

Data were collected through two primary methods: semi-structured interviews and 

document analysis. This combination enabled triangulation by using multiple data sources to 

develop a more comprehensive understanding of enforcement practice. 

Semi-Structured Interviews 

Semi-structured interviews represent the primary data collection method. This approach 

uses a prepared interview guide with core questions while allowing flexibility to explore topics 

that emerge during conversation. Semi-structured interviews are well-suited to exploratory 

research where the goal is to understand participants' perspectives, experiences, and meanings 

rather than to obtain standardized responses. 

In several cases, participants preferred to provide initial responses via email due to 

professional constraints. When this occurred, follow-up conversations were conducted via phone 

or videoconferencing to clarify responses and explore emerging themes. These follow-up 

discussions allowed the researcher to probe responses and obtain more detailed explanations 

regarding investigative practices and enforcement challenges. 

Interview participants in Nigeria were drawn from the following categories: 
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1. investigators and prosecutors from the Economic and Financial Crimes Commission 

(EFCC) with experience in cryptocurrency-related fraud cases; 

2. analysts from the Nigerian Financial Intelligence Unit (NFIU); 

3. regulatory staff from the Securities and Exchange Commission (SEC Nigeria); 

4. policy officials from the Central Bank of Nigeria (CBN), if willing to participate 

despite agency restrictions; and 

5. private-sector compliance professionals working for cryptocurrency exchanges or 

financial institutions operating in Nigeria. 

Interview participants in the United States were drawn from the following categories: 

1. agents from the Federal Bureau of Investigation (FBI) specializing in cybercrime and 

financial fraud; 

2. enforcement attorneys from the Securities and Exchange Commission (SEC) working 

in crypto-asset units; 

3. policy and enforcement staff from the Financial Crimes Enforcement Network 

(FinCEN); 

4. prosecutors from the Department of Justice (DOJ) with experience in cryptocurrency-

related cases; 

5. agents from the Internal Revenue Service Criminal Investigation Division (IRS-CI); 

6. private-sector compliance professionals at U.S. cryptocurrency exchanges. 

A total of 10 interviews were conducted with law enforcement, investigative, and 

regulatory professionals in Nigeria and the United States. Given the study's exploratory pilot 

design, this sample was intended to generate informed practitioner insight rather than statistical 
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representativeness. The interviews yielded recurring patterns and limited new information toward 

the end of data collection. 

The interview guide included questions addressing: 

1. role and experience: participants' professional backgrounds, responsibilities, and 

experience with cryptocurrency-related investigations or regulatory work; 

2. cryptocurrency use in romance fraud: participants' descriptions of cryptocurrency's 

role in romance-fraud cases, the digital assets most commonly encountered, offender 

use of cryptocurrency to receive and launder proceeds, and the influence of 

cryptocurrency characteristics on victim vulnerability; 

3. investigative tools and strategies: tools used to trace cryptocurrency transactions, 

methods for obtaining exchange records, strategies for identifying offenders, and 

coordination with other agencies and international partners; 

4. challenges and obstacles: barriers encountered in investigating cryptocurrency-

enabled romance fraud, including technical challenges, regulatory ambiguities, 

resource constraints, coordination difficulties, and jurisdictional issues; 

5. regulatory frameworks: perceptions of the clarity and adequacy of current 

cryptocurrency regulations, regulatory gaps or conflicts, and the ways regulatory 

frameworks shape enforcement capacity; 

6. cross-border cooperation: experiences with international coordination, mutual legal 

assistance, and information sharing with foreign counterparts; and 

7. recommendations: proposed changes to strengthen enforcement effectiveness, 

including regulatory reforms, resource investments, training needs, and procedural 

improvements. 
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Interviews were conducted via phone calls and email correspondence and occasionally in 

person where feasible and appropriate. Interviews typically lasted between approximately 60 and 

90 minutes. With participant consent, interviews were audio-recorded and later transcribed. For 

participants who declined audio recording, detailed notes were taken during the interview to 

document key responses and observations. 

Following the initial semi-structured interviews, several participants were contacted for 

brief follow-up conversations to clarify specific responses and expand on emerging themes related 

to investigative practices and challenges associated with cryptocurrency-enabled romance fraud. 

These follow-up interactions were conducted via phone or secure videoconferencing platforms 

such as Zoom and typically lasted between 15 and 20 minutes. The purpose of these follow-up 

interviews was to obtain additional clarification, verify interpretations of earlier responses, and 

provide deeper contextual insight into enforcement practices discussed during the primary 

interviews. Information obtained from these follow-up conversations was incorporated into the 

thematic analysis alongside the original interview data. 

Interview Participants 

Ten semi-structured interviews were conducted with professionals involved in cybercrime 

and financial fraud investigations. Five interviews were conducted in Nigeria and five in the United 

States. 

The Nigerian participants included an Assistant Superintendent of Police (ASP), a 

department head within the Economic and Financial Crimes Commission (EFCC), and three 

Divisional Police Officers (DPOs) with experience investigating cyber-enabled financial crimes. 

These participants generally occupied comparatively higher formal positions within their 

organizational setting. 
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The United States participants included investigators, analysts, and a compliance 

professional with experience in cryptocurrency-related financial crime matters. These participants 

included investigators from the Internal Revenue Service Criminal Investigation Division (IRS-

CI), a municipal police investigator in Texas involved in financial crime investigations, a 

cybercrime intelligence analyst working on digital asset investigations, and a digital asset 

compliance specialist involved in cryptocurrency oversight and anti-money laundering 

compliance. Compared with the Nigerian sample, the U.S. interviewees generally occupied more 

operational or specialized roles rather than higher managerial positions. This difference is 

important when interpreting cross-national comparisons, because the two groups did not represent 

identical levels of institutional authority. To protect confidentiality, interview participants are 

anonymized in the thesis and identified using coded identifiers (P1–P10). 

While this study adopts a comparative framework between Nigeria and the United States, 

it is important to note that interview data specifically related to cryptocurrency-enabled online 

romance fraud was primarily obtained from participants in Nigeria. U.S.-based participants 

provided broader insights into cryptocurrency investigations and enforcement practices but did not 

directly engage with romance fraud cases involving cryptocurrency. 

As a result, the analysis of cryptocurrency-enabled romance fraud is more deeply grounded 

in the Nigerian context, while the U.S. perspective contributes to a broader understanding of 

investigative and regulatory challenges associated with cryptocurrency. 

Document Analysis 

Document analysis supplemented the interview data by examining publicly available 

materials that provide insight into enforcement practices, regulatory frameworks, and policy 
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discussions related to cryptocurrency-enabled financial crime. The documents analyzed included 

the following categories: 

Enforcement Actions and Case Materials. Included: 

1. press releases announcing arrests and prosecutions related to cyber-enabled fraud and 

cryptocurrency crimes; 

2. court documents, including indictments, plea agreements, and sentencing 

memoranda; 

3. asset-forfeiture actions and seizure warrants; and 

4. case summaries and public enforcement reports from the Economic and Financial 

Crimes Commission (EFCC) and Federal Bureau of Investigation (FBI). 

Regulatory Guidance and Policy Statements. Included: 

1. regulations and guidance on digital assets from the Securities and Exchange 

Commission (SEC) Nigeria and the U.S. Securities and Exchange Commission; 

2. guidance for virtual asset service providers from the Financial Crimes Enforcement 

Network (FinCEN); 

3. Central Bank of Nigeria directives and policy statements on cryptocurrency; and 

4. Nigerian Financial Intelligence Unit (NFIU) and FinCEN reports addressing 

cryptocurrency-related money-laundering risks, legislative proposals, and 

congressional or parliamentary hearing testimony. 

Strategic Documents. Included: 

1. annual reports and strategic plans from the EFCC outlining enforcement priorities; 

2. cybercrime strategy documents from the FBI and U.S. Department of Justice (DOJ); 
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3. Financial Action Task Force (FATF) reports assessing Nigeria and the United States’ 

compliance with international anti-money-laundering standards; and 

4. international cooperation agreements and memoranda of understanding related to 

cross-border cybercrime enforcement. 

Document analysis played a key role in supporting the comparative aspect of this study. 

Policy documents, enforcement reports, and regulatory frameworks from both Nigeria and the 

United States were analyzed to identify similarities and differences in how cryptocurrency-related 

crimes are addressed. These documents provided contextual grounding for interpreting interview 

data and helped highlight institutional and regulatory variations across the two countries. 

Document analysis focused on identifying themes related to enforcement priorities, 

investigative challenges, institutional capacity, and evolving strategies used to address 

cryptocurrency-enabled crime. These documents were coded using the same thematic framework 

applied to the interview data, allowing for comparison and triangulation across data sources. 

Table 3.1 

Data Collection Methods and Source 

Data Collection 

Method 

Data Sources Analysis Approach 

Semi-structured 

interviews 

Law enforcement investigators, 

regulatory officials, and 

compliance professionals 

Thematic analysis using a 

coding framework 

Document analysis Enforcement reports, regulatory 

guidance, court documents, and 

policy statements 

Thematic analysis and 

triangulation with interview 

data 
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3.5 Sampling Strategy 

The study employed purposive sampling, a non-probability sampling technique in which 

participants are selected based on their knowledge, experience, and relevance to the study's guiding 

areas of inquiry. Purposive sampling is appropriate for qualitative research where the goal is to 

obtain rich, detailed information from individuals with direct experience with the phenomenon 

under study rather than to achieve statistical representativeness. 

Participants met the following inclusion criteria: 

1. a professional role in law enforcement, financial-crime investigation, regulatory 

oversight, or compliance related to cryptocurrency and cybercrime; 

2. direct experience with cryptocurrency-related fraud cases, investigations, or 

regulatory activities; 

3. willingness to discuss enforcement practices, challenges, and policy 

recommendations; and 

4. ability to participate in an interview conducted in English. 

Nigeria. Initial contact was made through institutional channels and professional networks, 

including the Economic and Financial Crimes Commission (EFCC) Public Affairs Office, the 

Securities and Exchange Commission (SEC) Nigeria Communication Office, and professional 

contacts in cybercrime enforcement and financial regulation. The researcher sent formal 

recruitment letters explaining the research purpose, the voluntary nature of participation, 

confidentiality protections, and the anticipated time commitment. Snowball sampling was also 

used to identify additional participants through referrals from initial interviewees. 

United States. Participants in the United States were recruited through professional 

networks, professional associations (e.g., the Association of Certified Financial Crime Specialists), 
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conference contacts, and referrals from existing participants. Formal interview requests were 

submitted through publicly available communication channels used by federal and local agencies 

involved in financial crime investigations and regulatory oversight. 

Private Sector Participants. Private sector participants in both countries were recruited 

through direct outreach to compliance professionals working at cryptocurrency exchanges, 

blockchain analytics firms, and financial institutions, as well as through professional networks. 

The final sample was designed to include participants from multiple institutional settings to capture 

diverse perspectives on cryptocurrency-enabled financial crime investigations and regulatory 

practices. 

The sample size was guided by the principle of thematic saturation, where interviews 

continued until no new major themes emerged from the data. 

Table 3.2 

Interview Participant Categories by Jurisdiction 

Participant Category Nigeria United States 

Law enforcement investigators 4 3 

Regulatory officials 1 0 

Financial intelligence analysts 0 1 

Private-sector compliance 0 1 

Total per country 5 5 
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3.6 Data Analysis 

Thematic Coding Procedure. Interview transcripts were analyzed using a thematic 

analysis approach. The analysis followed established qualitative research procedures. First, all 

interview transcripts were read multiple times to allow the researcher to become familiar with the 

data. Initial codes were then generated to capture recurring investigative themes related to 

cryptocurrency tracing, enforcement challenges, international cooperation, and operational 

patterns of online romance fraud. 

After the initial coding process, related codes were grouped into broader thematic 

categories. These categories were then refined through repeated comparison of interview responses 

across participants to identify consistent patterns and differences in enforcement perspectives. 

To improve transparency in the coding process, a coding matrix was created to document 

which participants referenced each major theme. This matrix allowed the researcher to 

systematically compare themes across participants and jurisdictions. The results of this coding 

process are presented in Tables 4.2 and 4.3 in Chapter 4. 

This analytical approach allowed the researcher to identify key patterns across interviews 

while preserving the contextual insights provided by participants. 

Analysis Procedure. Following Braun and Clarke’s (2006) six-phase framework for 

thematic analysis, the data analysis proceeded as follows: 

Phase 1: Familiarization with the Data. Interview recordings were transcribed and the 

transcripts and documents were read and re-read to allow the researcher to become familiar with 

the data. Initial observations and patterns were noted during this stage. 
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Phase 2: Generating Initial Codes. Data were systematically coded using NVivo 

qualitative analysis software. Descriptive codes were applied to identify meaningful segments of 

data related to the study's guiding inquiry areas. Both interview transcripts and documentary 

sources were coded using a consistent coding framework. 

Phase 3: Searching for Themes. Codes were organized into broader themes and sub-

themes. Visual maps were created to illustrate the relationships between codes and themes. Themes 

were reviewed in relation to the study’s theoretical frameworks, including Routine Activity Theory 

(RAT) and Situational Crime Prevention (SCP). 

Phase 4: Reviewing Themes. Themes were evaluated to ensure that they aligned with both 

the coded data and the overall dataset. Theme boundaries and definitions were refined to ensure 

that each theme captured meaningful patterns relevant to the study's guiding inquiry areas. 

Phase 5: Defining and Naming Themes. A detailed analysis was conducted for each 

theme to clarify its scope and meaning. Descriptive names were developed to accurately represent 

the core ideas reflected in each theme. 

Phase 6: Producing the Report. Representative examples and interview excerpts were 

selected to illustrate key findings. Themes were analyzed in relation to the study's guiding inquiry 

areas and theoretical frameworks. Findings from Nigeria and the United States were integrated to 

provide comparative insights. 

Comparative Analysis. After conducting within-case analysis for each country, a cross-

case comparative analysis was performed to identify similarities, differences, and patterns across 

Nigeria and the United States. The comparative analysis examined: 

1. common enforcement challenges that transcend jurisdictional contexts; 

2. context-specific factors that shape enforcement practices differently in each country; 
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3. effective strategies that may be transferable across jurisdictions; 

4. structural and institutional factors that explain differences in enforcement outcomes; 

and 

5. theoretical insights into how regulatory frameworks and institutional capacity 

influence guardianship and crime opportunities. 

Validity and Trustworthiness 

Qualitative research uses different criteria than quantitative research to assess research 

quality, emphasizing trustworthiness rather than statistical validity. Lincoln and Guba’s (1985) 

framework identifies four key components of trustworthiness: credibility, transferability, 

dependability, and confirmability. The following section provides an overview of each component 

of trustworthiness as discussed by Lincoln and Guba (1985). 

Credibility (Analogous to Internal Validity). Credibility refers to the extent to which the 

findings accurately represent participants’ perspectives and experiences. Strategies used to 

enhance credibility in this study include: 

1. triangulation: using multiple data sources, including interviews and documentary 

materials, and comparing findings across these sources; 

2. member checking: sharing preliminary interpretations with selected participants to 

verify the accuracy of interpretations; and 

3. peer debriefing: discussing emerging findings and analytical interpretations with the 

thesis advisor and other researchers. 

Transferability (Analogous to External Validity). Transferability refers to the extent to 

which the findings may be applicable to other contexts. Strategies used to support transferability 

include: 
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1. thick description: providing detailed contextual descriptions of Nigeria and U.S. 

enforcement systems so that readers can assess the potential applicability of findings 

to other settings; and 

2. clear documentation: transparently describing sampling procedures, data collection 

methods, and analytical processes. 

Dependability (Analogous to Reliability). Dependability refers to the consistency and 

transparency of the research process. Strategies used to enhance dependability include: 

1. audit trail: maintaining detailed documentation of data collection procedures, coding 

decisions, and analytical steps throughout the research process; and 

2. systematic analysis: applying a structured thematic analysis framework and using 

NVivo qualitative analysis software to support consistent coding and analysis. 

Conformability (Analogous to Objectivity). Confirmability refers to the extent to which 

findings are grounded in the data rather than the researcher’s personal biases or assumptions. 

Strategies used to support confirmability include: 

1. reflexivity: acknowledging the researcher’s background, assumptions, and potential 

biases that may influence interpretation of the data; and 

2. data transparency: providing representative quotations and document excerpts to 

support analytical interpretations. 

Ethical Considerations 

This research involved human subjects and was conducted in accordance with established 

ethical principles for research, including respect for persons, beneficence, and justice. Key ethical 

considerations included the following: Informed consent. All interview participants received 

written information describing the study’s purpose, procedures, potential risks and benefits, the 
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voluntary nature of participation, and confidentiality protections. Participants provided informed 

consent before the interviews were conducted. 

Confidentiality. Given the sensitive nature of law enforcement work and the possibility 

that participants could discuss investigative practices or internal agency matters, strong 

confidentiality protections were implemented. Measures used to protect participant confidentiality 

included: 

1. assigning pseudonyms or participant identification codes (P1–P10) in interview 

transcripts and analysis; 

2. storing research data on password-protected and encrypted devices; 

3. removing identifying details from quotations used in the research report; and 

4. offering participants the option to review and approve quotations prior to publication. 

Voluntary Participation and Withdrawal. Participants were informed that participation 

was entirely voluntary. They were also informed that they could decline to answer any question 

and could withdraw from the study at any time without penalty or negative consequences. 

Minimizing Risks. The primary potential risk to participants was the possibility of a 

breach of confidentiality. This risk was minimized through the data security and anonymization 

procedures described above. Participants were also advised not to disclose classified information, 

details of ongoing undercover operations, or other sensitive information that could compromise 

active investigations. 

Benefits. Although participants did not receive direct personal benefits from participation, 

the study aims to generate insights that may contribute to improved enforcement practices and 

inform policy discussions related to cryptocurrency-enabled financial crime and cyber fraud. 
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Limitations and Mitigation Strategies 

Several limitations of the research and the strategies used to mitigate them are outlined 

below. 

Access to Participants. Law enforcement and regulatory agencies may be reluctant to 

participate due to concerns about operational security or the potential disclosure of sensitive 

information. 

Mitigation. The study emphasized strong confidentiality protections and the voluntary 

nature of participation. The research focused on general investigative patterns rather than specific 

cases, and participants were informed that findings would be reported in aggregate form. 

Self-Report Bias. Participants may present their agencies or investigative practices in 

overly positive terms or may underreport operational challenges. 

Mitigation. Interview responses were triangulated with documentary sources and 

compared across participants to identify consistent patterns. Interview questions were framed 

neutrally to minimize social desirability bias. 

Cross-National Differences in Interview Dynamics. Cultural and institutional norms 

regarding discussions of law enforcement work may differ between Nigeria and the United States. 

Mitigation. The interview approach was adapted as necessary based on participant 

feedback and local context while maintaining consistent core questions across interviews. 

Sampling Bias. Purposive sampling may over represent certain perspectives if participants 

are recruited through limited professional networks. 

Mitigation. Snowball sampling was used to diversify the participant pool and recruit 

individuals from multiple agencies and professional roles. 
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Researcher Bias. The researcher’s background and assumptions may influence 

interpretation of the data. 

Mitigation. Reflexivity was practiced by documenting assumptions throughout the 

research process and discussing analytical interpretations with the thesis advisor and committee 

members. 

IRB and Human Subjects Protection 

This research involved human subjects and received approval from the Georgia State 

University Institutional Review Board (IRB) prior to the start of data collection. 

3.7 Reliability and Validity 

To enhance the credibility of the findings, several steps were taken to ensure reliability and 

validity in the data collection and analysis process. First, semi-structured interview questions were 

designed to maintain consistency across participants while allowing respondents to elaborate on 

their professional experiences with cybercrime investigations. Second, thematic coding was 

applied systematically across all interview responses to identify recurring patterns related to 

cryptocurrency tracing, enforcement challenges, international cooperation, and online romance 

fraud operations. Third, interview findings were triangulated with documentary sources, including 

official enforcement reports and regulatory documents, to ensure that themes identified in 

interviews were consistent with broader institutional practices. Finally, participant identities were 

anonymized using coded identifiers (P1–P10) to protect confidentiality while preserving the 

professional context necessary for interpreting the findings. 
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CHAPTER IV: FINDINGS 

This chapter presents the findings from ten semi-structured interviews conducted with law 

enforcement and regulatory professionals involved in investigating cryptocurrency-enabled 

financial crimes. The interviews included participants from both Nigeria and the United States 

with professional experience in cybercrime investigations, financial fraud enforcement, and digital 

asset tracing. These participants were selected based on their professional experience with 

cybercrime investigations, financial fraud enforcement, and digital asset tracing. Interviews were 

conducted using a combination of phone calls, secure videoconferencing platforms such as Zoom, 

and written responses when participants preferred email communication due to professional 

constraints. Follow-up conversations were conducted with several participants to clarify responses 

and explore emerging themes related to investigative practices and enforcement challenges. A total 

of 10 respondents were interviewed, 5 from Nigeria and 5 from the United States. 

The chapter begins by describing the characteristics of the interview participants. It then 

presents the major themes that emerged from the thematic analysis of the interview data, 

highlighting key similarities and differences in investigative practices, institutional capacity, and 

enforcement challenges across the two countries. For interviews that were not recorded or 

conducted via email, the information presented reflects paraphrased summaries based on detailed 

notes taken during the conversations rather than verbatim quotations. The themes identified in this 

chapter are based on patterns that appeared across multiple interviews and were confirmed through 

comparison with documentary sources analyzed in the study. 
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4.1 Interview Participants 

Table 4.1 summarizes the professional roles, country affiliations, and agency types of the 

ten participants included in this study. To protect the confidentiality of participants, identifying 

information such as names, specific locations, and operational details has been omitted. 

Participants are referenced using coded identifiers (P1–P10) rather than personal names or 

agency identifiers. All interviewees were selected based on their professional experience 

investigating or analyzing cyber-enabled financial crimes and cryptocurrency-related fraud. 

Table 4.1 

Interview Participants 

Participant Position Country Agency Type 

P1 Assistant Superintendent of 

Police 

Nigeria Nigeria Police Force 

P2 Department Head Nigeria Economic and Financial 

Crimes Commission (EFCC) 

P3 Divisional Police Officer Nigeria Nigeria Police Force 

P4 Divisional Police Officer Nigeria Nigeria Police Force 

P5 Divisional Police Officer Nigeria Nigeria Police Force 
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Table 4.1 (Continued) 

Participant Position Country Agency Type 

P6 Federal Cybercrime 

Investigator 

United States Federal law-enforcement 

agency 

P7 Financial Crimes Investigator United States Federal law-enforcement 

agency 

P8 Digital Asset Compliance 

Specialist 

United States Regulatory agency 

P9 Cybercrime Intelligence 

Analyst 

United States Federal law-enforcement 

agency 

P10 Financial Crime Investigator United States Municipal police department 

 

Ten semi-structured interviews were conducted with law enforcement officials. Five interviews 

were conducted with Nigerian enforcement officials, including an Assistant Superintendent of 

Police (ASP), a department head within the Economic and Financial Crimes Commission (EFCC), 

and three Divisional Police Officers (DPOs). Five additional interviews were conducted with 

professionals in the United States involved in investigating cryptocurrency- enabled financial 

crimes. The sample was not matched by hierarchical rank across countries: Nigerian respondents 

generally held higher formal positions within their organizations, whereas the U.S. respondents 

were more operational or specialized practitioners. This context is important when comparing 

perspectives across the two countries. To protect confidentiality, participants are identified using 

anonymized participant codes (P1–P10). 
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4.2 Identification of Major Themes 

The interviews provided practitioner perspectives on investigative practices and 

enforcement responses to cryptocurrency-enabled romance fraud and related cyber-enabled 

financial crimes. Using thematic analysis, five major themes emerged from the interview data: 1. 

Cryptocurrency tracing and investigative complexity 2. Institutional capacity and enforcement 

constraints 3. International cooperation and jurisdictional challenges 4. Operational dynamics of 

online romance fraud 5. Financial intelligence and regulatory coordination Eight of the ten 

interview participants (80%) identified cryptocurrency tracing as one of the most significant 

investigative challenges in romance fraud investigations. 

Together, these themes illustrate how technological change, institutional capacity, and 

international coordination shape law enforcement responses to cryptocurrency-enabled fraud 

schemes. 

Coding Matrix of Interview Themes 

To enhance transparency in the thematic analysis process, a coding matrix was developed 

to document which participants referenced each of the major themes identified during the analysis. 

As shown in Table 4.2, themes related to cryptocurrency tracing, attribution challenges, and 

jurisdictional issues were referenced by nearly all participants, while discussions of romance fraud 

operational structures were more common among Nigerian law enforcement participants. 

As shown in Table 4.2, there are clear cross-national differences in the distribution of key 

investigative themes between Nigeria and the United States. All Nigerian participants (100%) 

reported challenges related to cryptocurrency tracing, attribution, jurisdictional issues, and 

international cooperation, whereas a smaller proportion of U.S. participants identified these same 

challenges. In contrast, discussions of organized romance fraud operations were reported 
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exclusively by Nigerian participants. These findings suggest that investigators in Nigeria 

experience these challenges more consistently, likely due to differences in institutional capacity, 

regulatory environments, and access to investigative tools. These contrasts should be interpreted 

cautiously, however, because the interview sample was not matched by organizational level across 

countries and the Nigerian interviews spoke more directly to romance-fraud operations than the 

U.S. interviews. 

Table 4.2 

Distribution of Interview Themes by Country 

Theme Nigeria 

(n=5) 

Nigeria 

(%) 

United States 

(n=5) 

United States 

(%) 

Total 

(%) 

Cryptocurrency 

tracing challenges 

5 100% 3 60% 80% 

Attribution challenges 5 100% 2 40% 70% 

Jurisdictional issues 5 100% 2 40% 70% 

International 

cooperation 

5 100% 3 60% 80% 

Romance fraud 

operations 

5 100% 0 0% 50% 
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Table 4.3 

Frequency of Major Themes Identified in Interviews 

Theme 

Participants 

Mentioning Theme 

Percentage 

Cryptocurrency tracing challenges 8 80% 

Attribution challenges 7 70% 

Jurisdictional barriers 7 70% 

Importance of international cooperation 8 80% 

Organized romance fraud operations 5 50% 

4.3 Cryptocurrency Tracing and Investigative Complexity 

One of the most prominent themes identified in the interview data concerns the 

investigative challenges associated with tracing cryptocurrency transactions. Although blockchain 

technology records transactions on a public ledger, identifying the individuals controlling digital 

wallet addresses remains a major challenge for investigators. 

An Assistant Superintendent of Police explained that cryptocurrency transactions differ 

significantly from traditional banking transfers: Cryptocurrency makes investigations more 

complicated because the transactions are not like normal bank transfers. Once the money is moved 

to a crypto wallet, it can pass through multiple wallets very quickly. Even if we identify the wallet 

address, it can belong to someone outside Nigeria. Sometimes we rely on digital forensic tools and 

assistance from foreign agencies to trace the movement of funds on the blockchain. (P1) This 

observation highlights a key paradox in cryptocurrency investigations. While blockchain 
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transactions are technically traceable, the pseudonymous structure of digital wallets complicates 

attribution. 

The EFCC departmental head emphasized that this attribution challenge is central to 

modern cybercrime investigations: Cryptocurrency has become the preferred payment method for 

many online fraud networks because it allows them to move funds across borders instantly. While 

blockchain transactions are technically traceable, the challenge is identifying the individual behind 

the wallet. Criminals often use exchanges that do not enforce strict identity verification, making 

attribution difficult. (P2) 

A U.S.-based investigator described similar challenges in tracing cryptocurrency 

transactions: 

Although blockchain transactions create a permanent digital record, offenders often move 

funds through multiple wallets or use exchanges in jurisdictions with weak regulatory oversight to 

obscure their identities. (P6) An Internal Revenue Service Criminal Investigation Division (IRS-

CI) investigator explained: Cryptocurrency tracing often becomes possible when digital assets are 

converted into traditional currency through regulated exchanges where identity verification 

procedures are required. (P7) At the operational level, resource limitations further complicate 

investigations. One divisional police officer explained: At the divisional level, we do not have 

sophisticated crypto-tracking tools. Most of the technical work is handled by specialized 

cybercrime units or the EFCC. When complaints come to us, we document the case and escalate 

it to agencies with the technical capability. (P3) Another officer emphasized how the speed of 

cryptocurrency transactions complicates victim recovery: In many cases victims send money using 

cryptocurrency platforms after being convinced by scammers that they are investing or helping 

someone. By the time the victim realizes the fraud, the funds have already been transferred several 
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times. (P4) These findings suggest that cryptocurrency introduces significant investigative 

complexity by increasing the speed, anonymity, and transnational nature of financial transactions 

associated with cyber-enabled fraud. 

4.4 Institutional Capacity and Enforcement Constraints 

A second major theme concerns institutional capacity limitations within law enforcement 

agencies. Participants emphasized that cybercrime investigations require specialized technological 

tools, financial investigative expertise, and advanced digital forensic capabilities. The Assistant 

Superintendent of Police identified jurisdictional complexity as a significant challenge: The 

biggest challenge is jurisdiction. Many victims are located outside Nigeria, and the digital evidence 

is often hosted on foreign platforms. This makes investigation slow because we must go through 

legal channels to obtain information. (P1) This challenge reflects the inherently transnational 

nature of cyber-enabled fraud, where victims, offenders, digital infrastructure, and financial 

systems may be located in different jurisdictions. 

The EFCC departmental head highlighted the rapid technological evolution of cybercrime 

networks: “Another major challenge is technological capacity. Cybercriminals are evolving very 

fast. They use VPNs, encrypted messaging apps, and cryptocurrency. Law enforcement agencies 

must continuously update their training and tools to keep up.” (P2) At the operational level, DPOs 

described additional constraints. One officer explained: “We receive complaints, but many victims 

do not understand how the fraud happened. 

Sometimes they only realize months later that they were scammed. At that point the 

suspects may have already disappeared.” (P3) 
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Similarly, IRS-CI agents interviewed for this study noted that delayed victim reporting is 

a common issue in romance fraud cases, as victims often feel embarrassed or emotionally 

manipulated. 

Another Officer also highlighted the impact of public perception: “Public perception is also 

a challenge. There is a stereotype that all cybercrime comes from Nigeria, but the reality is that 

these networks operate globally. Cooperation from victims and international partners is 

necessary.” (P5) A municipal police investigator in Texas emphasized resource limitations: 

“Limited funding and lack of specialized training in digital investigations make enforcement 

difficult at the local level.” (P10) These observations indicate that institutional capacity—

including training, technology, and funding—plays a crucial role in determining the effectiveness 

of cybercrime enforcement efforts. 

4.5 International Cooperation and Jurisdictional Challenges 

Because cryptocurrency-enabled fraud often involves victims located in multiple countries, 

international cooperation emerged as a critical theme across the interviews. 

The ASP described how Nigerian investigators rely on partnerships with international law 

enforcement agencies: “In serious cybercrime cases, we work with agencies like the FBI, Interpol, 

and Europol. They assist with intelligence sharing, digital evidence, and sometimes financial 

tracing.” (P1) The EFCC departmental head similarly emphasized the importance of cross-border 

collaboration: “The EFCC regularly collaborates with international law enforcement agencies 

because many of the victims are outside Nigeria. These partnerships help us track suspects, freeze 

accounts, and prosecute cases.” (P2) 

At the divisional level, officers explained that cases involving international victims are 

typically transferred to specialized investigative units. One Officer explained: “At the divisional 
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level, we usually transfer cases involving international victims to specialized units or federal 

agencies that have the mandate to work with foreign partners.” (P3) A U.S.-based investigator 

highlighted the importance of formal cooperation frameworks: “Cybercrime investigations 

frequently rely on international legal cooperation frameworks such as Mutual Legal Assistance 

Treaties (MLATs) to obtain digital evidence located in foreign jurisdictions.” (P6) A cybercrime 

intelligence analyst similarly emphasized: “Partnerships with foreign law enforcement agencies 

are essential for identifying suspects and disrupting transnational fraud networks.” (P9) These 

findings indicate that effective enforcement of cryptocurrency-enabled fraud requires cross-border 

intelligence sharing, financial tracing, and coordinated investigative efforts among domestic and 

international agencies. 

4.6 Operational Dynamics of Online Romance Fraud 

The final theme identified in the interview data concerns the operational structure of online 

romance fraud schemes. Participants described a consistent pattern in how these crimes typically 

occur. According to the ASP interviewed for this study, romance scams frequently begin on social 

media platforms or online dating websites: “Romance fraud typically starts on social media or 

dating platforms. The suspect creates a fake identity, often pretending to be a foreign military 

officer, engineer, or contractor. They build emotional trust with the victim over time.” (P1) 

The EFCC departmental head explained that financial exploitation typically follows the 

establishment of emotional trust: “After gaining the victim’s confidence, the fraudster introduces 

a financial emergency or investment opportunity. Victims are asked to send money for medical 

expenses, travel costs, or business investments. Increasingly, payments are requested through 

cryptocurrency.” (P2) Law enforcement officials also described the involvement oforganized fraud 

networks. One divisional police officer explained: “Some of these operations are organized groups 
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where different individuals handle different roles, communication with victims, financial 

transactions, and money laundering.” (P4) Another officer emphasized the psychological 

dimension of the fraud: “Victims may send money multiple times because they believe they are 

helping someone they care about. Emotional manipulation is a key part of the scheme.” (P5) 

Finally, an IRS-CI investigator (Participant P6) noted that delayed reporting significantly affects 

recovery efforts: “Most victims only report the crime after they realize the relationship was fake, 

which can take months or even years.” (P6) This delay significantly reduces the likelihood of 

recovering stolen funds, particularly when cryptocurrency transactions are involved. 

4.7 Summary of Findings 

A total of ten interviews were conducted across both countries. Interviews were conducted 

through a combination of phone calls and, in a few cases, written responses when participants 

preferred email communication due to professional constraints. Follow-up phone conversations 

were conducted with some respondents to clarify responses and probe emerging themes. 

Interviews typically lasted between 30 and 60 minutes. When interviews were not recorded, 

detailed notes were taken and later paraphrased during the analysis process. The interview sample 

also differed by organizational level across the two countries, with Nigerian respondents generally 

occupying higher formal positions than their U.S. counterparts. 

The interview data reveal several key insights regarding cryptocurrency-enabled romance 

fraud. First, cryptocurrency has significantly increased the complexity of financial investigations 

due to the speed and pseudonymous nature of digital transactions. Second, institutional capacity 

constraints, including limited technological resources and training, affect the ability of law 

enforcement agencies to effectively investigate cyber-enabled financial crimes. Third, 

international cooperation plays a critical role in addressing transnational fraud schemes involving 



 

80 

victims, offenders, and financial systems located across multiple jurisdictions. Finally, romance 

fraud schemes typically involve organized networks that rely on emotional manipulation and 

digital financial transfers to exploit victims. Together, these findings highlight the evolving nature 

of cyber-enabled financial crime and underscore the importance of technological capability, 

institutional capacity, and international collaboration in contemporary cybercrime enforcement. 
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CHAPTER V: DISCUSSION AND CONCLUSIONS 

5.1 Overview 

This study examined enforcement responses to cryptocurrency-enabled online romance 

fraud through a comparative analysis of documentary evidence and practitioner interviews. As an 

exploratory pilot study, it does not test Routine Activity Theory (RAT) or Situational Crime 

Prevention (SCP); rather, it uses those frameworks interpretively to make sense of the patterns that 

emerged from the data. The findings from Chapter 4 highlighted five key areas shaping 

enforcement effectiveness: cryptocurrency tracing complexity, institutional capacity limitations, 

international cooperation and jurisdictional barriers, the operational structure of romance fraud 

networks, and financial intelligence or regulatory coordination. 

The discussion presented in this chapter examines how cryptocurrency reshapes the 

traditional elements of criminal opportunity and guardianship, while also highlighting how 

institutional capacity and regulatory coordination influence enforcement outcomes. 

5.2 Revisiting Routine Activity Theory in Cryptocurrency Crime 

Routine Activity Theory proposes that crime occurs when three elements converge: a 

motivated offender, a suitable target, and the absence of capable guardians. While originally 

developed to explain conventional crimes occurring within physical environments, the theory has 

increasingly been applied to cybercrime contexts. The findings of this study suggest that 

cryptocurrency-enabled romance fraud represents a contemporary manifestation of routine activity 

dynamics within digital ecosystems. In the context of online fraud, offenders leverage internet 

platforms to identify and communicate with potential victims, who serve as suitable targets due to 

emotional vulnerability, financial resources, or limited knowledge of cybercrime risks. 
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However, the concept of capable guardianship takes on a new form within cryptocurrency-

enabled financial systems. Traditional guardianship mechanisms such as banks, financial 

regulators, and transaction monitoring systems are partially bypassed when transactions occur 

through decentralized blockchain networks. As a result, the institutional structures responsible for 

monitoring financial activity face new challenges in identifying suspicious transactions and tracing 

illicit funds. Interview participants emphasized that while blockchain transactions are technically 

traceable, attribution remains difficult when cryptocurrency wallets are not directly linked to 

identifiable individuals. This dynamic illustrates how cryptocurrency modifies the guardianship 

component of Routine Activity Theory by introducing a technological barrier between observable 

transactions and identifiable offenders. 

In addition, the findings demonstrate that institutional capacity functions as an important 

structural component of capable guardianship. Agencies with advanced forensic tools, specialized 

cybercrime units, and international partnerships possess stronger guardianship capabilities than 

agencies operating with limited technological resources. For example, Nigerian law enforcement 

officials described how divisional police commands often lack sophisticated blockchain analysis 

tools and must rely on federal agencies or international partners to conduct advanced tracing 

investigations. This institutional disparity highlights how variations in technological capacity can 

influence the strength of guardianship within digital financial ecosystems. 

Taken interpretively, the findings suggest an expanded understanding of Routine Activity 

Theory in which guardianship is not only a matter of physical presence or surveillance, but also a 

function of institutional infrastructure, technological expertise, and regulatory coordination. 

These differences were visible in the comparative material, where U.S. agencies appeared 

to demonstrate stronger institutional guardianship through advanced technological capacity and 
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regulatory integration, while Nigerian agencies relied more heavily on inter-agency referrals and 

international partnerships because of resource and infrastructure constraints. That comparison 

should nonetheless be read cautiously because the interview samples were not matched by 

organizational rank or by direct romance-fraud case exposure. 

5.3 Situational Crime Prevention in Digital Financial Environments 

Situational Crime Prevention focuses on reducing opportunities for crime by increasing the 

perceived risk of detection, increasing the effort required to commit an offense, and reducing the 

potential rewards of criminal activity. In the context of cryptocurrency-enabled fraud, these 

mechanisms are implemented through regulatory frameworks, technological tools, and 

enforcement strategies. One of the primary situational prevention mechanisms identified in the 

findings is blockchain tracing. Law enforcement agencies increasingly rely on digital forensic 

techniques to track the movement of cryptocurrency transactions across blockchain networks. 

When investigators successfully identify exchange accounts associated with illicit funds, 

they may issue subpoenas or requests for user identification records, which can assist in linking 

digital wallets to specific individuals. 

However, the effectiveness of these techniques is constrained by several factors identified 

in the interviews. First, criminals frequently transfer funds across multiple wallet addresses within 

short periods of time, thereby making tracing efforts more complex. Second, offenders may use 

exchanges operating in jurisdictions with limited regulatory oversight or weak identity verification 

requirements, which reduces the effectiveness of tracing strategies. These findings suggest that 

while blockchain technology offers new opportunities for forensic investigation, it also introduces 

new situational opportunities for offenders. The speed and global accessibility of cryptocurrency 
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transactions reduce the time available for law enforcement to intervene and increase the difficulty 

of recovering stolen assets. 

Another situational dynamic identified in the findings involves the use of peer-to-peer 

cryptocurrency markets. When regulatory restrictions limit access to formal exchanges, 

individuals may turn to decentralized trading platforms that operate outside traditional financial 

regulatory frameworks. These environments reduce the effectiveness of monitoring systems that 

would otherwise function as guardianship mechanisms. Consequently, cryptocurrency-enabled 

fraud represents a dynamic interaction between offender adaptation and institutional response. 

As enforcement agencies develop new investigative tools, cybercriminal networks 

simultaneously adopt strategies designed to circumvent those mechanisms. This dynamic was 

more pronounced in the Nigerian context, where limited regulatory enforcement and access to 

tracing tools increased offender opportunities, compared to the United States where stronger 

compliance requirements improved investigative outcomes at the point of currency conversion. 

5.4 Institutional Capacity as Structural Guardianship 

One of the most significant contributions of this research lies in identifying institutional 

capacity as a key determinant of enforcement effectiveness. While Routine Activity Theory 

traditionally conceptualizes guardianship in terms of immediate surveillance or protective 

presence, the findings of this study suggest that guardianship in digital environments operates at 

an institutional level. Institutional capacity includes several interconnected elements: 

technological infrastructure, specialized training, financial resources, regulatory clarity, and inter-

agency coordination. Together, these elements determine an agency’s ability to investigate cyber-

enabled financial crimes effectively. 
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Interview participants repeatedly emphasized the importance of technological capability in 

cryptocurrency investigations. Without access to blockchain analytics software or specialized 

digital forensic training, local law enforcement agencies may struggle to trace cryptocurrency 

transactions or interpret blockchain data. As a result, enforcement responsibility often shifts to 

specialized cybercrime units or federal investigative agencies with greater technical resources. 

The findings also highlight the importance of coordination between domestic and 

international enforcement agencies. Because cryptocurrency transactions frequently cross national 

borders, successful investigations often require intelligence sharing, mutual legal assistance 

agreements, and collaborative investigative efforts. Thus, institutional capacity functions as a form 

of structural guardianship within decentralized financial systems. Agencies with greater 

technological resources and international partnerships are better positioned to monitor, investigate, 

and disrupt cryptocurrency-enabled criminal networks. 

5.5 International Cooperation and Policy Implications 

The findings of this study reveal that while international cooperation is essential in 

addressing cryptocurrency-enabled romance fraud, the nature and effectiveness of such 

cooperation differ significantly between Nigeria and the United States. These differences reflect 

broader variations in institutional capacity, regulatory frameworks, and access to investigative 

resources. 

Among Nigerian respondents, international cooperation was consistently described as 

necessary but often constrained by structural and procedural limitations. Participants emphasized 

that investigations involving cryptocurrency transactions frequently extend beyond national 

borders, requiring assistance from foreign agencies to trace digital assets and obtain critical 

evidence. However, this process is often slowed by bureaucratic procedures, limited access to 
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advanced blockchain analysis tools, and reliance on external institutions with greater technical 

capacity. As a result, Nigerian enforcement agencies often operate in a reactive position, dependent 

on international support to advance complex financial investigations. 

In contrast, United States respondents described a more structured and institutionalized 

approach to international cooperation. Investigators highlighted the use of formal legal 

frameworks, such as Mutual Legal Assistance Treaties (MLATs), as well as established 

partnerships with international law enforcement agencies. These mechanisms facilitate more 

efficient access to financial intelligence, digital records, and suspect identification. Additionally, 

U.S. agencies benefit from stronger regulatory oversight of cryptocurrency exchanges, particularly 

through anti–money laundering (AML) and know-your-customer (KYC) requirements, which 

enhance the ability to link digital transactions to identifiable individuals. 

These differences have direct implications for investigative outcomes. In the United States, 

enforcement efforts are often more effective when illicit cryptocurrency transactions intersect with 

regulated financial systems, allowing investigators to obtain user identity information and trace 

financial flows. In contrast, Nigerian participants noted that offenders frequently exploit regulatory 

gaps by using exchanges with weak compliance standards or operating in jurisdictions with limited 

oversight. This significantly reduces the likelihood of successful attribution and asset recovery. 

The documentary analysis supports these findings by highlighting disparities in regulatory 

maturity and enforcement infrastructure across jurisdictions. While both countries experience 

similar patterns of cryptocurrency-enabled fraud, the capacity to respond effectively is shaped by 

differences in technological resources, institutional coordination, and regulatory enforcement. 

From a policy perspective, these findings underscore the need for both domestic and 

international reforms. In Nigeria, strengthening enforcement requires investment in technological 
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infrastructure, specialized training in digital forensics, and enhanced regulatory oversight of 

cryptocurrency platforms. Improving coordination between law enforcement agencies, financial 

intelligence units, and regulatory bodies is also critical to developing a more proactive enforcement 

framework. 

In the United States, maintaining enforcement effectiveness will depend on continued 

investment in international partnerships and regulatory compliance mechanisms, particularly as 

offenders adapt to evolving technologies and seek to exploit jurisdictional gaps. More broadly, the 

findings suggest that international cooperation must move beyond reactive, case-specific 

collaboration toward more proactive and coordinated global strategies. This includes faster 

information-sharing mechanisms, greater harmonization of cryptocurrency regulations, and 

stronger collaboration between public and private sector actors involved in financial monitoring 

and digital asset management. 

The comparative findings further reveal important differences between Nigerian and 

United States enforcement contexts. Nigerian participants emphasized constraints related to 

technological resources, jurisdictional delays, and reliance on international partnerships for 

advanced investigative support. In contrast, U.S. respondents highlighted challenges associated 

with the complexity of financial tracing and the need for inter-agency coordination, but generally 

operated within a more technologically equipped and institutionally resourced environment. 

These differences suggest that while both jurisdictions face similar structural challenges in 

cryptocurrency-enabled investigations, the capacity to respond effectively is shaped by varying 

levels of institutional development, regulatory infrastructure, and access to investigative 

technology. At the same time, the comparison should be interpreted with caution because the 
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Nigerian interviews were more directly tied to online romance-fraud enforcement and the U.S. 

interviews reflected a broader cryptocurrency-financial-crime perspective. 

5.6 Contributions to Research 

This study contributes to the literature in three ways. First, it extends scholarship on online 

romance fraud by examining cryptocurrency not simply as a payment instrument, but as a factor 

that reshapes investigative feasibility, attribution, and recovery. Second, it contributes to 

comparative cybercrime enforcement research by showing how regulatory maturity, institutional 

capacity, and inter-agency coordination influence responses to a common transnational offense. 

Third, it applies Routine Activity Theory and Situational Crime Prevention to the context 

of cryptocurrency-enabled fraud, illustrating how guardianship in digital financial environments 

is exercised through regulatory systems, exchange compliance, and investigative infrastructure 

rather than through traditional physical controls alone. 

Importantly, this study demonstrates that these differences are not merely contextual but 

structurally embedded within national enforcement systems, thereby reinforcing the importance of 

comparative analysis in understanding global cybercrime dynamics. 

5.7 Limitations 

Several limitations should be acknowledged. The final interview sample was smaller than 

originally intended, and some responses were obtained through email or non-recorded interviews 

rather than through longer recorded conversations. Although those materials still yielded useful 

practitioner insight, they limited the depth of probing that is typically possible in fully recorded 

semi-structured interviewing. The cross-national comparison was also shaped by an asymmetrical 

interview sample: Nigerian participants generally occupied higher formal positions and spoke 

more directly to online romance-fraud matters, whereas the U.S. sample reflected broader 
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cryptocurrency-enabled financial crime perspectives rather than a matched set of romance-fraud 

specialists. In addition, documentary analysis relied on publicly available sources, which may 

emphasize formal policy positions and successful enforcement outcomes more than routine 

investigative constraints. Finally, the regulatory environment for cryptocurrency continues to 

evolve, meaning that the institutional conditions described in this thesis remain subject to change. 

5.8 Future Research and Conclusion 

Future research should expand the comparative scope of this topic by examining additional 

jurisdictions, larger interview samples, and the investigative role of private-sector actors such as 

exchanges, compliance teams, and blockchain-analytics firms. Quantitative work on case 

outcomes, reporting patterns, and asset recovery rates would also complement the qualitative 

findings presented here. 

Overall, this study finds that cryptocurrency-enabled romance fraud is best understood as 

a transnational enforcement challenge shaped by both offender adaptation and institutional 

guardianship. The problem is not merely that digital assets move quickly; it is that successful 

investigation requires technical tracing capacity, regulatory clarity, international cooperation, and 

organizational coordination at the same time. By comparing Nigeria and the United States, the 

thesis shows that enforcement effectiveness is deeply conditioned by institutional context. 

Strengthening those institutional conditions—through training, regulation, cross-border 

cooperation, and clearer investigative coordination—remains essential to improving responses to 

cryptocurrency-enabled online romance fraud. 
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APPENDIX A: INTERVIEW PROTOCOL AND SEMI-STRUCTURED INTERVIEW 

QUESTIONS 

The following semi-structured interview protocol was used to guide interviews with law 

enforcement and regulatory officials involved in cybercrime and financial crime investigations. 

The interview questions were designed to explore enforcement perspectives on 

cryptocurrency-enabled online romance fraud, investigative challenges associated with digital 

asset tracing, and institutional responses to cyber-enabled financial crimes. 

Interviews were conducted with law enforcement officials in Nigeria and the United States, 

including personnel from the Nigerian Police Force, the Economic and Financial Crimes 

Commission (EFCC), and U.S. federal agencies involved in cybercrime and financial crime 

investigations. 

Participants were informed that their responses would be used for academic research 

purposes and that their identities would remain confidential. To protect participant anonymity, 

interview respondents are referenced in the thesis using participant identifiers (P1–P10) rather than 

personal names or specific agency titles. 

The interviews were conducted using a semi-structured format, allowing the researcher to 

follow the guiding questions while also exploring emerging themes and follow-up topics during 

the conversation. 

Section 1: Professional Background 

1. What is your current position and role within your agency? 

2. How long have you been involved in investigating cybercrime or financial fraud 

cases? 
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3. What types of cybercrime or financial crime cases does your agency most frequently 

investigate? 

Section 2: Cryptocurrency and Cybercrime 

4. In your experience, how frequently does cryptocurrency appear in cybercrime 

investigations? 

5. How has the use of cryptocurrency changed the way financial fraud investigations are 

conducted? 

6. What types of cryptocurrency are most commonly encountered in fraud 

investigations? 

Section 3: Cryptocurrency Tracing 

7. What methods or tools are used by your agency to trace cryptocurrency transactions? 

8. What are the primary challenges investigators face when attempting to trace 

cryptocurrency payments? 

9. How effective are current blockchain analysis tools in identifying suspects involved 

in cybercrime? 

Section 4: Enforcement Challenges 

10. What do you consider the biggest challenges law enforcement agencies face when 

investigating cryptocurrency-related fraud? 

11. How do resource limitations or technological constraints affect investigations? 

12. Are there legal or regulatory barriers that complicate cybercrime enforcement in your 

jurisdiction? 

Section 5: International Cooperation 
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13. How often do investigations require cooperation with foreign law enforcement 

agencies? 

14. Which international agencies or organizations does your agency most commonly 

collaborate with? 

15. What challenges arise when attempting to obtain digital evidence or financial records 

from foreign jurisdictions? 

Section 6: Romance Fraud Operations 

16. Based on your experience, how do online romance fraud schemes typically begin? 

17. What strategies do fraudsters use to build trust with victims? 

18. At what point do victims typically realize they have been defrauded? 

19. Are romance fraud schemes typically conducted by individuals or organized groups? 

Section 7: Policy and Prevention 

20. What steps could improve law enforcement’s ability to investigate cryptocurrency-

related fraud? 

21. What policy or regulatory changes could help reduce cryptocurrency-enabled 

financial crime? 

22. What advice would you give to potential victims to help them avoid online romance 

fraud scams? 
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APPENDIX B: HYBRID CODING CODEBOOK 

Thematic analysis was used to analyze interview transcripts and documentary sources 

included in this study. A hybrid coding approach combining deductive and inductive strategies 

was employed to identify patterns in the data. 

Deductive codes were derived from the theoretical frameworks guiding this study, 

specifically Routine Activity Theory (Cohen & Felson, 1979) and Situational Crime Prevention 

(Clarke, 1995). These frameworks informed codes related to capable guardianship, enforcement 

capacity, and crime opportunity structures. 

Inductive codes emerged during the coding process as patterns and themes became evident 

in interview responses and documentary materials. These codes captured emerging themes related 

to investigative practices, enforcement challenges, and operational characteristics of 

cryptocurrency-enabled romance fraud. 

The hybrid coding approach allowed the analysis to remain grounded in established 

criminological theory while also capturing new insights emerging from practitioner experiences. 
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Table B.1 

Hybrid Coding Codebook 

Code Code Type Description Example Data 

Cryptocurrency 

Tracing 

Deductive 

References to blockchain 

tracing, wallet tracking, and 

cryptocurrency transaction 

analysis used in 

investigations. 

"Funds can move through 

several wallets within 

minutes, which makes 

tracing complicated." 

Institutional 

Capacity 

Deductive 

Availability of technological 

tools, specialized training, 

and financial resources for 

cybercrime investigations. 

"Many local police 

commands do not yet have 

advanced blockchain 

analysis tools." 

Jurisdictional 

Challenges 

Deductive 

Difficulties arising from 

cross-border investigations, 

foreign legal frameworks, or 

jurisdictional limitations. 

"Many victims are located 

outside Nigeria, which 

slows the investigation 

process." 
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Table B.1 (Continued) 

Code Code Type Description Example Data 

International 

Cooperation 

Deductive 

Collaboration with foreign 

law-enforcement agencies or 

international organizations in 

cybercrime investigations. 

"We frequently cooperate 

with agencies like the FBI 

and Interpol in cybercrime 

investigations." 

Organized 

Fraud Networks 

Inductive 

References to coordinated 

fraud groups in which 

individuals perform 

specialized roles within the 

scheme. 

"Some romance fraud 

operations involve multiple 

individuals handling 

different tasks." 

Victim 

Vulnerability 

Inductive 

Emotional manipulation or 

psychological tactics used by 

offenders to exploit victims. 

"Victims often believe they 

are helping someone they 

have developed feelings 

for." 

Delayed Victim 

Reporting 

Inductive 

Situations in which victims 

report fraud after significant 

time has passed following 

financial loss. 

"Some victims only realize 

the scam months after 

sending money." 
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Table B.1 (Continued) 

Code Code Type Description Example Data 

Enforcement 

Strategies 

Inductive 

Law-enforcement tactics used 

to investigate, disrupt, or 

prosecute fraud operations. 

"Cases are typically 

escalated to specialized 

cybercrime units once 

cryptocurrency is involved." 

Coding Procedure 

Interview transcripts and documentary sources were coded using an iterative process. 

Initial codes were applied based on the theoretical constructs of Routine Activity Theory 

and Situational Crime Prevention. Additional codes were developed as new themes emerged 

during the analysis. 

Codes were applied to segments of interview transcripts and documentary texts, allowing 

the researcher to identify recurring patterns across participants and sources. These coded segments 

were then grouped into broader thematic categories that informed the findings presented in Chapter 

4. 

This hybrid coding strategy ensured that the analysis remained theoretically grounded 

while also allowing for the identification of new patterns related to cryptocurrency-enabled 

romance fraud investigations. 
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APPENDIX C: DOCUMENTS INCLUDED IN DOCUMENTARY ANALYSIS 

A total of twenty-two documents were reviewed as part of the documentary analysis. These 

documents include enforcement reports, regulatory directives, and policy statements related to 

cryptocurrency crime and cybercrime enforcement. 

Nigerian Regulatory and Enforcement Documents 

1. Central Bank of Nigeria. (2021). Letter to banks and financial institutions on 

cryptocurrency transactions. 

2. Economic and Financial Crimes Commission. Cybercrime enforcement press releases 

(2022–2024). 

3. Nigerian Financial Intelligence Unit. Anti-money laundering advisory on digital 

assets. 

4. EFCC operational reports on cybercrime investigations. 

5. Nigerian Police Force cybercrime enforcement updates. 

United States Enforcement and Regulatory Documents 

6. Federal Bureau of Investigation. (2023). Internet Crime Report. 

7. U.S. Department of Justice. Cryptocurrency enforcement framework. 

8. Financial Crimes Enforcement Network (FinCEN). Virtual asset guidance. 

9. Federal Trade Commission. Romance scam consumer alerts. 

10. Commodity Futures Trading Commission. Cryptocurrency fraud advisories. 

International Cybercrime Reports 

11. INTERPOL Global Crime Trend Report. 

12. Chainalysis Crypto Crime Report. 

13. Financial Action Task Force Virtual Asset Guidance. 
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14. Europol Cybercrime Threat Assessment. 

15. International Monetary Fund cryptocurrency regulatory report. 

Academic and Policy Reports 

16. Blockchain analysis reports on cryptocurrency fraud. 

17. Policy reports on digital financial regulation. 

18. Research studies on cybercrime enforcement. 

19. Studies examining online romance fraud victimization. 

20. Reports on international cooperation in cybercrime investigations. 

21. Financial crime intelligence reports. 

22. Government policy documents related to digital asset regulation. 

These documents were selected because they provide insight into regulatory responses, 

enforcement strategies, and institutional perspectives regarding cryptocurrency-enabled financial 

crime. 
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	CHAPTER I: INTRODUCTION 
	1.1 Introduction 
	Over the past decade, cryptocurrencies have evolved from a niche technological innovation into a mainstream financial instrument used for savings, investment, remittances, and cross-border commerce. Digital assets such as Bitcoin and Ethereum offer decentralized transaction mechanisms, rapid cross-border transfer capabilities, and alternative financial infrastructure outside traditional banking systems (Financial Action Task Force [FATF], 2022). Nigeria ranks among the highest cryptocurrency adoption countr
	While cryptocurrencies provide legitimate economic benefits, their structural features-pseudonymity, global accessibility, irreversibility of transactions, and limited centralized oversight-also make them attractive for criminal misuse (FATF, 2022; Möser, Böhme, & Breuker, 2013). Among the most financially damaging forms of cryptocurrency-enabled crime is online romance fraud. 
	Online romance fraud, also referred to as confidence fraud or sweetheart scams, involves offenders creating fictitious romantic identities on dating platforms or social media in order to manipulate victims into sending money under false pretenses (Whitty, 2019; Buchanan & Whitty, 2014). Although romance fraud predates digital assets, the integration of cryptocurrency as a payment mechanism has significantly altered the scale, speed, and complexity of these schemes (Federal Trade Commission [FTC], 2023; Chai
	The economic impact of romance fraud has grown dramatically in recent years. 
	According to the Federal Trade Commission (FTC), U.S. consumers reported over $547 million in losses from romance scams in 2021, with a median loss exceeding $2,400 (FTC, 2022). By 2022, reported losses exceeded $1.3 billion, with cryptocurrency emerging as the most common payment method in fraud cases (FTC, 2023). The Federal Bureau of Investigation’s Internet Crime Complaint Center (IC3) reported that cryptocurrency-related fraud losses reached $5.6 billion in 2023 and increased to $9.3 billion in 2024, a
	In Nigeria, online romance fraud has long been associated with so-called “Yahoo Boys,” a colloquial term referring to individuals engaged in internet-based fraud schemes (Tade & Aliyu, 2011; Olayemi, 2014). While earlier iterations of Nigerian fraud operations relied on wire transfers and money mules, recent enforcement reports indicate increasing use of cryptocurrency to receive and launder illicit proceeds (Chainalysis, 2023; EFCC, 2024). In December 2024, Nigeria’s Economic and Financial Crimes Commissio
	However, Nigeria does not maintain centralized, publicly accessible national fraud loss data comparable to FTC or IC3 reporting systems. 
	The integration of cryptocurrency introduces both enforcement challenges and opportunities. Contrary to early assumptions that Bitcoin is anonymous, blockchain-based cryptocurrencies operate on publicly accessible ledgers that permanently record transaction 
	histories (Möser et al., 2013; Huang et al., 2018). Blockchain analytics firms such as Chainalysis and Elliptic provide tools that enable law enforcement to trace transaction flows, cluster wallet addresses, and identify exchange points where digital assets intersect with regulated financial systems (Chainalysis, 2023). However, effective tracing depends on enforcement capacity, exchange cooperation, regulatory clarity, and international coordination (FATF, 2022; INTERPOL, 2023). 
	Enforcement responses vary significantly across jurisdictions. The United States operates a multi-agency federal framework in which the FBI investigates cryptocurrency-enabled fraud; the Department of Justice (DOJ) prosecutes related offenses; the Securities and Exchange Commission (SEC) regulates securities-related digital assets; and the Financial Crimes Enforcement Network (FinCEN) enforces anti-money laundering compliance for virtual asset service providers (Brummer & Kiviat, 2019; U.S. Department of Ju
	Nigeria’s enforcement landscape involves the EFCC, the Nigerian Financial Intelligence Unit (NFIU), the Central Bank of Nigeria (CBN), and the Securities and Exchange Commission (SEC Nigeria). However, regulatory fragmentation and the CBN’s 2021 banking restriction on cryptocurrency transactions shifted activity toward peer-to-peer markets, potentially complicating transaction monitoring and enforcement visibility (Central Bank of Nigeria, 2021; FATF, 2022). 
	Despite growing scholarship on cryptocurrency regulation and cybercrime trends, limited research has examined how enforcement actors themselves perceive and respond to cryptocurrency-enabled romance fraud across jurisdictions. Most studies focus either on 
	victimization patterns (Whitty, 2019; Cross, 2020) or regulatory design (Brummer & Kiviat, 2019), rather than on comparative enforcement capacity and institutional response. 
	This study addresses that gap through an exploratory pilot study of enforcement practices related to cryptocurrency-enabled online romance fraud in Nigeria and the United States. Rather than testing hypotheses or seeking definitive causal claims, the thesis explores how investigators and related practitioners describe the challenges, constraints, and institutional responses associated with cryptocurrency-enabled fraud across the two contexts. 
	This study adopts a cross-national comparative approach, recognizing that cryptocurrency-enabled romance fraud is inherently transnational in nature. Offenders frequently operate across jurisdictions, exploiting differences in regulatory frameworks, enforcement capacity, and institutional coordination. As a result, understanding how enforcement responses vary across countries is essential for identifying both structural constraints and opportunities for improving investigative effectiveness. 
	Comparing Nigeria and the United States is particularly important due to their distinct regulatory environments, levels of institutional capacity, and roles within global fraud networks. 
	While the United States represents a highly developed enforcement system with advanced technological resources and regulatory oversight, Nigeria reflects a rapidly evolving system characterized by high cryptocurrency adoption, regulatory fragmentation, and increasing enforcement activity. This contrast provides a useful opportunity to explore how different institutional contexts shape enforcement responses to cryptocurrency-enabled crime. 
	Semi-structured interviews are especially important in this context because they provide practitioner-centered insight that cannot be captured fully through statistics, policy documents, or enforcement press releases alone. In this study, the Nigerian interviews spoke more directly to 
	online romance-fraud enforcement, while the U.S. interviews offered broader perspectives on cryptocurrency-related financial crime enforcement, tracing, and regulatory coordination. Taken together with the documentary analysis, these accounts help illuminate both shared and context-specific features of enforcement practice. 
	While this study adopts a comparative framework between Nigeria and the United States, it is important to note that interview data specifically related to cryptocurrency-enabled online romance fraud was primarily obtained from participants in Nigeria. U.S.-based participants provided broader insights into cryptocurrency investigations and enforcement practices but did not directly engage with romance fraud cases involving cryptocurrency. 
	As a result, the analysis of cryptocurrency-enabled romance fraud is more deeply grounded in the Nigerian context, while the U.S. perspective contributes to a broader understanding of investigative and regulatory challenges associated with cryptocurrency. 
	Given the exploratory nature of this study, findings are intended to provide preliminary insights and identify areas for future research rather than offer definitive conclusions. 
	1.2 Statement of the Problem 
	Online romance fraud represents a rapidly expanding form of transnational cybercrime that produces significant financial and psychological harm. Unlike many other fraud types, romance scams rely on prolonged emotional manipulation, often targeting individuals experiencing social isolation, bereavement, or life transitions (Whitty, 2019; Buchanan & Whitty, 2014). The financial losses associated with these schemes have grown substantially over the past decade, with cryptocurrency emerging as a dominant paymen
	The integration of cryptocurrency into romance fraud operations has altered both offender strategies and enforcement dynamics. Cryptocurrency enables rapid cross-border transfers without 
	reliance on traditional banking intermediaries, allows offenders to fragment and layer transactions through multiple wallets, and complicates asset recovery due to the irreversibility of blockchain transactions (FATF, 2022). At the same time, blockchain transparency provides new investigative opportunities through transaction tracing and clustering techniques (Möser et al., 2013; Huang et al., 2018). These competing dynamics create a paradox: cryptocurrency increases offender efficiency while simultaneously
	The United States benefits from a mature federal enforcement framework, established anti-money laundering regulations for virtual asset service providers, access to commercial blockchain analytics platforms, and formalized international cooperation mechanisms (Brummer & Kiviat, 2019; U.S. Department of Justice, 2023). Nevertheless, U.S. agencies continue to face challenges in prosecuting offenders operating abroad, obtaining timely foreign exchange records, and recovering funds dissipated through complex tr
	Nigeria, by contrast, operates within a context of high cryptocurrency adoption and documented involvement in transnational online fraud operations (Chainalysis, 2023; Tade & Aliyu, 2011). While the EFCC has expanded cybercrime enforcement efforts and established partnerships with international agencies, regulatory fragmentation and resource constraints may limit enforcement capacity (Central Bank of Nigeria, 2021; FATF, 2022). The CBN’s 2021 directive restricting bank facilitation of cryptocurrency transac
	Additionally, disparities in technical capacity and access to blockchain analytics tools may influence investigative feasibility. 
	Despite the scale and growth of cryptocurrency-enabled romance fraud, existing criminological scholarship has not adequately examined how enforcement actors in different institutional contexts perceive and respond to these crimes. The literature on romance fraud has focused primarily on victimization patterns, psychological manipulation, and financial losses (Whitty, 2019; Cross, 2020). Research on cryptocurrency regulation has concentrated on legal classification, securities enforcement, and financial comp
	Consequently, there is limited understanding of: 
	1. how enforcement stakeholders describe the operational role of cryptocurrency in romance fraud schemes; 
	1. how enforcement stakeholders describe the operational role of cryptocurrency in romance fraud schemes; 
	1. how enforcement stakeholders describe the operational role of cryptocurrency in romance fraud schemes; 

	2. how they perceive regulatory frameworks as enabling or constraining investigations; 
	2. how they perceive regulatory frameworks as enabling or constraining investigations; 

	3. what investigative tools and strategies are used in practice; and 
	3. what investigative tools and strategies are used in practice; and 

	4. how institutional capacity shapes enforcement outcomes across developed and developing contexts. 
	4. how institutional capacity shapes enforcement outcomes across developed and developing contexts. 


	This gap is particularly significant given the transnational nature of cryptocurrency-enabled fraud. Romance scams frequently involve victims in one country and offenders in another, requiring cross-border coordination. Without comparative research examining enforcement practices in both sending and receiving jurisdictions, policy recommendations risk being incomplete or contextually 
	misaligned. This study addresses this gap by conducting a qualitative comparative analysis of enforcement practices related to cryptocurrency-enabled online romance fraud in Nigeria and the United States. By centering the perspectives of enforcement and regulatory stakeholders, the research seeks to illuminate how institutional structures, regulatory clarity, and technical capacity shape investigative responses in distinct national contexts. 
	1.3 Guiding Areas of Inquiry 
	Consistent with the exploratory pilot design of this thesis, the study was guided by two broad areas of inquiry rather than formal research questions: 
	1. First, the study explored how enforcement and regulatory stakeholders in Nigeria and the United States described the role of cryptocurrency in online romance fraud and related cyber-enabled financial crime investigations. 
	1. First, the study explored how enforcement and regulatory stakeholders in Nigeria and the United States described the role of cryptocurrency in online romance fraud and related cyber-enabled financial crime investigations. 
	1. First, the study explored how enforcement and regulatory stakeholders in Nigeria and the United States described the role of cryptocurrency in online romance fraud and related cyber-enabled financial crime investigations. 

	2. Second, the study explored how participants understood existing enforcement practices, regulatory frameworks, and institutional structures as shaping investigative capacity, coordination, and response. 
	2. Second, the study explored how participants understood existing enforcement practices, regulatory frameworks, and institutional structures as shaping investigative capacity, coordination, and response. 


	These inquiry areas were used to guide the interviews and documentary analysis, not to test hypotheses or produce fixed predictions. They functioned as flexible prompts that organized the exploration while leaving room for unanticipated themes to emerge. 
	Rationale for the Guiding Inquiry Areas 
	The guiding inquiry areas were designed to support an exploratory qualitative investigation into how enforcement and regulatory stakeholders understand and respond to cryptocurrency-enabled fraud in a cross-national setting. Given the limited empirical research examining practitioner perspectives on this issue, an exploratory approach was appropriate for generating in-depth, contextually grounded insight. 
	The first inquiry area focused on how stakeholders describe the role of cryptocurrency in fraud schemes because digital assets have altered the operational dynamics of fraud by enabling rapid cross-border transfers and new forms of concealment. Examining participant descriptions made it possible to explore how practitioners understand offender strategies, victim vulnerability, and the traceability of different cryptocurrencies in practice. 
	The second inquiry area focused on how stakeholders understand enforcement practices, regulatory frameworks, and institutional structures because investigative effectiveness depends not only on technology but also on organizational capacity, regulatory clarity, inter-agency coordination, and access to specialized tools. The contrast between Nigeria and the United States made this especially useful for identifying both shared pressures and context-specific constraints. 
	Together, these inquiry areas created a flexible structure for interviews and analysis without imposing predetermined assumptions. This approach is consistent with the study's qualitative design and with its aim of generating insight that can inform future research, theory refinement, and policy development. 
	1.4 Research Objectives 
	To support this exploratory pilot study, the research pursued the following objectives: 
	1. to document stakeholder descriptions of cryptocurrency's role in online romance fraud schemes across Nigeria and the United States; 
	1. to document stakeholder descriptions of cryptocurrency's role in online romance fraud schemes across Nigeria and the United States; 
	1. to document stakeholder descriptions of cryptocurrency's role in online romance fraud schemes across Nigeria and the United States; 

	2. to identify perceived enforcement challenges and institutional constraints, including technological, regulatory, and resource-related barriers; 
	2. to identify perceived enforcement challenges and institutional constraints, including technological, regulatory, and resource-related barriers; 

	3. to examine similarities and differences in investigative strategies across jurisdictions; 
	3. to examine similarities and differences in investigative strategies across jurisdictions; 

	4. to analyze how regulatory structures and institutional capacity shape enforcement responses in developed and developing contexts; and 
	4. to analyze how regulatory structures and institutional capacity shape enforcement responses in developed and developing contexts; and 


	5. to generate policy-relevant insights for strengthening investigative effectiveness and improving cross-border cooperation. 
	5. to generate policy-relevant insights for strengthening investigative effectiveness and improving cross-border cooperation. 
	5. to generate policy-relevant insights for strengthening investigative effectiveness and improving cross-border cooperation. 


	1.5 Conceptual Orientation 
	Although the study is primarily exploratory and qualitative, it is conceptually informed by Routine Activity Theory (Cohen & Felson, 1979) and situational opportunity frameworks. These perspectives help frame how cryptocurrency-enabled romance fraud may emerge at the intersection of motivated offenders, suitable targets, and changing technological opportunities, while also drawing attention to how institutional capacity shapes guardianship. 
	The theories are not tested in this thesis and are not used to generate formal hypotheses. 
	Instead, they function as interpretive lenses for understanding enforcement narratives and institutional differences. 
	1.6 Significance of the Study 
	Practical Significance 
	Cryptocurrency-enabled online romance fraud represents a convergence of technological innovation, transnational crime, and institutional enforcement challenges. Despite the rapid growth of cryptocurrency-related fraud losses globally (FBI, 2024; FTC, 2023), scholarly understanding of enforcement responses remains limited. This study contributes to criminology, cybercrime scholarship, and policy discourse in four primary ways. 
	Contribution to Romance Fraud Literature 
	Existing research on online romance fraud has focused predominantly on victim characteristics, psychological manipulation tactics, offender narratives, and financial losses (Whitty, 2019; Buchanan & Whitty, 2014; Cross, 2020). While these studies provide valuable insight into victimization dynamics, they rarely examine enforcement practices in depth. 
	Moreover, although recent reports identify cryptocurrency as an increasingly common payment mechanism in romance fraud schemes (FTC, 2023; Chainalysis, 2023), few criminological studies analyze how digital assets reshape investigative processes, prosecutorial strategies, or asset recovery efforts. 
	By centering enforcement stakeholders, this study expands the literature beyond victimization analysis and situates romance fraud within institutional and regulatory contexts. It shifts focus from “how victims are defrauded” to “how states respond.” 
	Contribution to Cryptocurrency and Cybercrime Scholarship 
	Scholarship on cryptocurrency and crime has often emphasized regulatory classification debates, securities enforcement, anti-money laundering compliance, and blockchain traceability (Brummer & Kiviat, 2019; FATF, 2022). Technical studies demonstrate that blockchain transactions are pseudonymous but traceable through clustering techniques and analytics tools (Möser et al., 2013; Huang et al., 2018). However, technical traceability does not automatically translate into enforcement success. 
	Research on international cybercrime enforcement documents challenges related to jurisdictional boundaries, mutual legal assistance delays, and disparities in technical capacity between developed and developing nations (Levi, 2017; INTERPOL, 2023). Yet much of this literature treats cybercrime as a broad category rather than examining specific offense types such as cryptocurrency-enabled romance fraud. 
	This study bridges these literatures by analyzing how enforcement actors navigate both the technical features of cryptocurrency and the institutional realities of transnational investigations. It provides offense-specific, practitioner-informed insight into enforcement capacity. 
	Comparative Institutional Contribution 
	Comparative criminology emphasizes the importance of institutional context in shaping crime control outcomes (Tonry, 2011). However, comparative research on cybercrime enforcement remains underdeveloped, particularly between Global North and Global South contexts. The United States operates within a highly institutionalized regulatory framework with established anti-money laundering structures, advanced technical resources, and formalized international cooperation mechanisms (U.S. Department of Justice, 202
	By comparing enforcement practices in Nigeria and the United States, this study illuminates how differences in regulatory clarity, institutional capacity, and technological resources shape investigative feasibility and perceived effectiveness. The comparative approach moves beyond single-country analysis and highlights structural factors influencing enforcement. 
	Policy and Practical Relevance 
	Cryptocurrency-enabled romance fraud is inherently transnational. Victims and offenders frequently reside in different countries, requiring cross-border coordination and regulatory alignment. Enforcement gaps in one jurisdiction can undermine efforts in another. 
	Findings from this study may inform: 
	1. strengthening regulatory coherence in emerging cryptocurrency markets; 
	1. strengthening regulatory coherence in emerging cryptocurrency markets; 
	1. strengthening regulatory coherence in emerging cryptocurrency markets; 

	2. improving cross-border cooperation mechanisms; 
	2. improving cross-border cooperation mechanisms; 

	3. identifying resource and training needs for enforcement agencies; 
	3. identifying resource and training needs for enforcement agencies; 

	4. enhancing asset-recovery strategies; and 
	4. enhancing asset-recovery strategies; and 

	5. clarifying institutional roles in multi-agency enforcement frameworks. 
	5. clarifying institutional roles in multi-agency enforcement frameworks. 


	By incorporating practitioner perspectives, the research generates grounded insights relevant to policymakers, regulators, and law enforcement agencies seeking to improve responses to cryptocurrency-enabled crime. 
	Theoretical Significance 
	Although exploratory in nature, this study contributes to theoretical discussions concerning guardianship and institutional capacity within Routine Activity Theory (Cohen & Felson, 1979). Cryptocurrency alters the opportunity structure of fraud by reducing traditional financial intermediaries, increasing transaction speed, and decentralizing oversight. Enforcement capacity functions as a form of capable guardianship, but its effectiveness varies across institutional contexts. By examining stakeholder percep
	CHAPTER II: LITERATURE REVIEW 
	This chapter reviews existing research and policy literature on online romance fraud, cryptocurrency use in fraud schemes, enforcement responses in Nigeria and the United States, and the criminological theories that guide this study. The review is organized to move from general to specific: it begins with global patterns in online romance fraud and economic impacts, examines how cryptocurrency has been integrated into romance fraud operations, explores the enforcement landscapes in Nigeria and the United St
	Over the past decade, online romance fraud has evolved from a relatively minor nuisance into one of the most financially devastating forms of consumer fraud globally (Federal Trade Commission, 2022; Whitty, 2019; Buchanan & Whitty, 2014). These schemes exploit the emotional vulnerabilities of individuals seeking companionship through dating websites, social media platforms, and messaging apps. Offenders create fake profiles, establish seemingly genuine romantic relationships over weeks or months, and then m
	The integration of cryptocurrency as a payment mechanism has fundamentally altered the scale, speed, and enforcement challenges associated with romance fraud (Commodity Futures Trading Commission, 2025; Whitty, 2019). While earlier schemes relied on wire transfers, money orders, and networks of money mules to move funds, contemporary operations increasingly direct 
	victims to purchase Bitcoin or other cryptocurrencies and send them to wallet addresses controlled by offenders (Commodity Futures Trading Commission, 2025). 
	This shift has several consequences: transactions occur nearly instantaneously and globally, funds can be moved through multiple wallets and exchanges to obscure their origin, and recovery of stolen assets becomes significantly more difficult. At the same time, advances in blockchain analytics have created new opportunities for law enforcement to trace cryptocurrency transactions, map criminal networks, and identify offenders, though the effectiveness of these tools depends heavily on institutional capacity
	Law enforcement responses to cryptocurrency-enabled romance fraud vary dramatically across jurisdictions. The United States has developed a sophisticated federal enforcement framework involving specialized cybercrime units, access to commercial blockchain tracing platforms, and established international coordination mechanisms, yet it still faces challenges in prosecuting cross-border cases and recovering victims' funds. 
	Nigeria's enforcement agencies have demonstrated growing capacity to investigate and prosecute high-profile romance fraud cases involving cryptocurrency, but they face obstacles, including regulatory fragmentation, limited access to advanced investigative tools, and coordination difficulties with international partners. 
	This chapter synthesizes the literature that informs the current study's focus on comparing enforcement practices and regulatory frameworks between Nigeria and the United States. It demonstrates that, while substantial research documents the growth of romance fraud and the increasing use of cryptocurrency in these schemes, significant gaps remain in understanding how enforcement actors across jurisdictions perceive and respond to these crimes, the specific tools and strategies they employ, and the lessons t
	2.1 Online Romance Fraud: Global Patterns and Economic Impact 
	Online romance fraud, also referred to as confidence fraud or sweetheart scams, represents a form of advance-fee fraud in which offenders establish romantic relationships with victims to gain their trust and ultimately convince them to send money. 
	These schemes have existed in various forms for decades, but the proliferation of online dating platforms, social media networks, and international messaging apps has dramatically expanded the pool of potential victims and enabled offenders to operate at scale. 
	The economic impact of romance fraud is substantial and growing. In the United States, the Federal Trade Commission reported that romance scam victims lost more than $547 million in 2021, with the median individual loss exceeding $2,400—significantly higher than most other fraud types (Federal Trade Commission [FTC], 2022). By 2023, cryptocurrency-related fraud losses reported to the FBI’s Internet Crime Complaint Center (IC3) totaled $5.6 billion, with romance scams accounting for a substantial share of th
	The demographics of romance fraud victims challenge common stereotypes. While older adults—particularly those who are widowed or divorced—face an elevated risk of victimization, victims span all age groups, educational levels, and socioeconomic backgrounds (Cross, 2020; Whitty, 2019). Women constitute a majority of reported victims in many studies, although men are also victimized and may be less likely to report due to stigma and social expectations 
	surrounding masculinity (Buchanan & Whitty, 2014; Cross, 2020). Psychological research indicates that victims often exhibit situational vulnerabilities, including recent life transitions such as divorce, bereavement, or relocation, social isolation, and limited awareness of online fraud tactics (Whitty, 2019; Button & Cross, 2017). Cognitive biases—such as optimism bias and the sunk cost fallacy—further contribute to continued financial investment in fraudulent relationships despite emerging warning signs (
	Romance fraud schemes follow recognizable patterns, often described as crime scripts that detail the sequence of actions undertaken to identify, groom, and exploit victims. Offenders typically begin by creating convincing fake profiles on dating websites or social networking platforms, often using stolen photographs and fabricated biographical details. They initiate contact with potential victims and quickly move conversations to private messaging channels or email to avoid platform monitoring. 
	Over a period of weeks or months, offenders build emotional intimacy through frequent communication, expressions of affection, and sometimes discussion of future plans together, creating a sense of obligation and commitment in the victim. Once trust is established, the individual often introduces requests for financial assistance, often framing them as temporary emergencies or investment opportunities. Victims who send initial payments are frequently asked for additional funds, with offenders creating new s
	The geographic distribution of romance fraud operations is global, though certain countries have gained notoriety in law enforcement reporting as hubs for organized fraud networks. Nigeria, Ghana, Jamaica, Malaysia, and the Philippines have been identified in international enforcement reports and cybercrime assessments as significant source countries for online romance fraud and related confidence schemes (Federal Bureau of Investigation [FBI], 2024; INTERPOL, 2023; 
	United Nations Office on Drugs and Crime [UNODC], 2021). Within some of these jurisdictions—particularly Nigeria—romance fraud has evolved from individual-level activity into more structured and organized operations involving coordinated groups that recruit, train, and manage participants who simultaneously target multiple victims using scripted interactions, shared digital assets, and standardized narratives (Tade & Aliyu, 2011; Olayemi, 2014; Whitty, 2019). Law enforcement investigations have documented t
	The emotional harm experienced by romance fraud victims often exceeds financial losses. Research documents that victim’s experience significant psychological distress, including depression, anxiety, shame, self-blame, and post-traumatic stress symptoms following victimization. The betrayal of trust and violation of intimate emotional bonds distinguish romance fraud from other property crimes and create lasting harm to victims' well-being and willingness to engage in future relationships. 
	Table 2.1 Online Romance Fraud Losses: Nigeria and United States (2021-2024) 
	Year 
	Year 
	Year 
	Year 

	United States (USD) 
	United States (USD) 

	Nigeria (Estimated, USD) 
	Nigeria (Estimated, USD) 

	Span

	2021 
	2021 
	2021 

	$547 million (FTC) 
	$547 million (FTC) 

	No centralized national loss data; EFCC reports increasing romance fraud investigations and cryptocurrency-related arrests 
	No centralized national loss data; EFCC reports increasing romance fraud investigations and cryptocurrency-related arrests 

	Span


	 
	 
	 
	Table 2.1 (Continued) 
	Year 
	Year 
	Year 
	Year 

	United States (USD) 
	United States (USD) 

	Nigeria (Estimated, USD) 
	Nigeria (Estimated, USD) 

	Span

	2022 
	2022 
	2022 

	$1.3 billion (FTC) 
	$1.3 billion (FTC) 

	EFCC reports expanded operations targeting crypto-enabled romance fraud; asset recoveries reported but no national loss estimate 
	EFCC reports expanded operations targeting crypto-enabled romance fraud; asset recoveries reported but no national loss estimate 

	Span

	2023 
	2023 
	2023 

	$5.6 billion crypto fraud (FBI IC3) 
	$5.6 billion crypto fraud (FBI IC3) 

	Approximately $2-5 million recovered in major EFCC operations 
	Approximately $2-5 million recovered in major EFCC operations 

	Span

	2024 
	2024 
	2024 

	$9.3 billion crypto fraud (FBI IC3) 
	$9.3 billion crypto fraud (FBI IC3) 

	792 arrests in December nationwide EFCC cybercrime operation 
	792 arrests in December nationwide EFCC cybercrime operation 

	Span


	 
	Table 2.1 illustrates the dramatic growth in reported losses from cryptocurrency-related fraud in the United States, much of which involves romance scams, alongside evidence of growing enforcement activity in Nigeria. Nigeria does not maintain a centralized public reporting system equivalent to the FTC or FBI IC3; consequently, Nigerian figures reflect enforcement activity and recovery disclosures rather than comprehensive national loss estimates. 
	2.2 Cryptocurrency Use in Online Romance Fraud 
	The integration of cryptocurrency into online romance fraud represents a significant evolution in offender tactics, reshaping both the scale of victimization and the challenges faced by law enforcement. While traditional romance fraud operations relied on wire transfers, prepaid debit cards, and networks of money mules to receive and launder proceeds, contemporary schemes increasingly direct victims to purchase cryptocurrency and transfer it to wallet addresses controlled by offenders. 
	This shift offers several advantages from an offender's perspective. Cryptocurrency transactions occur nearly instantaneously, regardless of geographic distance, eliminating delays associated with international wire transfers and reducing opportunities for financial institutions to intercept suspicious transactions. Digital assets can be transferred without intermediaries such as banks that are subject to anti-money laundering regulations and suspicious activity reporting requirements. Cryptocurrencies offe
	From a victim's perspective, cryptocurrency introduces additional layers of complexity and vulnerability. Many romance fraud victims, particularly older adults, have limited familiarity with digital assets and rely on others' instructions to purchase and transfer cryptocurrency. 
	Offenders often direct victims to Bitcoin ATMs, cryptocurrency exchanges, or peer-to-peer trading platforms, walking them through the process via phone or messaging apps. This guided process creates an illusion of legitimacy and reduces the likelihood that victims will question the unusual payment method. Once cryptocurrency is transferred to an end user's wallet, recovery becomes extremely difficult, as transactions are irreversible and many exchanges operate in jurisdictions that offer limited cooperation
	Research examining which cryptocurrencies are most commonly used in romance fraud has identified Bitcoin as the dominant payment method, followed by Ethereum, Tether (a stable coin), and other altcoins. Bitcoin's widespread availability, established infrastructure, including ATMs and exchange platforms, and name recognition among the general public make it the default 
	choice for many offenders, who instruct victims on how to send payments. However, contrary to popular perception, Bitcoin is not anonymous and is increasingly traceable through blockchain analytics. 
	Bitcoin operates on a public, transparent blockchain where every transaction is permanently recorded and visible to anyone with internet access. Each transaction includes the sending address, receiving address, amount transferred, and timestamp. While addresses are pseudonymous (consisting of alphanumeric strings rather than names), several factors make Bitcoin traceable in practice. First, when users purchase Bitcoin through regulated exchanges, they must complete know-your-customer (KYC) verification, inc
	Law enforcement agencies increasingly use blockchain tracing to investigate cryptocurrency-enabled crimes. The FBI, Drug Enforcement Administration (DEA), Internal Revenue Service Criminal Investigation Division (IRS-CI), and other U.S. federal agencies maintain licenses for commercial blockchain analytics platforms and have developed specialized units with expertise in cryptocurrency investigations. These tools have enabled successful investigations into major darknet marketplaces, ransomware operations, a
	offenders converted cryptocurrency to fiat currency or linking wallet addresses to KYC-verified exchange accounts. 
	However, the effectiveness of blockchain tracing depends on several factors. Privacy-focused cryptocurrencies such as Monero, Zcash, and Dash use cryptographic techniques to obscure transaction details, making them significantly harder to trace than Bitcoin. Mixing services (also called tumblers) pool together cryptocurrency from multiple users and redistribute it, breaking the direct link between sending and receiving addresses. Decentralized exchanges and peer-to-peer trading platforms may lack KYC requir
	Table 2.2 Cryptocurrency Types and Traceability Characteristics 
	Cryptocurrency 
	Cryptocurrency 
	Cryptocurrency 
	Cryptocurrency 

	Traceability 
	Traceability 

	Key Characteristics 
	Key Characteristics 

	Span

	Bitcoin (BTC) 
	Bitcoin (BTC) 
	Bitcoin (BTC) 

	High 
	High 

	Public blockchain; widely used; extensive analytics tools 
	Public blockchain; widely used; extensive analytics tools 

	Span

	Ethereum (ETH) 
	Ethereum (ETH) 
	Ethereum (ETH) 

	High 
	High 

	Public blockchain; smart-contract functionality; traceable 
	Public blockchain; smart-contract functionality; traceable 

	Span

	Tether (USDT) 
	Tether (USDT) 
	Tether (USDT) 

	High 
	High 

	Stablecoin, typically issued on traceable blockchains 
	Stablecoin, typically issued on traceable blockchains 

	Span

	Monero (XMR) 
	Monero (XMR) 
	Monero (XMR) 

	Very Low 
	Very Low 

	Privacy coin; obscures transaction details 
	Privacy coin; obscures transaction details 

	Span

	Zcash (ZEC) 
	Zcash (ZEC) 
	Zcash (ZEC) 

	Low 
	Low 

	Optional privacy features; less commonly used 
	Optional privacy features; less commonly used 

	Span


	 
	Table 2 summarizes the traceability characteristics of cryptocurrencies commonly encountered in fraud investigations. Understanding these technical distinctions is crucial for enforcement agencies developing investigative strategies and for policymakers considering regulatory interventions. 
	The literature on cryptocurrency use in online romance fraud demonstrates that while digital assets create new challenges for law enforcement, they also create new investigative opportunities through blockchain tracing. However, existing research provides limited insight into how enforcement actors across jurisdictions perceive and respond to these challenges, the specific tools and tactics they employ, and how institutional capacity and regulatory frameworks shape investigative effectiveness—gaps that the 
	2.3 Nigeria: Enforcement Landscape and Cryptocurrency-Enabled Romance Fraud 
	Nigeria has gained international attention for both its high levels of cryptocurrency adoption and its role as a significant source country for various forms of cybercrime, including online romance fraud. Understanding Nigeria's enforcement landscape requires examining the country's regulatory framework, institutional capacity, and the specific dynamics of cryptocurrency-enabled crime. 
	2.4 Cryptocurrency Adoption in Nigeria 
	Nigeria’s regulatory approach to cryptocurrency has been widely characterized as inconsistent and institutionally fragmented (Financial Action Task Force [FATF], 2022). In February 2021, the Central Bank of Nigeria (CBN) issued a circular directing banks and other financial institutions to cease facilitating cryptocurrency transactions and to close accounts associated with cryptocurrency exchanges (Central Bank of Nigeria [CBN], 2021). The CBN cited 
	concerns regarding money laundering, terrorist financing, consumer protection risks, and potential threats to monetary policy and financial stability (CBN, 2021). Importantly, the directive did not criminalize cryptocurrency ownership or peer-to-peer trading; rather, it restricted banking sector participation. As a result, cryptocurrency activity shifted toward peer-to-peer (P2P) markets and informal channels operating outside direct banking oversight (FATF, 2022; Chainalysis, 2023). 
	In parallel, the Securities and Exchange Commission (SEC) Nigeria had earlier asserted regulatory authority over certain categories of digital assets. In September 2020, the SEC issued a public statement classifying digital assets that qualify as securities under Nigerian law and announcing its intention to regulate initial coin offerings and virtual asset service providers (Securities and Exchange Commission Nigeria [SEC Nigeria], 2020). This overlapping regulatory posture between the CBN and SEC Nigeria c
	2.5 Romance Fraud and "Yahoo Boys" 
	Nigeria has a well-documented history of online fraud, colloquially referred to as “Yahoo Boys,” a term commonly used to describe young Nigerian men engaged in internet-based fraud schemes (Tade & Aliyu, 2011; Olayemi, 2014). The label originally referred to email-based advance-fee fraud—often associated with the so-called “419 scams,” named after Section 419 of Nigeria’s Criminal Code addressing fraud offenses (Smith, 2007; Tade & Aliyu, 2011). While early schemes primarily involved deceptive emails promis
	Romance fraud operations in Nigeria range from individual offenders working independently to highly organized criminal networks. Empirical research and law enforcement investigations document the professionalization of some cybercrime groups, including structured recruitment, training in scripted communication, shared digital assets such as photograph libraries, and coordinated financial management (Tade & Aliyu, 2011; Whitty, 2019; United Nations Office on Drugs and Crime [UNODC], 2021). Recent enforcement
	The integration of cryptocurrency into these operations has been increasingly documented in both enforcement reporting and blockchain analytics research (Chainalysis, 2023; EFCC, 2024). The Economic and Financial Crimes Commission (EFCC), Nigeria’s primary financial crime enforcement agency, has conducted multiple high-profile arrests and prosecutions involving cryptocurrency-enabled romance fraud. In December 2024, the EFCC reported the arrest of 792 individuals suspected of involvement in cryptocurrency-r
	Enforcement reports indicate that proceeds from romance fraud are increasingly routed through cryptocurrency channels. Offenders often instruct victims to purchase Bitcoin or other 
	digital assets through exchanges or cryptocurrency ATMs and transfer funds to wallets controlled by fraud networks (FBI, 2024; Chainalysis, 2023). Funds may then be layered through multiple wallets, converted into alternative cryptocurrencies, or transferred to exchange accounts for liquidation into Nigerian Naira or other fiat currencies. In some cases, peer-to-peer (P2P) trading platforms are used to convert cryptocurrency into cash outside traditional banking channels, complicating enforcement visibility
	2.6 Enforcement Capacity and Challenges 
	Nigeria’s enforcement capacity to investigate cryptocurrency-enabled romance fraud has expanded in recent years, although significant structural constraints remain. The Economic and Financial Crimes Commission (EFCC) has developed specialized cybercrime and digital forensics units and has pursued prosecutions involving online fraud and cryptocurrency-enabled money laundering (Economic and Financial Crimes Commission [EFCC], 2024; Financial Action Task Force [FATF], 2022). The agency has also strengthened co
	However, enforcement effectiveness remains constrained by multiple institutional factors. 
	Access to advanced blockchain analytics tools in Nigeria is comparatively limited relative to enforcement agencies in the United States and Europe, which routinely maintain commercial licenses for platforms such as Chainalysis and Elliptic (Chainalysis, 2023; FATF, 2022). While Nigerian authorities have increasingly sought to procure digital forensic and tracing technologies, international assessments note continuing capacity gaps in technical infrastructure and training (FATF, 2022; UNODC, 2021). 
	Technical expertise in cryptocurrency investigations tends to be concentrated within specialized units rather than diffused across the broader enforcement system, limiting scalability (FATF, 2022). Additionally, coordination with foreign cryptocurrency exchanges to obtain user identification records and transaction histories may be delayed by mutual legal assistance processes, jurisdictional complexities, and bureaucratic procedures common in cross-border financial crime investigations (Levi, 2017; INTERPOL
	Regulatory fragmentation further complicates enforcement. Overlapping mandates among the Central Bank of Nigeria (CBN), Securities and Exchange Commission (SEC Nigeria), Nigerian Financial Intelligence Unit (NFIU), and EFCC have created institutional ambiguity in digital asset governance (FATF, 2022). The CBN’s 2021 directive restricting bank facilitation of cryptocurrency transactions shifted substantial activity into peer-to-peer (P2P) markets, which often lack centralized transaction monitoring and forma
	Resource constraints also affect enforcement capacity. While the EFCC has invested in digital forensic infrastructure and cybercrime task forces, funding limitations restrict procurement of advanced analytics software, large-scale training programs, and sustained international collaboration initiatives (UNODC, 2021; FATF, 2022). Moreover, cryptocurrency-enabled romance fraud competes with corruption, terrorism financing, and other financial crimes for investigative attention and resources. 
	Despite these challenges, Nigerian enforcement agencies have demonstrated growing institutional commitment to addressing cryptocurrency-enabled crime. The scale of recent enforcement operations-including the December 2024 arrest of nearly 800 individuals linked to organized cybercrime networks-signals increasing prioritization of digital financial crime within national enforcement strategy (EFCC, 2024; Reuters, 2024). Ongoing regulatory reforms and international capacity-building partnerships suggest potent
	Table 2.3 Enforcement Agencies and Mandates: Nigeria vs. United States 
	Agency Function 
	Agency Function 
	Agency Function 
	Agency Function 

	Nigeria 
	Nigeria 

	United States (Federal) 
	United States (Federal) 

	Span

	Primary AML/CFT 
	Primary AML/CFT 
	Primary AML/CFT 

	NFIU 
	NFIU 

	FinCEN 
	FinCEN 

	Span

	Financial Crime Investigation 
	Financial Crime Investigation 
	Financial Crime Investigation 

	EFCC 
	EFCC 

	FBI, IRS-CI 
	FBI, IRS-CI 

	Span

	Securities Regulation 
	Securities Regulation 
	Securities Regulation 

	SEC Nigeria 
	SEC Nigeria 

	SEC 
	SEC 

	Span

	Banking Oversight 
	Banking Oversight 
	Banking Oversight 

	Central Bank of Nigeria 
	Central Bank of Nigeria 

	Federal Reserve, OCC 
	Federal Reserve, OCC 

	Span

	Prosecution 
	Prosecution 
	Prosecution 

	EFCC, Attorney General 
	EFCC, Attorney General 

	DOJ 
	DOJ 

	Span


	 
	Table 2.3 compares the primary enforcement and regulatory agencies responsible for addressing cryptocurrency-enabled financial crime in Nigeria and the United States. While both systems involve multiple agencies with complementary mandates, differences in regulatory clarity, institutional capacity, and inter-agency coordination create distinct enforcement dynamics that this study seeks to explore. 
	2.7 United States: Federal Enforcement Framework and Romance Fraud 
	The United States has developed one of the world's most sophisticated enforcement frameworks for addressing cryptocurrency-enabled crime, including online romance fraud. 
	Understanding the U.S. system requires examining the federal regulatory structure, the mandates of enforcement agencies, investigative capabilities, and ongoing challenges. 
	Federal Regulatory Framework 
	At the federal level, cryptocurrency regulation in the United States is distributed across multiple agencies with overlapping but complementary authorities (Brummer & Kiviat, 2019; Congressional Research Service [CRS], 2023). The Securities and Exchange Commission (SEC) regulates digital assets that qualify as securities under federal securities laws and has brought enforcement actions against unregistered token offerings, fraudulent investment schemes, and non-compliant cryptocurrency exchanges (Congressio
	The Financial Crimes Enforcement Network (FinCEN), a bureau within the U.S. 
	Department of the Treasury, requires certain cryptocurrency businesses to register as money services businesses and comply with Bank Secrecy Act (BSA) obligations, including anti-money laundering (AML) programs, customer identification procedures, and suspicious activity reporting (Financial Crimes Enforcement Network [FinCEN], 2019; CRS, 2023). 
	The Department of Justice (DOJ) prosecutes criminal violations involving cryptocurrency, including fraud, money laundering, sanctions evasion, and ransomware-related offenses (U.S. Department of Justice [DOJ], 2023). The Federal Bureau of Investigation (FBI) investigates 
	cryptocurrency-enabled cybercrimes such as romance fraud, business email compromise, ransomware, and darknet marketplace activity (FBI, 2024). The Internal Revenue 
	Service Criminal Investigation Division (IRS-CI) investigates tax evasion and financial crimes involving digital assets (IRS-CI, 2023). Other federal agencies—including the Drug Enforcement Administration (DEA) and the Department of Homeland Security (DHS)—also conduct cryptocurrency-related investigations within their statutory mandates (CRS, 2023). 
	This multi-agency framework creates both strengths and challenges. Specialization enables agencies to develop expertise in securities enforcement, commodities regulation, anti-money laundering compliance, tax investigation, and criminal prosecution (Brummer & Kiviat, 2019). Inter-agency task forces and joint investigations facilitate coordination in major cases (DOJ, 2023). However, the distributed nature of authority can create jurisdictional ambiguities, particularly for emerging digital asset business mo
	Enforcement Capabilities and Tools. U.S. federal enforcement agencies have invested substantially in digital forensic capacity and blockchain analytics to address cryptocurrency-enabled crime. Over the past decade, the Federal Bureau of Investigation (FBI), Internal Revenue Service Criminal Investigation Division (IRS-CI), and other agencies have developed specialized cybercrime units equipped to trace digital asset transactions and conduct cryptocurrency-related financial investigations (Federal Bureau of 
	Blockchain-based cryptocurrencies such as Bitcoin operate on public ledgers that permanently record transaction histories. Investigators use blockchain analytics software to trace transaction flows, identify wallet clustering patterns, and detect exchange interaction points 
	(Möser, Böhme, & Breuker, 2013; Huang et al. 2018). Commercial analytics firms—including Chainalysis, Elliptic, and TRM Labs—provide law enforcement with tools that map cryptocurrency transactions and assist in identifying addresses linked to criminal activity (Chainalysis, 2023). Federal agencies routinely reference blockchain tracing in public indictments and seizure actions involving ransomware, darknet marketplaces, and fraud schemes (U.S. Department of Justice [DOJ], 2023). 
	The Department of Justice has emphasized cryptocurrency enforcement as a strategic priority, establishing the National Cryptocurrency Enforcement Team (NCET) to coordinate complex digital asset investigations involving money laundering, sanctions evasion, and cyber-enabled financial crime (DOJ, 2023). Prosecutors increasingly rely on blockchain tracing evidence to support criminal charges and asset forfeiture actions (DOJ, 2023). 
	The IRS-CI has played a central role in cryptocurrency tracing investigations, particularly in cases involving tax evasion and money laundering (IRS-CI, 2023). Public reports document the agency’s involvement in major cryptocurrency seizures, including recovery of digital assets associated with ransomware and darknet marketplace activity (DOJ, 2023). 
	In addition to blockchain tracing, federal enforcement benefits from strong legal authorities to compel information from cryptocurrency exchanges operating within U.S. jurisdiction. Exchanges registered as money services businesses must comply with Bank Secrecy Act (BSA) requirements, including customer identification (KYC) procedures and suspicious activity reporting (Financial Crimes Enforcement Network [FinCEN], 2019). Subpoenas, court orders, and search warrants enable investigators to obtain customer a
	International cooperation mechanisms further enhance enforcement capacity. Mutual legal assistance treaties (MLATs), direct agency-to-agency collaboration, and participation in INTERPOL cybercrime initiatives facilitate cross-border evidence gathering (Levi, 2017; INTERPOL, 2023). Nevertheless, scholars note that cross-border cryptocurrency investigations remain complex due to jurisdictional differences in regulatory frameworks and the rapid movement of funds across exchanges in multiple countries (Levi, 20
	Despite these capabilities, enforcement challenges persist. The decentralized nature of cryptocurrency markets allows funds to be transferred to exchanges in jurisdictions with weaker regulatory oversight or limited KYC compliance (FATF, 2022). Privacy-enhancing technologies, including mixing services and privacy-focused cryptocurrencies, can further complicate tracing efforts (FATF, 2022). Additionally, the volume of reported cryptocurrency-related fraud—exceeding $9.3 billion in reported losses in 2023—pl
	Romance Fraud Enforcement in the United States. The Federal Bureau of Investigation (FBI) serves as the lead federal agency for investigating romance fraud, typically prosecuting such schemes under wire fraud (18 U.S.C. § 1343), conspiracy, and related federal offenses (U.S. Department of Justice [DOJ], 2023). The FBI’s Internet Crime Complaint Center (IC3) received more than 17,800 complaints specifically categorized as confidence/romance fraud in 2023, with reported losses exceeding $652 million for that 
	billion, increasing to $9.3 billion in 2024, representing more than half of total reported fraud losses (FBI, 2024). 
	When cases involve cryptocurrency, investigators employ blockchain analytics to trace victim payments through transaction chains, identify wallet addresses where funds accumulate, and determine points at which cryptocurrency intersects with regulated exchanges subject to know-your-customer (KYC) requirements (Möser, Böhme, & Breuker, 2013; Huang et al., 2018; Chainalysis, 2023). Prosecutors have relied on blockchain tracing evidence in multiple high-profile cases, including prosecutions involving cryptocurr
	Successful prosecutions demonstrate the evidentiary utility of blockchain analysis. U.S. 
	Attorneys’ Offices have obtained convictions and multi-million-dollar forfeiture judgments in cases where investigators traced cryptocurrency payments from victims through layered wallet transfers to exchange accounts controlled by offenders, then used exchange KYC records to establish identity (DOJ, 2023). In certain cases, international coordination facilitated the arrest and extradition of offenders operating abroad, including defendants located in West Africa (DOJ, 2023; Levi, 2017). 
	However, significant enforcement challenges persist. Romance fraud frequently involves offenders operating from jurisdictions with limited law enforcement cooperation or prolonged mutual legal assistance treaty (MLAT) processes (Levi, 2017; INTERPOL, 2023). Even when blockchain tracing identifies foreign exchange endpoints, delays in obtaining records or executing cross-border warrants may impede prosecution (Congressional Research Service [CRS], 2023). The decentralized structure of cryptocurrency markets 
	exchanges in multiple jurisdictions, including those with minimal regulatory oversight or weak KYC enforcement, thereby complicating asset recovery (Financial Action Task Force [FATF], 2022). 
	The volume of reported cases also strains enforcement capacity. In 2023, IC3 received over 880,000 total complaints across all categories of cyber-enabled crime, representing reported losses exceeding $12.5 billion (FBI, 2024). Resource allocation requires prioritization based on loss magnitude, evidentiary strength, and prosecutorial feasibility. As a result, smaller-dollar romance fraud cases may receive limited investigative attention. 
	Recovery of stolen cryptocurrency presents additional obstacles. Federal courts may issue criminal forfeiture and civil forfeiture orders when digital assets are traceable to criminal conduct (18 U.S.C. §§ 981, 982), but offenders frequently transfer funds to foreign exchanges or convert assets before seizure actions can be executed (DOJ, 2023; FATF, 2022). Civil forfeiture proceedings may take months or years, reducing the likelihood of full victim restitution. 
	Despite these constraints, U.S. enforcement agencies continue to expand cryptocurrency-focused initiatives. The DOJ established the National Cryptocurrency Enforcement Team (NCET) to coordinate complex digital asset investigations (DOJ, 2023). Federal agencies also partner with financial institutions and cryptocurrency exchanges to enhance suspicious activity reporting and rapid response mechanisms (FinCEN, 2019; CRS, 2023). Public awareness campaigns, including FBI fraud alerts and IC3 reporting initiative
	The U.S. federal enforcement framework is widely regarded as one of the most institutionally developed systems for addressing cryptocurrency-enabled crime (Brummer & Kiviat, 2019). Nonetheless, the transnational character of romance fraud, the technical complexity 
	of blockchain investigations, and the rapid evolution of decentralized financial markets ensure that enforcement challenges persist even within this comparatively advanced regulatory environment (FATF, 2022; Levi, 2017). 
	2.8 Theoretical Framework: Routine Activity Theory and Situational Crime Prevention 
	This study draws on two complementary criminological perspectives: routine activity theory (RAT) and situational crime prevention (SCP). They are used here as interpretive lenses rather than as hypotheses to be tested, helping to frame how cryptocurrency reshapes opportunities for online romance fraud and how enforcement practices and regulatory arrangements may operate as forms of guardianship and constraint. 
	Routine Activity Theory 
	Routine activity theory, developed by Cohen and Felson (1979), argues that crime occurs when three elements converge in time and space: a motivated offender, a suitable target, and the absence of capable guardianship. This perspective shifts the analytical focus from endogenous motivation to opportunity structures, suggesting that crime rates can be influenced by changing the availability of suitable targets or the presence of capable guardians, even without addressing underlying motivations. 
	In the context of cryptocurrency-enabled online romance fraud, RAT provides a framework for understanding how technology reshapes each element of the crime triangle: Motivated offenders include individuals and organized networks engaged in romance fraud. 
	While offender motivation stems from various factors, such as economic need, low perceived risk of detection, social learning within criminal networks, and low moral inhibition regarding fraud against foreign victims, RAT treats motivation as constant and focuses analytical attention on how opportunities either enable or constrain motivated offenders. 
	Suitable targets in romance fraud are individuals who use online dating platforms, social media, or messaging apps, and who have financial resources that can be extracted through manipulation. Target suitability is enhanced by factors including emotional vulnerability (e.g., recent life transitions such as divorce or bereavement), social isolation, low awareness of fraud tactics, and cognitive biases such as optimism bias and the sunk cost fallacy, which lead victims to continue investing in fraudulent rela
	Capable guardianship comprises surveillance, monitoring, and intervention mechanisms that make crime more difficult and risky for offenders. In traditional crime settings, guardianship includes formal actors such as police and security personnel, as well as informal guardians, including neighbors and bystanders, and target-hardening measures such as locks and alarms. In the context of cryptocurrency-enabled romance fraud, guardianship operates at multiple levels: 
	Platform-Level Guardianship. Dating websites and social media platforms that monitor for fake profiles, suspicious messaging patterns, and fraud warnings provide initial guardianship. However, offenders often move conversations to private channels quickly to evade platform monitoring. 
	Financial Institution Guardianship. Banks and payment processors that flag unusual transactions and contact customers about potential fraud serve as guardians in traditional wire transfer schemes. However, the CBN's banking restrictions in Nigeria and the use of P2P cryptocurrency markets in both countries reduce this layer of guardianship by moving transactions outside monitored financial channels. 
	Exchange-Level Guardianship. Cryptocurrency exchanges that implement KYC requirements, transaction monitoring, and suspicious activity reporting function as guardians by increasing the risk of offender identification and creating records that law enforcement can trace. However, the availability of exchanges with weak or nonexistent KYC, particularly in jurisdictions with minimal regulatory oversight, creates gaps in oversight that offenders exploit. 
	Regulatory Guardianship. Laws, regulations, and enforcement agencies constitute formal guardianship mechanisms that establish rules, monitor compliance, investigate violations, and impose sanctions. The effectiveness of regulatory guardianship depends on the clarity of legal frameworks, the adequacy of enforcement resources, technical capacity for blockchain tracing, and the ability to coordinate across agencies and jurisdictions. 
	Victim Self-Guardianship. Individual awareness of fraud tactics, skepticism toward unusual payment requests, and a willingness to verify the authenticity of the relationship before sending money represent important guardianship at the target level. Public awareness campaigns and fraud warnings aim to strengthen victim self-guardianship. 
	By comparing Nigeria and the United States, this study examines how different configurations of guardianship—shaped by regulatory frameworks, enforcement capacity, and institutional coordination—created opportunities for cryptocurrency-enabled romance fraud. 
	Nigeria's regulatory fragmentation, the CBN banking restrictions that pushed cryptocurrency activity into P2P markets, limited access to blockchain tracing tools, and resource constraints in enforcement agencies all contribute to reduced guardianship compared to the U.S. federal system's coordinated multi-agency framework, advanced investigative technology, and strong exchange oversight. 
	In its original form, RAT would suggest that reduced guardianship is associated with expanded criminal opportunity. This thesis does not test that proposition directly. Instead, it uses the concept of guardianship as a heuristic for interpreting how participants described regulatory gaps, tracing capacity, exchange compliance, and institutional response across the two countries. 
	Situational Crime Prevention 
	(SCP), developed by Clarke (1980, 1995), emphasizes how modifications to immediate environmental conditions can reduce crime opportunities by making offenses more difficult, risky, or less rewarding for offenders. SCP is closely related to RAT but focuses specifically on identifying actionable intervention strategies. 
	Clarke's framework identifies categories of situational techniques that can prevent crime: 
	1. Increase effort: Make it harder for offenders to complete crimes (e.g., target hardening, access controls, detecting offenders). 
	1. Increase effort: Make it harder for offenders to complete crimes (e.g., target hardening, access controls, detecting offenders). 
	1. Increase effort: Make it harder for offenders to complete crimes (e.g., target hardening, access controls, detecting offenders). 

	2. Increase risks: Make it more likely offenders will be detected or apprehended (e.g., surveillance, formal guardianship, employee screening). 
	2. Increase risks: Make it more likely offenders will be detected or apprehended (e.g., surveillance, formal guardianship, employee screening). 

	3. Reduce rewards: Diminish the benefits offenders gain from crime (e.g., removing targets, identifying property, disrupting markets). 
	3. Reduce rewards: Diminish the benefits offenders gain from crime (e.g., removing targets, identifying property, disrupting markets). 

	4. Reduce provocations: Minimize factors that motivate or trigger offending (e.g., reducing frustrations, avoiding disputes, discouraging imitation). 
	4. Reduce provocations: Minimize factors that motivate or trigger offending (e.g., reducing frustrations, avoiding disputes, discouraging imitation). 


	5. Remove excuses: Eliminate justifications offenders use to rationalize criminal behavior (e.g., setting rules, posting instructions, alerting conscience). 
	5. Remove excuses: Eliminate justifications offenders use to rationalize criminal behavior (e.g., setting rules, posting instructions, alerting conscience). 
	5. Remove excuses: Eliminate justifications offenders use to rationalize criminal behavior (e.g., setting rules, posting instructions, alerting conscience). 


	Applied to cryptocurrency-enabled romance fraud, SCP provides a framework for analyzing how enforcement practices and regulatory measures function as situational interventions. Below I give examples of ways SCP approaches in each of the five categories could be used to address the use of cryptocurrency in online romance fraud. 
	Increasing Effort. Exchange KYC requirements can make it harder for offenders to open accounts and cash out proceeds anonymously. Banking restrictions in Nigeria (intended to control cryptocurrency) may inadvertently decrease activity by pushing it to less-regulated P2P markets where oversight is minimal. Multi-factor authentication and identity verification on exchanges increases the effort required to create fraudulent accounts. 
	Increasing Risks. Blockchain analytics tools increase the risk that transactions will be traced and offenders identified. Suspicious activity reporting by exchanges increases detection risk by alerting law enforcement to unusual patterns. International law enforcement cooperation and MLATs increase the risk that offenders operating from foreign jurisdictions will be identified and prosecuted. Public registries often require disclosures, increasing perceived risk by demonstrating that authorities successfull
	Reducing Rewards. Asset forfeiture and seizure mechanisms reduce rewards by enabling recovery of stolen cryptocurrency. Freezing of exchange accounts when criminal activity is detected prevents offenders from accessing proceeds. Rapid victim reporting and law enforcement response can enable intervention before offenders move or convert funds. 
	Reducing Provocations. Public awareness campaigns that educate potential victims about romance fraud tactics may reduce the pool of susceptible targets, indirectly reducing offender motivation. 
	Removing Excuses. Clear regulatory frameworks that explicitly define cryptocurrency-related obligations remove ambiguity that might allow offenders to claim ignorance. Terms of service on dating platforms that prohibit fraud and financial solicitation establish clear rules. Fraud warnings displayed by exchanges when users initiate transactions to suspicious addresses alert users and remove the offender's ability to claim victims acted willingly. 
	The comparative analysis between Nigeria and the United States allows this study to examine which situational interventions are present in each jurisdiction, how effectively they are implemented, and their perceived impact on offender behavior and enforcement outcomes. For example, while both countries have legal frameworks prohibiting fraud, the U.S. federal system provides clearer regulatory guidance on cryptocurrency business obligations, greater use of blockchain tracing (increasing risk), and stronger 
	Taken together, RAT and SCP offer a useful conceptual vocabulary for interpreting how cryptocurrency can reshape criminal opportunity and how enforcement practices may alter effort, risk, and reward. In this thesis, however, those frameworks remain interpretive rather than predictive: the qualitative analysis is used to understand practitioner accounts and institutional patterns, not to test whether the theories hold in a formal hypothesis-testing sense. 
	2.9 Comparative Enforcement Studies and Research Gaps 
	Comparative criminology examines how criminal justice systems, crime patterns, and enforcement practices differ across jurisdictions, seeking to identify context-specific determinants and broader structural patterns (Nelken, 2010; Tonry, 2011). While substantial scholarship compares policing models, judicial systems, and correctional institutions across countries (Nelken, 2010; Tonry, 2011), comparatively less attention has been devoted to how enforcement agencies respond to transnational cybercrimes enable
	Existing comparative research on cryptocurrency governance has focused primarily on legal classification and regulatory design rather than operational enforcement practices. Scholars have examined how jurisdictions classify digital assets as securities, commodities, or payment instruments, how licensing regimes are imposed on exchanges, and how central banks conceptualize cryptocurrency in relation to monetary sovereignty and financial stability (Brummer & Kiviat, 2019; Congressional Research Service [CRS],
	Research on international cybercrime enforcement has documented substantial challenges arising from jurisdictional fragmentation, delays in mutual legal assistance treaty (MLAT) processes, evidentiary standards across legal systems, and disparities in technical capacity between developed and developing countries (Levi, 2017; UNODC, 2021; INTERPOL, 2023). 
	However, much of this scholarship treats cybercrime as a broad category—including ransomware, hacking, intellectual property theft, and online fraud without examining how specific offense types, such as cryptocurrency-enabled romance fraud, create distinct investigative dynamics (Levi, 2017; UNODC, 2021). 
	The literature on online romance fraud, reviewed in Sections 2.2 and 2.3, has primarily focused on victim demographics, offender tactics, emotional manipulation strategies, and financial losses (Whitty, 2019; Buchanan & Whitty, 2014; Cross, 2020). Although some recent enforcement reports note the increasing use of cryptocurrency in romance scams (Federal Bureau of Investigation [FBI], 2024; Chainalysis, 2023), few peer-reviewed studies have examined in depth how digital assets reshape enforcement strategies
	Moreover, most romance fraud scholarship is single-jurisdictional, concentrating on the United States, United Kingdom, or Australia (Whitty, 2019; Cross, 2020), rather than conducting systematic cross-national comparisons of enforcement practices across jurisdictions with differing institutional capacities and regulatory maturity. Several research gaps emerge from this literature. 
	First, existing scholarship lacks a detailed comparative examination of how enforcement actors in different jurisdictions perceive and respond to cryptocurrency-enabled romance fraud. 
	While aggregate statistics document the scale of reported losses (FBI, 2024; FTC, 2023) and regulatory texts outline formal institutional frameworks (CRS, 2023; FATF, 2022), little research has systematically analyzed practitioner perspectives regarding how cryptocurrency affects investigative workflows, evidentiary strategies, and cross-border coordination (Levi, 2017). 
	Second, much scholarship treats cryptocurrency as a uniform technological category, without sufficiently distinguishing between digital assets with differing levels of traceability, privacy features, and regulatory treatment (Möser et al., 2013; FATF, 2022). The traceability of Bitcoin and Ethereum through blockchain analytics contrasts sharply with privacy-enhancing technologies such as Monero, yet this heterogeneity is rarely integrated into criminological analysis of enforcement strategy (Huang et al., 2
	Third, comparative research has not adequately examined how regulatory fragmentation versus coordination influences enforcement effectiveness. Nigeria’s multi-agency structure involving the Central Bank of Nigeria (CBN), Securities and Exchange Commission (SEC Nigeria), Nigerian Financial Intelligence Unit (NFIU), and Economic and Financial Crimes Commission (EFCC) reflects overlapping mandates and evolving jurisdictional authority (CBN, 2021; FATF, 2022). By contrast, the United States’ federal system dist
	Fourth, theoretical applications of Routine Activity Theory (Cohen & Felson, 1979) and Situational Crime Prevention (Clarke, 1995) to cybercrime have emphasized online opportunity structures and target suitability (Bossler & Holt, 2009), but have not sufficiently incorporated cryptocurrency’s distinctive features—such as blockchain transparency, exchange regulation, and transnational asset mobility—as evolving forms of guardianship and opportunity mediation (FATF, 2022; Möser et al., 2013). 
	Finally, existing research provides limited context-sensitive guidance for policymakers and enforcement agencies in developing countries seeking to strengthen responses to cryptocurrency-enabled crime. While international bodies such as FATF issue recommendations regarding virtual asset service providers (FATF, 2022), implementation challenges vary significantly based on institutional capacity, regulatory coherence, and resource availability (UNODC, 2021). Few empirical studies examine how enforcement actor
	This study addresses these gaps through a qualitative comparative analysis of enforcement practices in Nigeria and the United States. By centering enforcement stakeholder perspectives, comparing jurisdictions with distinct institutional capacities and regulatory trajectories, and grounding analysis in established criminological theory (Cohen & Felson, 1979; Clarke, 1995), the research seeks to generate insights with both theoretical and policy relevance. 
	CHAPTER III: RESEARCH METHODOLOGY 
	This chapter presents the research methodology guiding data collection and analysis for this comparative study of enforcement practices related to cryptocurrency-enabled online romance fraud in Nigeria and the United States. The chapter outlines the philosophical foundations of the research, justifies the methodological design, and details procedures for data collection, analysis, and strategies to ensure rigor and ethical compliance. 
	The study employs a qualitative comparative case study design grounded in an interpretivist research philosophy and an inductive analytical approach. Interpretivism assumes that social reality is constructed through human interpretation and meaning-making rather than existing as an objective, observer-independent phenomenon (Schwandt, 2014; Crotty, 1998). 
	Because enforcement practices are shaped not only by formal legal structures but by how institutional actors interpret technological change, regulatory mandates, and organizational constraints, an interpretivist framework is appropriate for understanding practitioner perspectives. 
	The study adopts an inductive qualitative approach to theory development. Rather than testing predetermined hypotheses, the analysis identifies themes and patterns that emerge from empirical interview data (Thomas, 2006; Charmaz, 2014). Interview transcripts were analyzed using reflexive thematic analysis following the procedures outlined by Braun and Clarke (2006, 2021). The analytic process involved iterative coding of interview transcripts, identification of recurring patterns across participants, and th
	A comparative case study design is employed to examine enforcement practices across two national contexts. Case study research is particularly appropriate when investigating contemporary phenomena embedded within real-life institutional settings where contextual boundaries are not easily separated from the phenomenon under study (Yin, 2018). Comparative case analysis enhances explanatory depth by examining similarities and differences across bounded systems operating under distinct structural conditions (St
	Data were collected through semi-structured interviews conducted via phone and Email with law enforcement and regulatory professionals involved in investigating cryptocurrency-enabled financial crimes in Nigeria and the United States. This interview format allowed the researcher to ask follow-up questions, clarify participant responses, and explore emerging themes during the interview process. Semi-structured interviews are widely used in qualitative research because they allow for in-depth exploration of p
	Document analysis will supplement interview data and provide institutional context. 
	Documentary sources including enforcement press releases, policy statements, regulatory guidance documents, and court filings serve as important contextual data that can corroborate or illuminate interview findings (Bowen, 2009). 
	Data analysis will be conducted using reflexive thematic analysis, a method designed to identify, analyze, and interpret patterns within qualitative data (Braun & Clarke, 2006; Braun & 
	Clarke, 2021). The analytic process will involve iterative coding, theme development, cross-case comparison, and theoretical integration. Thematic analysis is well-suited to comparative qualitative research because it allows identification of both shared and divergent themes across cases. 
	Strategies to ensure trustworthiness will follow the criteria established by Lincoln and Guba (1985), including credibility, transferability, dependability, and confirmability. Techniques such as triangulation (Denzin, 1978), audit trails, reflexive memoing, and detailed contextual description will be employed to enhance rigor. Ethical considerations include informed consent, confidentiality protections, and secure data storage. Institutional Review Board (IRB) approval has been obtained prior to data colle
	3.1 Research Philosophy 
	This study is grounded in an interpretivist research philosophy, which holds that social reality is constructed through human interpretation, meaning-making, and interaction rather than existing as an objective, observer-independent truth. Interpretivism is particularly well-suited to research that seeks to understand how individuals perceive, experience, and make sense of complex social phenomena. 
	In the context of this study, interpretivism recognizes that enforcement responses to cryptocurrency-enabled romance fraud are shaped not only by formal laws and technical capabilities but also by how enforcement actors interpret their mandates, perceive the challenges they face, understand the technologies involved, and construct meaning around their successes and failures. For example, an investigator's perception of whether Bitcoin is "traceable" or 
	"anonymous" influences the investigative strategies they attempt, regardless of the technical reality. Similarly, perceptions of regulatory clarity, inter-agency cooperation, and international coordination shape how enforcement actors approach cases and allocate resources. 
	Interpretivism also acknowledges that the researcher plays an active role in constructing knowledge through interaction with research participants and interpretation of data. Rather than claiming to discover objective facts about enforcement practices, this study seeks to generate a contextually rich, theoretically informed understanding of how enforcement actors in Nigeria and the United States experience and respond to cryptocurrency-enabled romance fraud. 
	This philosophical stance contrasts with positivist approaches that treat social phenomena as objective realities measurable through standardized instruments and generalizable through statistical inference. While positivist methods have value for certain research questions—such as measuring crime rates or testing specific causal hypotheses—they are less well-suited to exploring the complex, contextual, and meaning-laden dynamics that characterize enforcement responses to emerging technologies. 
	3.2 Research Approach 
	The study employs an inductive research approach, moving from specific observations and empirical data toward broader patterns, thematic structures, and theoretical insights. Inductive reasoning is central to qualitative inquiry, particularly when investigating phenomena that are not yet fully theorized or when the goal is to generate or refine theoretical understanding rather than test predefined hypotheses (Thomas, 2006; Charmaz, 2014). Unlike deductive approaches, which begin with formal hypotheses deriv
	While this study is informed by established theoretical frameworks—Routine Activity Theory (Cohen & Felson, 1979) and Situational Crime Prevention (Clarke, 1995)—the research design remains inductive. These frameworks function as sensitizing concepts rather than rigid predictive models (Blumer, 1954). Sensitizing concepts provide a general interpretive lens that directs attention to relevant phenomena such as guardianship, opportunity structures, risk, and reward without constraining analysis to predetermin
	Rather than deriving specific hypotheses from Routine Activity Theory (RAT) and Situational Crime Prevention (SCP) and testing them deductively, the study used those frameworks as sensitizing concepts during data collection and interpretation. Ideas such as guardianship, opportunity, effort, risk, and reward helped shape the interview guide and later assisted in interpreting how participants described investigative constraints, regulatory gaps, exchange compliance, blockchain tracing, and inter-agency coord
	At the same time, the analysis remained open to themes not fully captured by RAT or SCP. Prior research in organizational criminology suggests that enforcement outcomes are also shaped by institutional resources, bureaucratic culture, political priorities, and inter- organizational dynamics (Levi, 2017). By allowing themes to emerge through systematic coding and iterative analysis (Braun & Clarke, 2006), the study was able to identify factors that extend beyond the initial conceptual framing. 
	The inductive approach also facilitates theory refinement. Qualitative research has long been recognized as essential for elaborating and modifying theoretical constructs in light of new empirical contexts (Charmaz, 2014; Thomas, 2006). Cryptocurrency introduces novel characteristics—such as blockchain transparency, decentralized exchange architecture, and rapid cross-border transferability—that were not contemplated in early formulations of Routine 
	Activity Theory (Cohen & Felson, 1979) or Situational Crime Prevention (Clarke, 1995). By grounding analysis in enforcement practitioner accounts, the study seeks to contribute empirically informed insights that may inform future theoretical development in cybercrime scholarship. 
	3.3 Research Design 
	The study employs a qualitative comparative case study design, treating Nigeria and the United States as analytically bounded cases for in-depth examination and systematic comparison. 
	Case study research is particularly appropriate when investigating contemporary phenomena embedded within real-life institutional contexts where the boundaries between the phenomenon and its environment are not clearly separable (Yin, 2018). Cryptocurrency-enabled romance fraud enforcement is deeply shaped by regulatory frameworks, institutional capacity, legal authority, and international cooperation structures; thus, understanding enforcement responses requires contextualized analysis rather than decontex
	A qualitative design is appropriate because the guiding areas of inquiry seek to understand how enforcement actors interpret and describe their investigative practices, institutional constraints, and regulatory environments. Qualitative case studies are well suited to capturing institutional processes, decision-making dynamics, and contextual variation that may not be observable through quantitative methods (Stake, 1995; Merriam & Tisdell, 2016). Rather than measuring enforcement outputs, the study seeks to
	The comparative dimension strengthens explanatory depth. Comparative case study research enables identification of similarities and differences across cases operating under distinct structural conditions (Ragin, 1987; Yin, 2018). Nigeria and the United States were selected as 
	theoretically informative cases due to their contrasting regulatory maturity, institutional capacity, and positions within transnational romance fraud networks. Nigeria represents a high cryptocurrency adoption environment with evolving regulatory coordination and documented cybercrime activity (Chainalysis, 2023; FATF, 2022), while the United States represents a highly institutionalized enforcement system with established multi-agency regulatory oversight (Congressional Research Service [CRS], 2023). 
	This design allows for analytic comparison rather than statistical generalization. The goal is analytic generalization—drawing insights about how institutional context shapes enforcement capacity—rather than producing population-level inference (Yin, 2018). By examining two contrasting enforcement systems, the study can identify structural factors that appear context-dependent and those that may be generalizable across jurisdictions. 
	The cases are defined at the national enforcement system level, with embedded units of analysis including enforcement agencies (e.g., EFCC, FBI), regulatory authorities (e.g., CBN, SEC, FinCEN), and compliance professionals within cryptocurrency exchanges. This structure aligns with Yin’s (2018) conception of embedded case study design, where multiple subunits exist within each bounded case. 
	Case Study Approach 
	Case study research involves intensive analysis of a bounded system in this instance, the enforcement system for addressing cryptocurrency-enabled romance fraud within a particular country, to generate a rich, contextual understanding of complex phenomena. Case studies are particularly valuable when research questions focus on "how" and "why" processes unfold, when contextual conditions are important to the phenomenon under study, and when the boundaries between the phenomenon and its context are not clearl
	The study's guiding areas of inquiry how stakeholders describe cryptocurrency's role in fraud and how they understand enforcement capacity and regulatory frameworks are well suited to case study investigation. The enforcement systems in Nigeria and the United States cannot be understood apart from their institutional, regulatory, economic, and technological contexts, making the case study approach appropriate. 
	Comparative Design 
	The comparative dimension adds analytical leverage by examining the same phenomenon (enforcement responses to cryptocurrency-enabled romance fraud) across two jurisdictions with markedly different characteristics: Institutional capacity: The U.S. benefits from well-established federal enforcement agencies with specialized cybercrime units, extensive resources, and advanced technology, while Nigeria's enforcement system faces resource constraints and capacity-building challenges. 
	Regulatory Frameworks. The U.S. federal system provides a relatively clear division of responsibilities among agencies and establishes regulatory expectations for cryptocurrency businesses, while Nigeria's system is characterized by regulatory fragmentation and inconsistent guidance. 
	Cryptocurrency Market Structure. The U.S. market features regulated exchanges with KYC requirements and transaction monitoring, while Nigeria's market is dominated by P2P trading following the CBN banking restrictions. 
	Economic and Technological Context. Nigeria represents a developing country context with high cryptocurrency adoption driven by economic pressures and mobile technology infrastructure, while the U.S. represents a developed economy with mature financial institutions and regulatory infrastructure. 
	By systematically comparing enforcement practices across these contrasting contexts, the study can identify which challenges are universal and which are context-specific, which enforcement approaches are effective across different settings, and what lessons each country might offer the other. 
	The comparative design also strengthens the conceptual contribution by showing how ideas such as guardianship and situational constraint travel across markedly different institutional settings rather than assuming that they operate identically in each jurisdiction. 
	3.4 Data Collection Methods 
	Data were collected through two primary methods: semi-structured interviews and document analysis. This combination enabled triangulation by using multiple data sources to develop a more comprehensive understanding of enforcement practice. 
	Semi-Structured Interviews 
	Semi-structured interviews represent the primary data collection method. This approach uses a prepared interview guide with core questions while allowing flexibility to explore topics that emerge during conversation. Semi-structured interviews are well-suited to exploratory research where the goal is to understand participants' perspectives, experiences, and meanings rather than to obtain standardized responses. 
	In several cases, participants preferred to provide initial responses via email due to professional constraints. When this occurred, follow-up conversations were conducted via phone or videoconferencing to clarify responses and explore emerging themes. These follow-up discussions allowed the researcher to probe responses and obtain more detailed explanations regarding investigative practices and enforcement challenges. 
	Interview participants in Nigeria were drawn from the following categories: 
	1. investigators and prosecutors from the Economic and Financial Crimes Commission (EFCC) with experience in cryptocurrency-related fraud cases; 
	1. investigators and prosecutors from the Economic and Financial Crimes Commission (EFCC) with experience in cryptocurrency-related fraud cases; 
	1. investigators and prosecutors from the Economic and Financial Crimes Commission (EFCC) with experience in cryptocurrency-related fraud cases; 

	2. analysts from the Nigerian Financial Intelligence Unit (NFIU); 
	2. analysts from the Nigerian Financial Intelligence Unit (NFIU); 

	3. regulatory staff from the Securities and Exchange Commission (SEC Nigeria); 
	3. regulatory staff from the Securities and Exchange Commission (SEC Nigeria); 

	4. policy officials from the Central Bank of Nigeria (CBN), if willing to participate despite agency restrictions; and 
	4. policy officials from the Central Bank of Nigeria (CBN), if willing to participate despite agency restrictions; and 

	5. private-sector compliance professionals working for cryptocurrency exchanges or financial institutions operating in Nigeria. 
	5. private-sector compliance professionals working for cryptocurrency exchanges or financial institutions operating in Nigeria. 


	Interview participants in the United States were drawn from the following categories: 
	1. agents from the Federal Bureau of Investigation (FBI) specializing in cybercrime and financial fraud; 
	1. agents from the Federal Bureau of Investigation (FBI) specializing in cybercrime and financial fraud; 
	1. agents from the Federal Bureau of Investigation (FBI) specializing in cybercrime and financial fraud; 

	2. enforcement attorneys from the Securities and Exchange Commission (SEC) working in crypto-asset units; 
	2. enforcement attorneys from the Securities and Exchange Commission (SEC) working in crypto-asset units; 

	3. policy and enforcement staff from the Financial Crimes Enforcement Network (FinCEN); 
	3. policy and enforcement staff from the Financial Crimes Enforcement Network (FinCEN); 

	4. prosecutors from the Department of Justice (DOJ) with experience in cryptocurrency-related cases; 
	4. prosecutors from the Department of Justice (DOJ) with experience in cryptocurrency-related cases; 

	5. agents from the Internal Revenue Service Criminal Investigation Division (IRS-CI); 
	5. agents from the Internal Revenue Service Criminal Investigation Division (IRS-CI); 

	6. private-sector compliance professionals at U.S. cryptocurrency exchanges. 
	6. private-sector compliance professionals at U.S. cryptocurrency exchanges. 


	A total of 10 interviews were conducted with law enforcement, investigative, and regulatory professionals in Nigeria and the United States. Given the study's exploratory pilot design, this sample was intended to generate informed practitioner insight rather than statistical 
	representativeness. The interviews yielded recurring patterns and limited new information toward the end of data collection. 
	The interview guide included questions addressing: 
	1. role and experience: participants' professional backgrounds, responsibilities, and experience with cryptocurrency-related investigations or regulatory work; 
	1. role and experience: participants' professional backgrounds, responsibilities, and experience with cryptocurrency-related investigations or regulatory work; 
	1. role and experience: participants' professional backgrounds, responsibilities, and experience with cryptocurrency-related investigations or regulatory work; 

	2. cryptocurrency use in romance fraud: participants' descriptions of cryptocurrency's role in romance-fraud cases, the digital assets most commonly encountered, offender use of cryptocurrency to receive and launder proceeds, and the influence of cryptocurrency characteristics on victim vulnerability; 
	2. cryptocurrency use in romance fraud: participants' descriptions of cryptocurrency's role in romance-fraud cases, the digital assets most commonly encountered, offender use of cryptocurrency to receive and launder proceeds, and the influence of cryptocurrency characteristics on victim vulnerability; 

	3. investigative tools and strategies: tools used to trace cryptocurrency transactions, methods for obtaining exchange records, strategies for identifying offenders, and coordination with other agencies and international partners; 
	3. investigative tools and strategies: tools used to trace cryptocurrency transactions, methods for obtaining exchange records, strategies for identifying offenders, and coordination with other agencies and international partners; 

	4. challenges and obstacles: barriers encountered in investigating cryptocurrency-enabled romance fraud, including technical challenges, regulatory ambiguities, resource constraints, coordination difficulties, and jurisdictional issues; 
	4. challenges and obstacles: barriers encountered in investigating cryptocurrency-enabled romance fraud, including technical challenges, regulatory ambiguities, resource constraints, coordination difficulties, and jurisdictional issues; 

	5. regulatory frameworks: perceptions of the clarity and adequacy of current cryptocurrency regulations, regulatory gaps or conflicts, and the ways regulatory frameworks shape enforcement capacity; 
	5. regulatory frameworks: perceptions of the clarity and adequacy of current cryptocurrency regulations, regulatory gaps or conflicts, and the ways regulatory frameworks shape enforcement capacity; 

	6. cross-border cooperation: experiences with international coordination, mutual legal assistance, and information sharing with foreign counterparts; and 
	6. cross-border cooperation: experiences with international coordination, mutual legal assistance, and information sharing with foreign counterparts; and 

	7. recommendations: proposed changes to strengthen enforcement effectiveness, including regulatory reforms, resource investments, training needs, and procedural improvements. 
	7. recommendations: proposed changes to strengthen enforcement effectiveness, including regulatory reforms, resource investments, training needs, and procedural improvements. 


	Interviews were conducted via phone calls and email correspondence and occasionally in person where feasible and appropriate. Interviews typically lasted between approximately 60 and 90 minutes. With participant consent, interviews were audio-recorded and later transcribed. For participants who declined audio recording, detailed notes were taken during the interview to document key responses and observations. 
	Following the initial semi-structured interviews, several participants were contacted for brief follow-up conversations to clarify specific responses and expand on emerging themes related to investigative practices and challenges associated with cryptocurrency-enabled romance fraud. These follow-up interactions were conducted via phone or secure videoconferencing platforms such as Zoom and typically lasted between 15 and 20 minutes. The purpose of these follow-up interviews was to obtain additional clarific
	Interview Participants 
	Ten semi-structured interviews were conducted with professionals involved in cybercrime and financial fraud investigations. Five interviews were conducted in Nigeria and five in the United States. 
	The Nigerian participants included an Assistant Superintendent of Police (ASP), a department head within the Economic and Financial Crimes Commission (EFCC), and three Divisional Police Officers (DPOs) with experience investigating cyber-enabled financial crimes. 
	These participants generally occupied comparatively higher formal positions within their organizational setting. 
	The United States participants included investigators, analysts, and a compliance professional with experience in cryptocurrency-related financial crime matters. These participants included investigators from the Internal Revenue Service Criminal Investigation Division (IRS-CI), a municipal police investigator in Texas involved in financial crime investigations, a cybercrime intelligence analyst working on digital asset investigations, and a digital asset compliance specialist involved in cryptocurrency ove
	While this study adopts a comparative framework between Nigeria and the United States, it is important to note that interview data specifically related to cryptocurrency-enabled online romance fraud was primarily obtained from participants in Nigeria. U.S.-based participants provided broader insights into cryptocurrency investigations and enforcement practices but did not directly engage with romance fraud cases involving cryptocurrency. 
	As a result, the analysis of cryptocurrency-enabled romance fraud is more deeply grounded in the Nigerian context, while the U.S. perspective contributes to a broader understanding of investigative and regulatory challenges associated with cryptocurrency. 
	Document Analysis 
	Document analysis supplemented the interview data by examining publicly available materials that provide insight into enforcement practices, regulatory frameworks, and policy 
	discussions related to cryptocurrency-enabled financial crime. The documents analyzed included the following categories: 
	Enforcement Actions and Case Materials. Included: 
	1. press releases announcing arrests and prosecutions related to cyber-enabled fraud and cryptocurrency crimes; 
	1. press releases announcing arrests and prosecutions related to cyber-enabled fraud and cryptocurrency crimes; 
	1. press releases announcing arrests and prosecutions related to cyber-enabled fraud and cryptocurrency crimes; 

	2. court documents, including indictments, plea agreements, and sentencing memoranda; 
	2. court documents, including indictments, plea agreements, and sentencing memoranda; 

	3. asset-forfeiture actions and seizure warrants; and 
	3. asset-forfeiture actions and seizure warrants; and 

	4. case summaries and public enforcement reports from the Economic and Financial Crimes Commission (EFCC) and Federal Bureau of Investigation (FBI). 
	4. case summaries and public enforcement reports from the Economic and Financial Crimes Commission (EFCC) and Federal Bureau of Investigation (FBI). 


	Regulatory Guidance and Policy Statements. Included: 
	1. regulations and guidance on digital assets from the Securities and Exchange Commission (SEC) Nigeria and the U.S. Securities and Exchange Commission; 
	1. regulations and guidance on digital assets from the Securities and Exchange Commission (SEC) Nigeria and the U.S. Securities and Exchange Commission; 
	1. regulations and guidance on digital assets from the Securities and Exchange Commission (SEC) Nigeria and the U.S. Securities and Exchange Commission; 

	2. guidance for virtual asset service providers from the Financial Crimes Enforcement Network (FinCEN); 
	2. guidance for virtual asset service providers from the Financial Crimes Enforcement Network (FinCEN); 

	3. Central Bank of Nigeria directives and policy statements on cryptocurrency; and 
	3. Central Bank of Nigeria directives and policy statements on cryptocurrency; and 

	4. Nigerian Financial Intelligence Unit (NFIU) and FinCEN reports addressing cryptocurrency-related money-laundering risks, legislative proposals, and congressional or parliamentary hearing testimony. 
	4. Nigerian Financial Intelligence Unit (NFIU) and FinCEN reports addressing cryptocurrency-related money-laundering risks, legislative proposals, and congressional or parliamentary hearing testimony. 


	Strategic Documents. Included: 
	1. annual reports and strategic plans from the EFCC outlining enforcement priorities; 
	1. annual reports and strategic plans from the EFCC outlining enforcement priorities; 
	1. annual reports and strategic plans from the EFCC outlining enforcement priorities; 

	2. cybercrime strategy documents from the FBI and U.S. Department of Justice (DOJ); 
	2. cybercrime strategy documents from the FBI and U.S. Department of Justice (DOJ); 


	3. Financial Action Task Force (FATF) reports assessing Nigeria and the United States’ compliance with international anti-money-laundering standards; and 
	3. Financial Action Task Force (FATF) reports assessing Nigeria and the United States’ compliance with international anti-money-laundering standards; and 
	3. Financial Action Task Force (FATF) reports assessing Nigeria and the United States’ compliance with international anti-money-laundering standards; and 

	4. international cooperation agreements and memoranda of understanding related to cross-border cybercrime enforcement. 
	4. international cooperation agreements and memoranda of understanding related to cross-border cybercrime enforcement. 


	Document analysis played a key role in supporting the comparative aspect of this study. Policy documents, enforcement reports, and regulatory frameworks from both Nigeria and the United States were analyzed to identify similarities and differences in how cryptocurrency-related crimes are addressed. These documents provided contextual grounding for interpreting interview data and helped highlight institutional and regulatory variations across the two countries. 
	Document analysis focused on identifying themes related to enforcement priorities, investigative challenges, institutional capacity, and evolving strategies used to address cryptocurrency-enabled crime. These documents were coded using the same thematic framework applied to the interview data, allowing for comparison and triangulation across data sources. 
	Table 3.1 Data Collection Methods and Source 
	Data Collection Method 
	Data Collection Method 
	Data Collection Method 
	Data Collection Method 

	Data Sources 
	Data Sources 

	Analysis Approach 
	Analysis Approach 

	Span

	Semi-structured interviews 
	Semi-structured interviews 
	Semi-structured interviews 

	Law enforcement investigators, regulatory officials, and compliance professionals 
	Law enforcement investigators, regulatory officials, and compliance professionals 

	Thematic analysis using a coding framework 
	Thematic analysis using a coding framework 

	Span

	Document analysis 
	Document analysis 
	Document analysis 

	Enforcement reports, regulatory guidance, court documents, and policy statements 
	Enforcement reports, regulatory guidance, court documents, and policy statements 

	Thematic analysis and triangulation with interview data 
	Thematic analysis and triangulation with interview data 

	Span


	3.5 Sampling Strategy 
	The study employed purposive sampling, a non-probability sampling technique in which participants are selected based on their knowledge, experience, and relevance to the study's guiding areas of inquiry. Purposive sampling is appropriate for qualitative research where the goal is to obtain rich, detailed information from individuals with direct experience with the phenomenon under study rather than to achieve statistical representativeness. 
	Participants met the following inclusion criteria: 
	1. a professional role in law enforcement, financial-crime investigation, regulatory oversight, or compliance related to cryptocurrency and cybercrime; 
	1. a professional role in law enforcement, financial-crime investigation, regulatory oversight, or compliance related to cryptocurrency and cybercrime; 
	1. a professional role in law enforcement, financial-crime investigation, regulatory oversight, or compliance related to cryptocurrency and cybercrime; 

	2. direct experience with cryptocurrency-related fraud cases, investigations, or regulatory activities; 
	2. direct experience with cryptocurrency-related fraud cases, investigations, or regulatory activities; 

	3. willingness to discuss enforcement practices, challenges, and policy recommendations; and 
	3. willingness to discuss enforcement practices, challenges, and policy recommendations; and 

	4. ability to participate in an interview conducted in English. 
	4. ability to participate in an interview conducted in English. 


	Nigeria. Initial contact was made through institutional channels and professional networks, including the Economic and Financial Crimes Commission (EFCC) Public Affairs Office, the Securities and Exchange Commission (SEC) Nigeria Communication Office, and professional contacts in cybercrime enforcement and financial regulation. The researcher sent formal recruitment letters explaining the research purpose, the voluntary nature of participation, confidentiality protections, and the anticipated time commitmen
	United States. Participants in the United States were recruited through professional networks, professional associations (e.g., the Association of Certified Financial Crime Specialists), 
	conference contacts, and referrals from existing participants. Formal interview requests were submitted through publicly available communication channels used by federal and local agencies involved in financial crime investigations and regulatory oversight. 
	Private Sector Participants. Private sector participants in both countries were recruited through direct outreach to compliance professionals working at cryptocurrency exchanges, blockchain analytics firms, and financial institutions, as well as through professional networks. The final sample was designed to include participants from multiple institutional settings to capture diverse perspectives on cryptocurrency-enabled financial crime investigations and regulatory practices. 
	The sample size was guided by the principle of thematic saturation, where interviews continued until no new major themes emerged from the data. 
	Table 3.2 Interview Participant Categories by Jurisdiction 
	Participant Category 
	Participant Category 
	Participant Category 
	Participant Category 

	Nigeria 
	Nigeria 

	United States 
	United States 

	Span

	Law enforcement investigators 
	Law enforcement investigators 
	Law enforcement investigators 

	4 
	4 

	3 
	3 

	Span

	Regulatory officials 
	Regulatory officials 
	Regulatory officials 

	1 
	1 

	0 
	0 

	Span

	Financial intelligence analysts 
	Financial intelligence analysts 
	Financial intelligence analysts 

	0 
	0 

	1 
	1 

	Span

	Private-sector compliance 
	Private-sector compliance 
	Private-sector compliance 

	0 
	0 

	1 
	1 

	Span

	Total per country 
	Total per country 
	Total per country 

	5 
	5 

	5 
	5 

	Span


	 
	3.6 Data Analysis 
	Thematic Coding Procedure. Interview transcripts were analyzed using a thematic analysis approach. The analysis followed established qualitative research procedures. First, all interview transcripts were read multiple times to allow the researcher to become familiar with the data. Initial codes were then generated to capture recurring investigative themes related to cryptocurrency tracing, enforcement challenges, international cooperation, and operational patterns of online romance fraud. 
	After the initial coding process, related codes were grouped into broader thematic categories. These categories were then refined through repeated comparison of interview responses across participants to identify consistent patterns and differences in enforcement perspectives. 
	To improve transparency in the coding process, a coding matrix was created to document which participants referenced each major theme. This matrix allowed the researcher to systematically compare themes across participants and jurisdictions. The results of this coding process are presented in Tables 4.2 and 4.3 in Chapter 4. 
	This analytical approach allowed the researcher to identify key patterns across interviews while preserving the contextual insights provided by participants. 
	Analysis Procedure. Following Braun and Clarke’s (2006) six-phase framework for thematic analysis, the data analysis proceeded as follows: 
	Phase 1: Familiarization with the Data. Interview recordings were transcribed and the transcripts and documents were read and re-read to allow the researcher to become familiar with the data. Initial observations and patterns were noted during this stage. 
	Phase 2: Generating Initial Codes. Data were systematically coded using NVivo qualitative analysis software. Descriptive codes were applied to identify meaningful segments of data related to the study's guiding inquiry areas. Both interview transcripts and documentary sources were coded using a consistent coding framework. 
	Phase 3: Searching for Themes. Codes were organized into broader themes and sub-themes. Visual maps were created to illustrate the relationships between codes and themes. Themes were reviewed in relation to the study’s theoretical frameworks, including Routine Activity Theory (RAT) and Situational Crime Prevention (SCP). 
	Phase 4: Reviewing Themes. Themes were evaluated to ensure that they aligned with both the coded data and the overall dataset. Theme boundaries and definitions were refined to ensure that each theme captured meaningful patterns relevant to the study's guiding inquiry areas. 
	Phase 5: Defining and Naming Themes. A detailed analysis was conducted for each theme to clarify its scope and meaning. Descriptive names were developed to accurately represent the core ideas reflected in each theme. 
	Phase 6: Producing the Report. Representative examples and interview excerpts were selected to illustrate key findings. Themes were analyzed in relation to the study's guiding inquiry areas and theoretical frameworks. Findings from Nigeria and the United States were integrated to provide comparative insights. 
	Comparative Analysis. After conducting within-case analysis for each country, a cross-case comparative analysis was performed to identify similarities, differences, and patterns across Nigeria and the United States. The comparative analysis examined: 
	1. common enforcement challenges that transcend jurisdictional contexts; 
	1. common enforcement challenges that transcend jurisdictional contexts; 
	1. common enforcement challenges that transcend jurisdictional contexts; 

	2. context-specific factors that shape enforcement practices differently in each country; 
	2. context-specific factors that shape enforcement practices differently in each country; 


	3. effective strategies that may be transferable across jurisdictions; 
	3. effective strategies that may be transferable across jurisdictions; 
	3. effective strategies that may be transferable across jurisdictions; 

	4. structural and institutional factors that explain differences in enforcement outcomes; and 
	4. structural and institutional factors that explain differences in enforcement outcomes; and 

	5. theoretical insights into how regulatory frameworks and institutional capacity influence guardianship and crime opportunities. 
	5. theoretical insights into how regulatory frameworks and institutional capacity influence guardianship and crime opportunities. 


	Validity and Trustworthiness 
	Qualitative research uses different criteria than quantitative research to assess research quality, emphasizing trustworthiness rather than statistical validity. Lincoln and Guba’s (1985) framework identifies four key components of trustworthiness: credibility, transferability, dependability, and confirmability. The following section provides an overview of each component of trustworthiness as discussed by Lincoln and Guba (1985). 
	Credibility (Analogous to Internal Validity). Credibility refers to the extent to which the findings accurately represent participants’ perspectives and experiences. Strategies used to enhance credibility in this study include: 
	1. triangulation: using multiple data sources, including interviews and documentary materials, and comparing findings across these sources; 
	1. triangulation: using multiple data sources, including interviews and documentary materials, and comparing findings across these sources; 
	1. triangulation: using multiple data sources, including interviews and documentary materials, and comparing findings across these sources; 

	2. member checking: sharing preliminary interpretations with selected participants to verify the accuracy of interpretations; and 
	2. member checking: sharing preliminary interpretations with selected participants to verify the accuracy of interpretations; and 

	3. peer debriefing: discussing emerging findings and analytical interpretations with the thesis advisor and other researchers. 
	3. peer debriefing: discussing emerging findings and analytical interpretations with the thesis advisor and other researchers. 


	Transferability (Analogous to External Validity). Transferability refers to the extent to which the findings may be applicable to other contexts. Strategies used to support transferability include: 
	1. thick description: providing detailed contextual descriptions of Nigeria and U.S. enforcement systems so that readers can assess the potential applicability of findings to other settings; and 
	1. thick description: providing detailed contextual descriptions of Nigeria and U.S. enforcement systems so that readers can assess the potential applicability of findings to other settings; and 
	1. thick description: providing detailed contextual descriptions of Nigeria and U.S. enforcement systems so that readers can assess the potential applicability of findings to other settings; and 

	2. clear documentation: transparently describing sampling procedures, data collection methods, and analytical processes. 
	2. clear documentation: transparently describing sampling procedures, data collection methods, and analytical processes. 


	Dependability (Analogous to Reliability). Dependability refers to the consistency and transparency of the research process. Strategies used to enhance dependability include: 
	1. audit trail: maintaining detailed documentation of data collection procedures, coding decisions, and analytical steps throughout the research process; and 
	1. audit trail: maintaining detailed documentation of data collection procedures, coding decisions, and analytical steps throughout the research process; and 
	1. audit trail: maintaining detailed documentation of data collection procedures, coding decisions, and analytical steps throughout the research process; and 

	2. systematic analysis: applying a structured thematic analysis framework and using NVivo qualitative analysis software to support consistent coding and analysis. 
	2. systematic analysis: applying a structured thematic analysis framework and using NVivo qualitative analysis software to support consistent coding and analysis. 


	Conformability (Analogous to Objectivity). Confirmability refers to the extent to which findings are grounded in the data rather than the researcher’s personal biases or assumptions. Strategies used to support confirmability include: 
	1. reflexivity: acknowledging the researcher’s background, assumptions, and potential biases that may influence interpretation of the data; and 
	1. reflexivity: acknowledging the researcher’s background, assumptions, and potential biases that may influence interpretation of the data; and 
	1. reflexivity: acknowledging the researcher’s background, assumptions, and potential biases that may influence interpretation of the data; and 

	2. data transparency: providing representative quotations and document excerpts to support analytical interpretations. 
	2. data transparency: providing representative quotations and document excerpts to support analytical interpretations. 


	Ethical Considerations 
	This research involved human subjects and was conducted in accordance with established ethical principles for research, including respect for persons, beneficence, and justice. Key ethical considerations included the following: Informed consent. All interview participants received written information describing the study’s purpose, procedures, potential risks and benefits, the 
	voluntary nature of participation, and confidentiality protections. Participants provided informed consent before the interviews were conducted. 
	Confidentiality. Given the sensitive nature of law enforcement work and the possibility that participants could discuss investigative practices or internal agency matters, strong confidentiality protections were implemented. Measures used to protect participant confidentiality included: 
	1. assigning pseudonyms or participant identification codes (P1–P10) in interview transcripts and analysis; 
	1. assigning pseudonyms or participant identification codes (P1–P10) in interview transcripts and analysis; 
	1. assigning pseudonyms or participant identification codes (P1–P10) in interview transcripts and analysis; 

	2. storing research data on password-protected and encrypted devices; 
	2. storing research data on password-protected and encrypted devices; 

	3. removing identifying details from quotations used in the research report; and 
	3. removing identifying details from quotations used in the research report; and 

	4. offering participants the option to review and approve quotations prior to publication. 
	4. offering participants the option to review and approve quotations prior to publication. 


	Voluntary Participation and Withdrawal. Participants were informed that participation was entirely voluntary. They were also informed that they could decline to answer any question and could withdraw from the study at any time without penalty or negative consequences. 
	Minimizing Risks. The primary potential risk to participants was the possibility of a breach of confidentiality. This risk was minimized through the data security and anonymization procedures described above. Participants were also advised not to disclose classified information, details of ongoing undercover operations, or other sensitive information that could compromise active investigations. 
	Benefits. Although participants did not receive direct personal benefits from participation, the study aims to generate insights that may contribute to improved enforcement practices and inform policy discussions related to cryptocurrency-enabled financial crime and cyber fraud. 
	Limitations and Mitigation Strategies 
	Several limitations of the research and the strategies used to mitigate them are outlined below. 
	Access to Participants. Law enforcement and regulatory agencies may be reluctant to participate due to concerns about operational security or the potential disclosure of sensitive information. 
	Mitigation. The study emphasized strong confidentiality protections and the voluntary nature of participation. The research focused on general investigative patterns rather than specific cases, and participants were informed that findings would be reported in aggregate form. 
	Self-Report Bias. Participants may present their agencies or investigative practices in overly positive terms or may underreport operational challenges. 
	Mitigation. Interview responses were triangulated with documentary sources and compared across participants to identify consistent patterns. Interview questions were framed neutrally to minimize social desirability bias. 
	Cross-National Differences in Interview Dynamics. Cultural and institutional norms regarding discussions of law enforcement work may differ between Nigeria and the United States. 
	Mitigation. The interview approach was adapted as necessary based on participant feedback and local context while maintaining consistent core questions across interviews. 
	Sampling Bias. Purposive sampling may over represent certain perspectives if participants are recruited through limited professional networks. 
	Mitigation. Snowball sampling was used to diversify the participant pool and recruit individuals from multiple agencies and professional roles. 
	Researcher Bias. The researcher’s background and assumptions may influence interpretation of the data. 
	Mitigation. Reflexivity was practiced by documenting assumptions throughout the research process and discussing analytical interpretations with the thesis advisor and committee members. 
	IRB and Human Subjects Protection 
	This research involved human subjects and received approval from the Georgia State University Institutional Review Board (IRB) prior to the start of data collection. 
	3.7 Reliability and Validity 
	To enhance the credibility of the findings, several steps were taken to ensure reliability and validity in the data collection and analysis process. First, semi-structured interview questions were designed to maintain consistency across participants while allowing respondents to elaborate on their professional experiences with cybercrime investigations. Second, thematic coding was applied systematically across all interview responses to identify recurring patterns related to cryptocurrency tracing, enforcem
	CHAPTER IV: FINDINGS 
	This chapter presents the findings from ten semi-structured interviews conducted with law enforcement and regulatory professionals involved in investigating cryptocurrency-enabled financial crimes. The interviews included participants from both Nigeria and the United States with professional experience in cybercrime investigations, financial fraud enforcement, and digital asset tracing. These participants were selected based on their professional experience with cybercrime investigations, financial fraud en
	The chapter begins by describing the characteristics of the interview participants. It then presents the major themes that emerged from the thematic analysis of the interview data, highlighting key similarities and differences in investigative practices, institutional capacity, and enforcement challenges across the two countries. For interviews that were not recorded or conducted via email, the information presented reflects paraphrased summaries based on detailed notes taken during the conversations rather
	4.1 Interview Participants 
	Table 4.1 summarizes the professional roles, country affiliations, and agency types of the ten participants included in this study. To protect the confidentiality of participants, identifying information such as names, specific locations, and operational details has been omitted. 
	Participants are referenced using coded identifiers (P1–P10) rather than personal names or agency identifiers. All interviewees were selected based on their professional experience investigating or analyzing cyber-enabled financial crimes and cryptocurrency-related fraud. 
	Table 4.1 Interview Participants 
	Participant 
	Participant 
	Participant 
	Participant 

	Position 
	Position 

	Country 
	Country 

	Agency Type 
	Agency Type 

	Span

	P1 
	P1 
	P1 

	Assistant Superintendent of Police 
	Assistant Superintendent of Police 

	Nigeria 
	Nigeria 

	Nigeria Police Force 
	Nigeria Police Force 

	Span

	P2 
	P2 
	P2 

	Department Head 
	Department Head 

	Nigeria 
	Nigeria 

	Economic and Financial Crimes Commission (EFCC) 
	Economic and Financial Crimes Commission (EFCC) 

	Span

	P3 
	P3 
	P3 

	Divisional Police Officer 
	Divisional Police Officer 

	Nigeria 
	Nigeria 

	Nigeria Police Force 
	Nigeria Police Force 

	Span

	P4 
	P4 
	P4 

	Divisional Police Officer 
	Divisional Police Officer 

	Nigeria 
	Nigeria 

	Nigeria Police Force 
	Nigeria Police Force 

	Span

	P5 
	P5 
	P5 

	Divisional Police Officer 
	Divisional Police Officer 

	Nigeria 
	Nigeria 

	Nigeria Police Force 
	Nigeria Police Force 

	Span


	Table 4.1 (Continued) 
	Participant 
	Participant 
	Participant 
	Participant 

	Position 
	Position 

	Country 
	Country 

	Agency Type 
	Agency Type 

	Span

	P6 
	P6 
	P6 

	Federal Cybercrime Investigator 
	Federal Cybercrime Investigator 

	United States 
	United States 

	Federal law-enforcement agency 
	Federal law-enforcement agency 

	Span

	P7 
	P7 
	P7 

	Financial Crimes Investigator 
	Financial Crimes Investigator 

	United States 
	United States 

	Federal law-enforcement agency 
	Federal law-enforcement agency 

	Span

	P8 
	P8 
	P8 

	Digital Asset Compliance Specialist 
	Digital Asset Compliance Specialist 

	United States 
	United States 

	Regulatory agency 
	Regulatory agency 

	Span

	P9 
	P9 
	P9 

	Cybercrime Intelligence Analyst 
	Cybercrime Intelligence Analyst 

	United States 
	United States 

	Federal law-enforcement agency 
	Federal law-enforcement agency 

	Span

	P10 
	P10 
	P10 

	Financial Crime Investigator 
	Financial Crime Investigator 

	United States 
	United States 

	Municipal police department 
	Municipal police department 

	Span


	 Ten semi-structured interviews were conducted with law enforcement officials. Five interviews were conducted with Nigerian enforcement officials, including an Assistant Superintendent of Police (ASP), a department head within the Economic and Financial Crimes Commission (EFCC), and three Divisional Police Officers (DPOs). Five additional interviews were conducted with professionals in the United States involved in investigating cryptocurrency- enabled financial crimes. The sample was not matched by hierarc
	4.2 Identification of Major Themes 
	The interviews provided practitioner perspectives on investigative practices and enforcement responses to cryptocurrency-enabled romance fraud and related cyber-enabled financial crimes. Using thematic analysis, five major themes emerged from the interview data: 1. Cryptocurrency tracing and investigative complexity 2. Institutional capacity and enforcement constraints 3. International cooperation and jurisdictional challenges 4. Operational dynamics of online romance fraud 5. Financial intelligence and reg
	Together, these themes illustrate how technological change, institutional capacity, and international coordination shape law enforcement responses to cryptocurrency-enabled fraud schemes. 
	Coding Matrix of Interview Themes 
	To enhance transparency in the thematic analysis process, a coding matrix was developed to document which participants referenced each of the major themes identified during the analysis. As shown in Table 4.2, themes related to cryptocurrency tracing, attribution challenges, and jurisdictional issues were referenced by nearly all participants, while discussions of romance fraud operational structures were more common among Nigerian law enforcement participants. 
	As shown in Table 4.2, there are clear cross-national differences in the distribution of key investigative themes between Nigeria and the United States. All Nigerian participants (100%) reported challenges related to cryptocurrency tracing, attribution, jurisdictional issues, and international cooperation, whereas a smaller proportion of U.S. participants identified these same challenges. In contrast, discussions of organized romance fraud operations were reported 
	exclusively by Nigerian participants. These findings suggest that investigators in Nigeria experience these challenges more consistently, likely due to differences in institutional capacity, regulatory environments, and access to investigative tools. These contrasts should be interpreted cautiously, however, because the interview sample was not matched by organizational level across countries and the Nigerian interviews spoke more directly to romance-fraud operations than the U.S. interviews. 
	Table 4.2 Distribution of Interview Themes by Country 
	Theme 
	Theme 
	Theme 
	Theme 

	Nigeria (n=5) 
	Nigeria (n=5) 

	Nigeria (%) 
	Nigeria (%) 

	United States (n=5) 
	United States (n=5) 

	United States (%) 
	United States (%) 

	Total (%) 
	Total (%) 

	Span

	Cryptocurrency tracing challenges 
	Cryptocurrency tracing challenges 
	Cryptocurrency tracing challenges 

	5 
	5 

	100% 
	100% 

	3 
	3 

	60% 
	60% 

	80% 
	80% 

	Span

	Attribution challenges 
	Attribution challenges 
	Attribution challenges 

	5 
	5 

	100% 
	100% 

	2 
	2 

	40% 
	40% 

	70% 
	70% 

	Span

	Jurisdictional issues 
	Jurisdictional issues 
	Jurisdictional issues 

	5 
	5 

	100% 
	100% 

	2 
	2 

	40% 
	40% 

	70% 
	70% 

	Span

	International cooperation 
	International cooperation 
	International cooperation 

	5 
	5 

	100% 
	100% 

	3 
	3 

	60% 
	60% 

	80% 
	80% 

	Span

	Romance fraud operations 
	Romance fraud operations 
	Romance fraud operations 

	5 
	5 

	100% 
	100% 

	0 
	0 

	0% 
	0% 

	50% 
	50% 

	Span


	Table 4.3 Frequency of Major Themes Identified in Interviews 
	Table
	TR
	TH
	Span
	Theme 

	TH
	Span
	Participants Mentioning Theme 

	TH
	Span
	Percentage 

	Span

	Cryptocurrency tracing challenges 
	Cryptocurrency tracing challenges 
	Cryptocurrency tracing challenges 

	8 
	8 

	80% 
	80% 

	Span

	Attribution challenges 
	Attribution challenges 
	Attribution challenges 

	7 
	7 

	70% 
	70% 

	Span

	Jurisdictional barriers 
	Jurisdictional barriers 
	Jurisdictional barriers 

	7 
	7 

	70% 
	70% 

	Span

	Importance of international cooperation 
	Importance of international cooperation 
	Importance of international cooperation 

	8 
	8 

	80% 
	80% 

	Span

	Organized romance fraud operations 
	Organized romance fraud operations 
	Organized romance fraud operations 

	5 
	5 

	50% 
	50% 

	Span


	4.3 Cryptocurrency Tracing and Investigative Complexity 
	One of the most prominent themes identified in the interview data concerns the investigative challenges associated with tracing cryptocurrency transactions. Although blockchain technology records transactions on a public ledger, identifying the individuals controlling digital wallet addresses remains a major challenge for investigators. 
	An Assistant Superintendent of Police explained that cryptocurrency transactions differ significantly from traditional banking transfers: Cryptocurrency makes investigations more complicated because the transactions are not like normal bank transfers. Once the money is moved to a crypto wallet, it can pass through multiple wallets very quickly. Even if we identify the wallet address, it can belong to someone outside Nigeria. Sometimes we rely on digital forensic tools and assistance from foreign agencies to
	transactions are technically traceable, the pseudonymous structure of digital wallets complicates attribution. 
	The EFCC departmental head emphasized that this attribution challenge is central to modern cybercrime investigations: Cryptocurrency has become the preferred payment method for many online fraud networks because it allows them to move funds across borders instantly. While blockchain transactions are technically traceable, the challenge is identifying the individual behind the wallet. Criminals often use exchanges that do not enforce strict identity verification, making attribution difficult. (P2) 
	A U.S.-based investigator described similar challenges in tracing cryptocurrency transactions: 
	Although blockchain transactions create a permanent digital record, offenders often move funds through multiple wallets or use exchanges in jurisdictions with weak regulatory oversight to obscure their identities. (P6) An Internal Revenue Service Criminal Investigation Division (IRS-CI) investigator explained: Cryptocurrency tracing often becomes possible when digital assets are converted into traditional currency through regulated exchanges where identity verification procedures are required. (P7) At the o
	times. (P4) These findings suggest that cryptocurrency introduces significant investigative complexity by increasing the speed, anonymity, and transnational nature of financial transactions associated with cyber-enabled fraud. 
	4.4 Institutional Capacity and Enforcement Constraints 
	A second major theme concerns institutional capacity limitations within law enforcement agencies. Participants emphasized that cybercrime investigations require specialized technological tools, financial investigative expertise, and advanced digital forensic capabilities. The Assistant Superintendent of Police identified jurisdictional complexity as a significant challenge: The biggest challenge is jurisdiction. Many victims are located outside Nigeria, and the digital evidence is often hosted on foreign pl
	The EFCC departmental head highlighted the rapid technological evolution of cybercrime networks: “Another major challenge is technological capacity. Cybercriminals are evolving very fast. They use VPNs, encrypted messaging apps, and cryptocurrency. Law enforcement agencies must continuously update their training and tools to keep up.” (P2) At the operational level, DPOs described additional constraints. One officer explained: “We receive complaints, but many victims do not understand how the fraud happened.
	Sometimes they only realize months later that they were scammed. At that point the suspects may have already disappeared.” (P3) 
	Similarly, IRS-CI agents interviewed for this study noted that delayed victim reporting is a common issue in romance fraud cases, as victims often feel embarrassed or emotionally manipulated. 
	Another Officer also highlighted the impact of public perception: “Public perception is also a challenge. There is a stereotype that all cybercrime comes from Nigeria, but the reality is that these networks operate globally. Cooperation from victims and international partners is necessary.” (P5) A municipal police investigator in Texas emphasized resource limitations: “Limited funding and lack of specialized training in digital investigations make enforcement difficult at the local level.” (P10) These obser
	4.5 International Cooperation and Jurisdictional Challenges 
	Because cryptocurrency-enabled fraud often involves victims located in multiple countries, international cooperation emerged as a critical theme across the interviews. 
	The ASP described how Nigerian investigators rely on partnerships with international law enforcement agencies: “In serious cybercrime cases, we work with agencies like the FBI, Interpol, and Europol. They assist with intelligence sharing, digital evidence, and sometimes financial tracing.” (P1) The EFCC departmental head similarly emphasized the importance of cross-border collaboration: “The EFCC regularly collaborates with international law enforcement agencies because many of the victims are outside Niger
	At the divisional level, officers explained that cases involving international victims are typically transferred to specialized investigative units. One Officer explained: “At the divisional 
	level, we usually transfer cases involving international victims to specialized units or federal agencies that have the mandate to work with foreign partners.” (P3) A U.S.-based investigator highlighted the importance of formal cooperation frameworks: “Cybercrime investigations frequently rely on international legal cooperation frameworks such as Mutual Legal Assistance Treaties (MLATs) to obtain digital evidence located in foreign jurisdictions.” (P6) A cybercrime intelligence analyst similarly emphasized:
	4.6 Operational Dynamics of Online Romance Fraud 
	The final theme identified in the interview data concerns the operational structure of online romance fraud schemes. Participants described a consistent pattern in how these crimes typically occur. According to the ASP interviewed for this study, romance scams frequently begin on social media platforms or online dating websites: “Romance fraud typically starts on social media or dating platforms. The suspect creates a fake identity, often pretending to be a foreign military officer, engineer, or contractor.
	The EFCC departmental head explained that financial exploitation typically follows the establishment of emotional trust: “After gaining the victim’s confidence, the fraudster introduces a financial emergency or investment opportunity. Victims are asked to send money for medical expenses, travel costs, or business investments. Increasingly, payments are requested through cryptocurrency.” (P2) Law enforcement officials also described the involvement oforganized fraud networks. One divisional police officer ex
	where different individuals handle different roles, communication with victims, financial transactions, and money laundering.” (P4) Another officer emphasized the psychological dimension of the fraud: “Victims may send money multiple times because they believe they are helping someone they care about. Emotional manipulation is a key part of the scheme.” (P5) Finally, an IRS-CI investigator (Participant P6) noted that delayed reporting significantly affects recovery efforts: “Most victims only report the cri
	4.7 Summary of Findings 
	A total of ten interviews were conducted across both countries. Interviews were conducted through a combination of phone calls and, in a few cases, written responses when participants preferred email communication due to professional constraints. Follow-up phone conversations were conducted with some respondents to clarify responses and probe emerging themes. Interviews typically lasted between 30 and 60 minutes. When interviews were not recorded, detailed notes were taken and later paraphrased during the a
	The interview data reveal several key insights regarding cryptocurrency-enabled romance fraud. First, cryptocurrency has significantly increased the complexity of financial investigations due to the speed and pseudonymous nature of digital transactions. Second, institutional capacity constraints, including limited technological resources and training, affect the ability of law enforcement agencies to effectively investigate cyber-enabled financial crimes. Third, international cooperation plays a critical ro
	victims, offenders, and financial systems located across multiple jurisdictions. Finally, romance fraud schemes typically involve organized networks that rely on emotional manipulation and digital financial transfers to exploit victims. Together, these findings highlight the evolving nature of cyber-enabled financial crime and underscore the importance of technological capability, institutional capacity, and international collaboration in contemporary cybercrime enforcement. 
	CHAPTER V: DISCUSSION AND CONCLUSIONS 
	5.1 Overview 
	This study examined enforcement responses to cryptocurrency-enabled online romance fraud through a comparative analysis of documentary evidence and practitioner interviews. As an exploratory pilot study, it does not test Routine Activity Theory (RAT) or Situational Crime Prevention (SCP); rather, it uses those frameworks interpretively to make sense of the patterns that emerged from the data. The findings from Chapter 4 highlighted five key areas shaping enforcement effectiveness: cryptocurrency tracing com
	The discussion presented in this chapter examines how cryptocurrency reshapes the traditional elements of criminal opportunity and guardianship, while also highlighting how institutional capacity and regulatory coordination influence enforcement outcomes. 
	5.2 Revisiting Routine Activity Theory in Cryptocurrency Crime 
	Routine Activity Theory proposes that crime occurs when three elements converge: a motivated offender, a suitable target, and the absence of capable guardians. While originally developed to explain conventional crimes occurring within physical environments, the theory has increasingly been applied to cybercrime contexts. The findings of this study suggest that cryptocurrency-enabled romance fraud represents a contemporary manifestation of routine activity dynamics within digital ecosystems. In the context o
	However, the concept of capable guardianship takes on a new form within cryptocurrency-enabled financial systems. Traditional guardianship mechanisms such as banks, financial regulators, and transaction monitoring systems are partially bypassed when transactions occur through decentralized blockchain networks. As a result, the institutional structures responsible for monitoring financial activity face new challenges in identifying suspicious transactions and tracing illicit funds. Interview participants emp
	In addition, the findings demonstrate that institutional capacity functions as an important structural component of capable guardianship. Agencies with advanced forensic tools, specialized cybercrime units, and international partnerships possess stronger guardianship capabilities than agencies operating with limited technological resources. For example, Nigerian law enforcement officials described how divisional police commands often lack sophisticated blockchain analysis tools and must rely on federal agen
	Taken interpretively, the findings suggest an expanded understanding of Routine Activity Theory in which guardianship is not only a matter of physical presence or surveillance, but also a function of institutional infrastructure, technological expertise, and regulatory coordination. 
	These differences were visible in the comparative material, where U.S. agencies appeared to demonstrate stronger institutional guardianship through advanced technological capacity and 
	regulatory integration, while Nigerian agencies relied more heavily on inter-agency referrals and international partnerships because of resource and infrastructure constraints. That comparison should nonetheless be read cautiously because the interview samples were not matched by organizational rank or by direct romance-fraud case exposure. 
	5.3 Situational Crime Prevention in Digital Financial Environments 
	Situational Crime Prevention focuses on reducing opportunities for crime by increasing the perceived risk of detection, increasing the effort required to commit an offense, and reducing the potential rewards of criminal activity. In the context of cryptocurrency-enabled fraud, these mechanisms are implemented through regulatory frameworks, technological tools, and enforcement strategies. One of the primary situational prevention mechanisms identified in the findings is blockchain tracing. Law enforcement ag
	When investigators successfully identify exchange accounts associated with illicit funds, they may issue subpoenas or requests for user identification records, which can assist in linking digital wallets to specific individuals. 
	However, the effectiveness of these techniques is constrained by several factors identified in the interviews. First, criminals frequently transfer funds across multiple wallet addresses within short periods of time, thereby making tracing efforts more complex. Second, offenders may use exchanges operating in jurisdictions with limited regulatory oversight or weak identity verification requirements, which reduces the effectiveness of tracing strategies. These findings suggest that while blockchain technolog
	transactions reduce the time available for law enforcement to intervene and increase the difficulty of recovering stolen assets. 
	Another situational dynamic identified in the findings involves the use of peer-to-peer cryptocurrency markets. When regulatory restrictions limit access to formal exchanges, individuals may turn to decentralized trading platforms that operate outside traditional financial regulatory frameworks. These environments reduce the effectiveness of monitoring systems that would otherwise function as guardianship mechanisms. Consequently, cryptocurrency-enabled fraud represents a dynamic interaction between offende
	As enforcement agencies develop new investigative tools, cybercriminal networks simultaneously adopt strategies designed to circumvent those mechanisms. This dynamic was more pronounced in the Nigerian context, where limited regulatory enforcement and access to tracing tools increased offender opportunities, compared to the United States where stronger compliance requirements improved investigative outcomes at the point of currency conversion. 
	5.4 Institutional Capacity as Structural Guardianship 
	One of the most significant contributions of this research lies in identifying institutional capacity as a key determinant of enforcement effectiveness. While Routine Activity Theory traditionally conceptualizes guardianship in terms of immediate surveillance or protective presence, the findings of this study suggest that guardianship in digital environments operates at an institutional level. Institutional capacity includes several interconnected elements: technological infrastructure, specialized training
	Interview participants repeatedly emphasized the importance of technological capability in cryptocurrency investigations. Without access to blockchain analytics software or specialized digital forensic training, local law enforcement agencies may struggle to trace cryptocurrency transactions or interpret blockchain data. As a result, enforcement responsibility often shifts to specialized cybercrime units or federal investigative agencies with greater technical resources. 
	The findings also highlight the importance of coordination between domestic and international enforcement agencies. Because cryptocurrency transactions frequently cross national borders, successful investigations often require intelligence sharing, mutual legal assistance agreements, and collaborative investigative efforts. Thus, institutional capacity functions as a form of structural guardianship within decentralized financial systems. Agencies with greater technological resources and international partne
	5.5 International Cooperation and Policy Implications 
	The findings of this study reveal that while international cooperation is essential in addressing cryptocurrency-enabled romance fraud, the nature and effectiveness of such cooperation differ significantly between Nigeria and the United States. These differences reflect broader variations in institutional capacity, regulatory frameworks, and access to investigative resources. 
	Among Nigerian respondents, international cooperation was consistently described as necessary but often constrained by structural and procedural limitations. Participants emphasized that investigations involving cryptocurrency transactions frequently extend beyond national borders, requiring assistance from foreign agencies to trace digital assets and obtain critical evidence. However, this process is often slowed by bureaucratic procedures, limited access to 
	advanced blockchain analysis tools, and reliance on external institutions with greater technical capacity. As a result, Nigerian enforcement agencies often operate in a reactive position, dependent on international support to advance complex financial investigations. 
	In contrast, United States respondents described a more structured and institutionalized approach to international cooperation. Investigators highlighted the use of formal legal frameworks, such as Mutual Legal Assistance Treaties (MLATs), as well as established partnerships with international law enforcement agencies. These mechanisms facilitate more efficient access to financial intelligence, digital records, and suspect identification. Additionally, U.S. agencies benefit from stronger regulatory oversigh
	These differences have direct implications for investigative outcomes. In the United States, enforcement efforts are often more effective when illicit cryptocurrency transactions intersect with regulated financial systems, allowing investigators to obtain user identity information and trace financial flows. In contrast, Nigerian participants noted that offenders frequently exploit regulatory gaps by using exchanges with weak compliance standards or operating in jurisdictions with limited oversight. This sig
	The documentary analysis supports these findings by highlighting disparities in regulatory maturity and enforcement infrastructure across jurisdictions. While both countries experience similar patterns of cryptocurrency-enabled fraud, the capacity to respond effectively is shaped by differences in technological resources, institutional coordination, and regulatory enforcement. 
	From a policy perspective, these findings underscore the need for both domestic and international reforms. In Nigeria, strengthening enforcement requires investment in technological 
	infrastructure, specialized training in digital forensics, and enhanced regulatory oversight of cryptocurrency platforms. Improving coordination between law enforcement agencies, financial intelligence units, and regulatory bodies is also critical to developing a more proactive enforcement framework. 
	In the United States, maintaining enforcement effectiveness will depend on continued investment in international partnerships and regulatory compliance mechanisms, particularly as offenders adapt to evolving technologies and seek to exploit jurisdictional gaps. More broadly, the findings suggest that international cooperation must move beyond reactive, case-specific collaboration toward more proactive and coordinated global strategies. This includes faster information-sharing mechanisms, greater harmonizati
	The comparative findings further reveal important differences between Nigerian and United States enforcement contexts. Nigerian participants emphasized constraints related to technological resources, jurisdictional delays, and reliance on international partnerships for advanced investigative support. In contrast, U.S. respondents highlighted challenges associated with the complexity of financial tracing and the need for inter-agency coordination, but generally operated within a more technologically equipped
	These differences suggest that while both jurisdictions face similar structural challenges in cryptocurrency-enabled investigations, the capacity to respond effectively is shaped by varying levels of institutional development, regulatory infrastructure, and access to investigative technology. At the same time, the comparison should be interpreted with caution because the 
	Nigerian interviews were more directly tied to online romance-fraud enforcement and the U.S. interviews reflected a broader cryptocurrency-financial-crime perspective. 
	5.6 Contributions to Research 
	This study contributes to the literature in three ways. First, it extends scholarship on online romance fraud by examining cryptocurrency not simply as a payment instrument, but as a factor that reshapes investigative feasibility, attribution, and recovery. Second, it contributes to comparative cybercrime enforcement research by showing how regulatory maturity, institutional capacity, and inter-agency coordination influence responses to a common transnational offense. 
	Third, it applies Routine Activity Theory and Situational Crime Prevention to the context of cryptocurrency-enabled fraud, illustrating how guardianship in digital financial environments is exercised through regulatory systems, exchange compliance, and investigative infrastructure rather than through traditional physical controls alone. 
	Importantly, this study demonstrates that these differences are not merely contextual but structurally embedded within national enforcement systems, thereby reinforcing the importance of comparative analysis in understanding global cybercrime dynamics. 
	5.7 Limitations 
	Several limitations should be acknowledged. The final interview sample was smaller than originally intended, and some responses were obtained through email or non-recorded interviews rather than through longer recorded conversations. Although those materials still yielded useful practitioner insight, they limited the depth of probing that is typically possible in fully recorded semi-structured interviewing. The cross-national comparison was also shaped by an asymmetrical interview sample: Nigerian participa
	cryptocurrency-enabled financial crime perspectives rather than a matched set of romance-fraud specialists. In addition, documentary analysis relied on publicly available sources, which may emphasize formal policy positions and successful enforcement outcomes more than routine investigative constraints. Finally, the regulatory environment for cryptocurrency continues to evolve, meaning that the institutional conditions described in this thesis remain subject to change. 
	5.8 Future Research and Conclusion 
	Future research should expand the comparative scope of this topic by examining additional jurisdictions, larger interview samples, and the investigative role of private-sector actors such as exchanges, compliance teams, and blockchain-analytics firms. Quantitative work on case outcomes, reporting patterns, and asset recovery rates would also complement the qualitative findings presented here. 
	Overall, this study finds that cryptocurrency-enabled romance fraud is best understood as a transnational enforcement challenge shaped by both offender adaptation and institutional guardianship. The problem is not merely that digital assets move quickly; it is that successful investigation requires technical tracing capacity, regulatory clarity, international cooperation, and organizational coordination at the same time. By comparing Nigeria and the United States, the thesis shows that enforcement effective
	Strengthening those institutional conditions—through training, regulation, cross-border cooperation, and clearer investigative coordination—remains essential to improving responses to cryptocurrency-enabled online romance fraud. 
	APPENDIX A: INTERVIEW PROTOCOL AND SEMI-STRUCTURED INTERVIEW QUESTIONS 
	The following semi-structured interview protocol was used to guide interviews with law enforcement and regulatory officials involved in cybercrime and financial crime investigations. 
	The interview questions were designed to explore enforcement perspectives on cryptocurrency-enabled online romance fraud, investigative challenges associated with digital asset tracing, and institutional responses to cyber-enabled financial crimes. 
	Interviews were conducted with law enforcement officials in Nigeria and the United States, including personnel from the Nigerian Police Force, the Economic and Financial Crimes Commission (EFCC), and U.S. federal agencies involved in cybercrime and financial crime investigations. 
	Participants were informed that their responses would be used for academic research purposes and that their identities would remain confidential. To protect participant anonymity, interview respondents are referenced in the thesis using participant identifiers (P1–P10) rather than personal names or specific agency titles. 
	The interviews were conducted using a semi-structured format, allowing the researcher to follow the guiding questions while also exploring emerging themes and follow-up topics during the conversation. 
	Section 1: Professional Background 
	1. What is your current position and role within your agency? 
	1. What is your current position and role within your agency? 
	1. What is your current position and role within your agency? 

	2. How long have you been involved in investigating cybercrime or financial fraud cases? 
	2. How long have you been involved in investigating cybercrime or financial fraud cases? 


	3. What types of cybercrime or financial crime cases does your agency most frequently investigate? 
	3. What types of cybercrime or financial crime cases does your agency most frequently investigate? 
	3. What types of cybercrime or financial crime cases does your agency most frequently investigate? 


	Section 2: Cryptocurrency and Cybercrime 
	4. In your experience, how frequently does cryptocurrency appear in cybercrime investigations? 
	4. In your experience, how frequently does cryptocurrency appear in cybercrime investigations? 
	4. In your experience, how frequently does cryptocurrency appear in cybercrime investigations? 

	5. How has the use of cryptocurrency changed the way financial fraud investigations are conducted? 
	5. How has the use of cryptocurrency changed the way financial fraud investigations are conducted? 

	6. What types of cryptocurrency are most commonly encountered in fraud investigations? 
	6. What types of cryptocurrency are most commonly encountered in fraud investigations? 


	Section 3: Cryptocurrency Tracing 
	7. What methods or tools are used by your agency to trace cryptocurrency transactions? 
	7. What methods or tools are used by your agency to trace cryptocurrency transactions? 
	7. What methods or tools are used by your agency to trace cryptocurrency transactions? 

	8. What are the primary challenges investigators face when attempting to trace cryptocurrency payments? 
	8. What are the primary challenges investigators face when attempting to trace cryptocurrency payments? 

	9. How effective are current blockchain analysis tools in identifying suspects involved in cybercrime? 
	9. How effective are current blockchain analysis tools in identifying suspects involved in cybercrime? 


	Section 4: Enforcement Challenges 
	10. What do you consider the biggest challenges law enforcement agencies face when investigating cryptocurrency-related fraud? 
	10. What do you consider the biggest challenges law enforcement agencies face when investigating cryptocurrency-related fraud? 
	10. What do you consider the biggest challenges law enforcement agencies face when investigating cryptocurrency-related fraud? 

	11. How do resource limitations or technological constraints affect investigations? 
	11. How do resource limitations or technological constraints affect investigations? 

	12. Are there legal or regulatory barriers that complicate cybercrime enforcement in your jurisdiction? 
	12. Are there legal or regulatory barriers that complicate cybercrime enforcement in your jurisdiction? 


	Section 5: International Cooperation 
	13. How often do investigations require cooperation with foreign law enforcement agencies? 
	13. How often do investigations require cooperation with foreign law enforcement agencies? 
	13. How often do investigations require cooperation with foreign law enforcement agencies? 

	14. Which international agencies or organizations does your agency most commonly collaborate with? 
	14. Which international agencies or organizations does your agency most commonly collaborate with? 

	15. What challenges arise when attempting to obtain digital evidence or financial records from foreign jurisdictions? 
	15. What challenges arise when attempting to obtain digital evidence or financial records from foreign jurisdictions? 


	Section 6: Romance Fraud Operations 
	16. Based on your experience, how do online romance fraud schemes typically begin? 
	16. Based on your experience, how do online romance fraud schemes typically begin? 
	16. Based on your experience, how do online romance fraud schemes typically begin? 

	17. What strategies do fraudsters use to build trust with victims? 
	17. What strategies do fraudsters use to build trust with victims? 

	18. At what point do victims typically realize they have been defrauded? 
	18. At what point do victims typically realize they have been defrauded? 

	19. Are romance fraud schemes typically conducted by individuals or organized groups? 
	19. Are romance fraud schemes typically conducted by individuals or organized groups? 


	Section 7: Policy and Prevention 
	20. What steps could improve law enforcement’s ability to investigate cryptocurrency-related fraud? 
	20. What steps could improve law enforcement’s ability to investigate cryptocurrency-related fraud? 
	20. What steps could improve law enforcement’s ability to investigate cryptocurrency-related fraud? 

	21. What policy or regulatory changes could help reduce cryptocurrency-enabled financial crime? 
	21. What policy or regulatory changes could help reduce cryptocurrency-enabled financial crime? 

	22. What advice would you give to potential victims to help them avoid online romance fraud scams? 
	22. What advice would you give to potential victims to help them avoid online romance fraud scams? 


	APPENDIX B: HYBRID CODING CODEBOOK 
	Thematic analysis was used to analyze interview transcripts and documentary sources included in this study. A hybrid coding approach combining deductive and inductive strategies was employed to identify patterns in the data. 
	Deductive codes were derived from the theoretical frameworks guiding this study, specifically Routine Activity Theory (Cohen & Felson, 1979) and Situational Crime Prevention (Clarke, 1995). These frameworks informed codes related to capable guardianship, enforcement capacity, and crime opportunity structures. 
	Inductive codes emerged during the coding process as patterns and themes became evident in interview responses and documentary materials. These codes captured emerging themes related to investigative practices, enforcement challenges, and operational characteristics of cryptocurrency-enabled romance fraud. 
	The hybrid coding approach allowed the analysis to remain grounded in established criminological theory while also capturing new insights emerging from practitioner experiences. 
	Table B.1 Hybrid Coding Codebook 
	Table
	TR
	TH
	Span
	Code 

	TH
	Span
	Code Type 

	TH
	Span
	Description 

	TH
	Span
	Example Data 

	Span

	Cryptocurrency Tracing 
	Cryptocurrency Tracing 
	Cryptocurrency Tracing 

	Deductive 
	Deductive 

	References to blockchain tracing, wallet tracking, and cryptocurrency transaction analysis used in investigations. 
	References to blockchain tracing, wallet tracking, and cryptocurrency transaction analysis used in investigations. 

	"Funds can move through several wallets within minutes, which makes tracing complicated." 
	"Funds can move through several wallets within minutes, which makes tracing complicated." 

	Span

	Institutional Capacity 
	Institutional Capacity 
	Institutional Capacity 

	Deductive 
	Deductive 

	Availability of technological tools, specialized training, and financial resources for cybercrime investigations. 
	Availability of technological tools, specialized training, and financial resources for cybercrime investigations. 

	"Many local police commands do not yet have advanced blockchain analysis tools." 
	"Many local police commands do not yet have advanced blockchain analysis tools." 

	Span

	Jurisdictional Challenges 
	Jurisdictional Challenges 
	Jurisdictional Challenges 

	Deductive 
	Deductive 

	Difficulties arising from cross-border investigations, foreign legal frameworks, or jurisdictional limitations. 
	Difficulties arising from cross-border investigations, foreign legal frameworks, or jurisdictional limitations. 

	"Many victims are located outside Nigeria, which slows the investigation process." 
	"Many victims are located outside Nigeria, which slows the investigation process." 

	Span


	Table B.1 (Continued) 
	Table
	TR
	TH
	Span
	Code 

	TH
	Span
	Code Type 

	TH
	Span
	Description 

	TH
	Span
	Example Data 

	Span

	International Cooperation 
	International Cooperation 
	International Cooperation 

	Deductive 
	Deductive 

	Collaboration with foreign law-enforcement agencies or international organizations in cybercrime investigations. 
	Collaboration with foreign law-enforcement agencies or international organizations in cybercrime investigations. 

	"We frequently cooperate with agencies like the FBI and Interpol in cybercrime investigations." 
	"We frequently cooperate with agencies like the FBI and Interpol in cybercrime investigations." 

	Span

	Organized Fraud Networks 
	Organized Fraud Networks 
	Organized Fraud Networks 

	Inductive 
	Inductive 

	References to coordinated fraud groups in which individuals perform specialized roles within the scheme. 
	References to coordinated fraud groups in which individuals perform specialized roles within the scheme. 

	"Some romance fraud operations involve multiple individuals handling different tasks." 
	"Some romance fraud operations involve multiple individuals handling different tasks." 

	Span

	Victim Vulnerability 
	Victim Vulnerability 
	Victim Vulnerability 

	Inductive 
	Inductive 

	Emotional manipulation or psychological tactics used by offenders to exploit victims. 
	Emotional manipulation or psychological tactics used by offenders to exploit victims. 

	"Victims often believe they are helping someone they have developed feelings for." 
	"Victims often believe they are helping someone they have developed feelings for." 

	Span

	Delayed Victim Reporting 
	Delayed Victim Reporting 
	Delayed Victim Reporting 

	Inductive 
	Inductive 

	Situations in which victims report fraud after significant time has passed following financial loss. 
	Situations in which victims report fraud after significant time has passed following financial loss. 

	"Some victims only realize the scam months after sending money." 
	"Some victims only realize the scam months after sending money." 

	Span


	Table B.1 (Continued) 
	Code 
	Code 
	Code 
	Code 

	Code Type 
	Code Type 

	Description 
	Description 

	Example Data 
	Example Data 

	Span

	Enforcement Strategies 
	Enforcement Strategies 
	Enforcement Strategies 

	Inductive 
	Inductive 

	Law-enforcement tactics used to investigate, disrupt, or prosecute fraud operations. 
	Law-enforcement tactics used to investigate, disrupt, or prosecute fraud operations. 

	"Cases are typically escalated to specialized cybercrime units once cryptocurrency is involved." 
	"Cases are typically escalated to specialized cybercrime units once cryptocurrency is involved." 

	Span


	Coding Procedure 
	Interview transcripts and documentary sources were coded using an iterative process. 
	Initial codes were applied based on the theoretical constructs of Routine Activity Theory and Situational Crime Prevention. Additional codes were developed as new themes emerged during the analysis. 
	Codes were applied to segments of interview transcripts and documentary texts, allowing the researcher to identify recurring patterns across participants and sources. These coded segments were then grouped into broader thematic categories that informed the findings presented in Chapter 4. 
	This hybrid coding strategy ensured that the analysis remained theoretically grounded while also allowing for the identification of new patterns related to cryptocurrency-enabled romance fraud investigations. 
	APPENDIX C: DOCUMENTS INCLUDED IN DOCUMENTARY ANALYSIS 
	A total of twenty-two documents were reviewed as part of the documentary analysis. These documents include enforcement reports, regulatory directives, and policy statements related to cryptocurrency crime and cybercrime enforcement. 
	Nigerian Regulatory and Enforcement Documents 
	1. Central Bank of Nigeria. (2021). Letter to banks and financial institutions on cryptocurrency transactions. 
	1. Central Bank of Nigeria. (2021). Letter to banks and financial institutions on cryptocurrency transactions. 
	1. Central Bank of Nigeria. (2021). Letter to banks and financial institutions on cryptocurrency transactions. 

	2. Economic and Financial Crimes Commission. Cybercrime enforcement press releases (2022–2024). 
	2. Economic and Financial Crimes Commission. Cybercrime enforcement press releases (2022–2024). 

	3. Nigerian Financial Intelligence Unit. Anti-money laundering advisory on digital assets. 
	3. Nigerian Financial Intelligence Unit. Anti-money laundering advisory on digital assets. 

	4. EFCC operational reports on cybercrime investigations. 
	4. EFCC operational reports on cybercrime investigations. 

	5. Nigerian Police Force cybercrime enforcement updates. 
	5. Nigerian Police Force cybercrime enforcement updates. 


	United States Enforcement and Regulatory Documents 
	6. Federal Bureau of Investigation. (2023). Internet Crime Report. 
	6. Federal Bureau of Investigation. (2023). Internet Crime Report. 
	6. Federal Bureau of Investigation. (2023). Internet Crime Report. 

	7. U.S. Department of Justice. Cryptocurrency enforcement framework. 
	7. U.S. Department of Justice. Cryptocurrency enforcement framework. 

	8. Financial Crimes Enforcement Network (FinCEN). Virtual asset guidance. 
	8. Financial Crimes Enforcement Network (FinCEN). Virtual asset guidance. 

	9. Federal Trade Commission. Romance scam consumer alerts. 
	9. Federal Trade Commission. Romance scam consumer alerts. 

	10. Commodity Futures Trading Commission. Cryptocurrency fraud advisories. 
	10. Commodity Futures Trading Commission. Cryptocurrency fraud advisories. 


	International Cybercrime Reports 
	11. INTERPOL Global Crime Trend Report. 
	11. INTERPOL Global Crime Trend Report. 
	11. INTERPOL Global Crime Trend Report. 

	12. Chainalysis Crypto Crime Report. 
	12. Chainalysis Crypto Crime Report. 

	13. Financial Action Task Force Virtual Asset Guidance. 
	13. Financial Action Task Force Virtual Asset Guidance. 


	14. Europol Cybercrime Threat Assessment. 
	14. Europol Cybercrime Threat Assessment. 
	14. Europol Cybercrime Threat Assessment. 

	15. International Monetary Fund cryptocurrency regulatory report. 
	15. International Monetary Fund cryptocurrency regulatory report. 


	Academic and Policy Reports 
	16. Blockchain analysis reports on cryptocurrency fraud. 
	16. Blockchain analysis reports on cryptocurrency fraud. 
	16. Blockchain analysis reports on cryptocurrency fraud. 

	17. Policy reports on digital financial regulation. 
	17. Policy reports on digital financial regulation. 

	18. Research studies on cybercrime enforcement. 
	18. Research studies on cybercrime enforcement. 

	19. Studies examining online romance fraud victimization. 
	19. Studies examining online romance fraud victimization. 

	20. Reports on international cooperation in cybercrime investigations. 
	20. Reports on international cooperation in cybercrime investigations. 

	21. Financial crime intelligence reports. 
	21. Financial crime intelligence reports. 

	22. Government policy documents related to digital asset regulation. 
	22. Government policy documents related to digital asset regulation. 


	These documents were selected because they provide insight into regulatory responses, enforcement strategies, and institutional perspectives regarding cryptocurrency-enabled financial crime. 
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